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Properties of Expansion Function: 

1. Looks random 

2. Long output 

3. Given output should not be able to infer seed 

4. Efficient, not complex 

5. Deterministic 

6. Can’t predict unknown portion of output from some known portions 

7. Unpredictable and no repeat 

Example of Expansion Functions: 

1. Linear Congruential Generator  (LCG) 

 

unsigned int state; 

int E(void) 

{ 

 state = 32349 * state + 45656749; 

 return ( state % 2 ); 

} 

 

Expansion Function is not secure when used by itself. 
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2. Linear Feedback Shift Register (LFSR) 

 

 

 

 

 

 

 

Expansion Function is not secure when used by itself. 

 

3. Blum – Blum – Shub (BBS) 

Pick large primes p, q, N = pq 

            Pick 𝑋0  є ,2,3, … , N-1} 

              Let    𝑋𝑖   = 𝑋𝑖
2−1 mod N  

Output = 𝑋𝑖  mod 2  
 
Breaking is equivalent to factoring N. 

E.g. Stream cipher – RC4 (used in WEP) 

 

Probability Distribution and Distinguishability 

 Def:  A probability distribution is a function that assigns a probability to each 
possible value in some set.  
 
Ex. D(0) = .7  , D(1) = .3  
Ex. Uniform Distribution 𝑈s (s) =1/ |𝑆|  
𝑈𝑙  on l-bit strings   
Ex. D = {0,1,2,3,4,5}  
X <- D  
 

 

X0      X1          X2                X3              X4               X5                

  

  

Output 



X        0  1  2  3  4  5 

 

𝑋2 mod 6    0  1  4  3     

  1/6  1/3  1/3  1/6 

 

Statistical Indistinguishability 

Def:  Two distributions D and D’ are ε-statistically indistinguishable if for all 
algorithms A,  
 
Adv A = Pr [A(X) = 1|X<- D] – Pr [A(X) = 1|X <- D’+ ≤ ε  
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Computational Indistinguishability 

Def:  Distributions D and D’ are  t, ε- Computationally indistinguishable if for all 
algorithms A, running in time ≤ t,  
 
Adv A ≤ ε  
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 D’ 

(Success probability)  
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Proof:-  Let A be any algorithm running in time t  
Then |Pr [A(X) =1|X <- D1] – Pr [A(X) =1|X <- D3] |  
 
=|Pr [A(X) =1|X<-D1] – Pr [A(X)=1|D2]+ Pr [A(X)=1|D2] - Pr [A(X) =1|X<-D3]|  
 
≤ |Pr [A(X) =1|X<-D1] – Pr [A(X)=1|D2]| + |Pr [A(X)=1|D2] - Pr [A(X) =1|X<-D3]|   
≤ ε1 + ε2 
 

Theorem: - (Data processing Inequality)  
 

If  D 
𝑡
~
∈

 D’    and f is any function computable in time t’, then  f(D) 
𝑡 − 𝑡′

~
∈

f(D’)  

 
 f(D) ≈ X<-D , f(X) ≈ f.D  
 
Proof: (by contra positive)  
Suppose ∃A running in time t-t’ such that  
 
Adv f(D),f(D’) A > ε 
 

       A’ 
 
 
 

 

 

 

  

 
1. Pr*A’(X)=1|X<-D] = Pr[A(f(X))=1|X<-D] = Pr[A(X)=1|X<-f(D)]  

2. Pr*A’(X)=1|X <- D’+ = Pr*A(f(X))=1|X<-D’+ = Pr*A(X)=1|X<-f(D’)+  
 
 AdvD,D’ A’ = |Pr*A’(X)=1|X<- D] – Pr*A’(X)=1|X<- D’+ | = |Pr[A(X)=1|X<-f(D)] – 

Pr[A(X)=1|X<- f(D’)+| = Adv A > ε 

   D or D’ 

      

         A    F    0/1 


