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Figure 1: StreamCipher

2 Properties of expansion function E

Should look random

Should produce a long output

Given the output, attacker should not be able to infer the seed

No repeats

The algorithm should be efficient

The algorithm should be deterministic

Should not be able to produce some unknown portions of the output from some known
portions



3 Examples of Random Number generators

3.1 Linear Congruential Generator

unsigned int state;
int E(void)

{
state = 322349 x state + 45656749;

return state % 2;

¥
3.2 Linear Feedback Shift Register
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Figure 2: Linear Feedback Shift register

Though both Linear Congruential Generator and Linear Feedback Shift Register are used
for random number generation, they are not completely safe and can be predicted.

3.3 Blum Blum Shub

Pick two large prime numbers p and ¢ such that N = pq
Pick Xy €{2,3,...,N — 1}
Let X; = X2 ;modN
Output; = X;mod2
Key = (Xo, N)

4 Probability Distribution and Distinguishability

Definition: A probability distribution is a function that assigns a probability to each pos-
sible value in some set.

Eg: If D[0] = 0.7 and D[1] = 0.3 then X < D would mean to pick an element from the
Set {0, 1} according to the distribution D.



Uniform Distribution: Ug(s) = ﬁ

Example: D = Ujo1,234,5 and X « D then X2 mod 6 is equal to

1/6 | 2/6 | 3/6 | 4/6 | 5/6 | 6/6

X 10 1 2 3 41 5

X210 1 4 3 41 1
Hence, Pr(X?=0)=1/6

Pr(X?=1)=1/3

Pr(X?=3)=1/3

Pr(X%?=4)=1/6

Which shows that, we can perform computations on any distribution and the resultant
distribution might vary from the actual random variable.

5 Statistical Indistinguishability

Definition: Two distributions D and D’ are e—statistically indistinguishable for all Algo-
rithms A if

Adv A= |Pr[A(X)=1|X « D] - Prl[A(X)=1|X « D']| <e
A() is the adversary algorithm which has infinite time and knowledge

Distributions D and D’ are t, e-computationally indistinguishably if for all algorithms A
running in time < ¢, Adv A <e

6 Theorem
o If Dy ~ay Dy and Dy ~ey D3 then Dy ~qqeay D3

Let A be any algorithm running in time ¢, then,

|PrlA(X) = 1|X « D] — Pr[A(X) = 1|X « D5

|Pr[A(X) = 1|X « Di]|—Pr[A(X) = 1|X « Ds]+ Pr[A(X) = 1|X « Dy]—Pr[A(X) =
1|X < Ds|

< |PrA(Y) = 11X « Dy = PrIA(X) = 1IX « Dy]| + |PrlA(X) = 1]X — Dy -
PrlA(X) = 1|X « Dj]|

<€ t+é6

Q.E.D.
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Figure showing A'(x) = A(f(x))

Figure 3: Data Processing Inequality

7 Theorem: Data Processing Inequality
o If D~y D" and f is any function computable in time ¢, then f(D) ~y_y . f(D’)

Modified adversary algorithm A’ is a combination of adversary algorithm A and function
f(), such that A'(z) = A(f(x))

Proof (By contrapositive): Suppose 3 A running in time ¢ — ¢’ such that

Advf(D)J(D/) A > €, then,

PriA(X)=1/X « D] = Pr[Af((X)) = 1|X « D] = Pr[Af((X)) = 1|X « f(D)]
PrlA/(X) = 1X — D] = Pr{Af((X)) = 1|X — D'] = PrlAf((X)) = 1|X < f(D")]

So Advp pr A" |Pr[A'(X) =1|X « D] — Pr[A'(X) = 1|X <« D/]|

= |Pr[A(X) =1|X « f(D)] — Prl[A(X) = 1|X « F(D"]

=Adv A > ¢



