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* PRG #>Stream cipher
*  PRF with PRG => Stream cipher
e CTR with PRF => Real or Random (R-or-R) secure encryption
e CBC with PRP => (R-or-R) secure
e Semantic security => (R-or-R) secure
& Left-or-Right secure
<& IND-CPA (Indistinguishability under chosen plain text attack )

Assume Eg be a symmetric encryption scheme and
S(x) = random string of the same length as x

Ex ~ EkOS
AdvA=|P [ABk=1]-P, [ABk0$=1]is small

PRF: | P, [AFk=1]-P, [AR=1]|< €

PRP: A function F: Keys o X— Xis a ( t, q, €) pseudo random permutation if for all adversaries
A running in time < t and making at most g oracle queries.

| P, [Afk =1 | K$—Keys] P, [AP =1 | P +— Perms(X)] | < €

Advantage of PRPis invertible

AES : {0,1}**® x {0,1}*®* —» {0,1}"*®
DES:{0,1}°x{0,1}** —%0,1}**

Cipher Block Chaining(CBC)
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There are two modes for CBC

e CBC™ — IVis set to current value of the counter. The counter is then incremented each
time a message is encrypted.

e CBCS™—1IVis chosen at random by encryption algorithm. This choice is made
independently each time the algorithm is invoked.
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Theorem: CBCS s ( t-0(q), q, e+ 22+1 ) R-or-R secure if Fis a (t, g, €) PRP, where n is the length
of the IV.



