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Lecture Notes, October 9™ 2009

Chosen Ciphertext Secure Encryption:

Suppose E” isa (t, q,€) R -or-R secure encryptionscheme and M isa (t,q’, q€’) secure MAC.

Let E(k || k’, m) = E” (k, m) || M(k’, C)
=C||M(K’, C)

Where C = E’(k, m)

D(k || k’, ¢ || tag) = D’ (k, C) if t' = M(k’, C)

D(k || k’, c || tag) = error, otherwise.
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Definition:

An Encryptionscheme is (t,q,q §) IND -CCA secure if:

Adv A = |Pr{A% P = 1] - Pr{AEL® P, = 1]|<€,  for all A running in tinget and making
atmost g E queries and g’ D queries and making only valid queries.

Proof: Suppose A breaks E.
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Observation 1:

If A ever makes successful decryption query, then A has forged a Mac. This happens with
probability atmos€’. Let us call this Bad.

Notation: ~Bad : Not Bad.

Adv A =Pr[Adv A/ Bad] * Pr[Bad] + Pr[Adv A/ ~Bad] * Pr[~Bad]
<1 * Pr[Bad] + Pr{Adv A/ ~Bad] * Pr[~Bad]
<& + Pr[Adv A/ ~Bad]
<& + AdvB.
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