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Theorem: GCD(a,b)=X where X is smallest positive linear combination of a and 
b ,that is, X=Sa+Tb 
Proof 
 X ≥(a,b) where X=Sa+Tb 
 Suppose  d/a   
 Also d/b 
 Then d/(Sa + Tb) 
 So, gcd(a,b)/(Sa + Tb) 
 Hence gcd(a,b)/X 
Therefore X≥gcd(a,b)------------------- 1 
  
By Division Algorithm there exists q such that a=qx+r 
a=q(Sa+Tb) + r 
r=(1-qs)a – qtb 
Thus r is a linear combination of a and b 
Also r<x 
Since X is the smallest positive linear combination of a and b 
Hence r must not be positive -> r=0 
So, X/a 
Similarly X/b 
Hence X ≤ gcd(a,b)--------------------- 2 
From  1 and 2 we can draw following Conclusion  
 X=gcd(a,b) 
 
Extended Euclidean Algorithm 
 
We wish to find the gcd of 33 and 24, which is the smallest positive linear 
combination of 33 and 24 
 
 1 * 33  +    0 * 24   =   33 
 
 0 * 33  +    0 * 24   =   24 
 
 
[1               0                  33] 
 
[0               1                  24]  -1 
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[1              -1                   9]   -2     
 
[-2              3                   6]   -1 
 
[3            -4                    3]    -2 
 
 
[-8            11                  0]     
 
 
3 is the smallest positive linear combination of a and b where a =33 and b=24 
 
Hence gcd(a,b) =gcd(33,24)=3 
 
X= Sa     +     Tb 
3= 3(33) +   -4(24) 
 
RSA Step 
 
Pick e,d such that ed = 1 mod(p-1)(q-1) 
And  gcd(e,(p-1)(q-1))=1 
Use Extended Euclidean Algorithm to find S and T such that 
Se + T(p-1)(q-1) = 1 
 
Se-1= -T(p-1)(q-1) 
From the definition    a=b mod m  m/a-b 
Hence Se= 1 mod(p-1)(q-1) 
So take d=s 
 
 
Modular Inverses 
 
Given a and m when does there exist a,b such that 
ab = 1mod m 
And How can we find it 
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Theorem- b exists gcd(a,m)=1 
If gcd(a,m)=1 
Then there exists s,t such that  Sa + Tm =1 
Hence Sa=1modm 
So b = S 
 
Now Suppose b exists 
Then ab=1modm 
ab -1= qm 
ab – qm =1 
Since 1 is now a linear combination of a,m  
Therefore gcd(a,m) ≤1 
Since GCD’s are always positive 
Gcd(a,m)=1 
 
 
 
MODULAR EXPONENTIATION 
 
C=memodN 
 
Following  Algorithm will be slow 
a=1 
for( i=1 to e) 
a=a*m 
 
suppose e = 10011011100001(binary) 
 
e=∑ 2i ei 
 
 
me = m∑ 2i ei 

 

= ∏ (m2i )ei 

 

=O(log e) multiplications 
 
Algorithm 
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Modexp(m,e,N) 
If e=0 
Return  1 
a = mod exp(m,|_e/2_|,N) 
a=a2*me mod N 
return a 
 
Miller Rabin Primality Test 
 
Observation 
(N-1)2= 1 mod N 

Because (N-1)2 -1 = N2-2N divisible by N 
 
FACT: If N is Prime, Then the only X such that X2= 1 mod N is X=± 1modN 
If N is not prime, there are at least 4 numbers that square to 1 
 
Chinese Remainder Theorem 
If N = p.q , where gcd (p,q) =1, then Z| NZ  Z/pZ x Z/qZ 
X                           ->     (xmodp,xmodq) 
(tqa+spb)mod N    <-     (a,b) 
Where sp+tq=1 
(a,b)                        ->tqa + spb mod N 
                               ->(tqa modp, spb modq) 
 
(±1)2 ≡ 1modp 
(±1)2 ≡ 1modq 
(1modp, 1modq) → tq + sp  
                              ≡ 1modN 
(−1modp,−1modq)  → −tq − sp modN 
                                    ≡  -1 mod N 
(1modp,−1modq)  → (tq − sp)modN 
(−1modp, 1modq)  → (−tq + sp)modN 
 
 
 
 
 
 
 


