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Topics: Miller-Rabin primality test, RSA Signatures 

 

Def (ℤ 𝑁ℤ) ∗
=   0 ≤ 𝑥 ≤ 𝑁 gcd 𝑥,𝑁 = 1} 

Example: (ℤ 6ℤ) ∗
= {1, 5} 

 

 𝜑 𝑁 = | (ℤ 𝑁ℤ) ∗
| 

  𝜑 𝑃 = 𝑃− 1 where P is prime 

 𝜑 𝑝𝑛 = 𝑝𝑛 −𝑝𝑛−1 

 

 

 gcd 𝑎,𝑏 =  1 ⟶  𝜑 𝑎 ∙ 𝑏 = 𝜑 𝑎 ∙𝜑(𝑏) 

If 𝑝 & 𝑞 are prime 𝜑 𝑝 ∙ 𝑞 =  𝑝− 1 (𝑞 − 1) 

 

If  gcd 𝑎, 𝑏 =  1 ⟶  𝜑 𝑎 ∙ 𝑏 = 𝜑 𝑎 ∙ 𝜑(𝑏) 

By CRT 

  ℤ 𝑎𝑏ℤ ≅ ℤ 𝑎ℤ × ℤ 𝑏ℤ    so invertible elements of ℤ/𝑎𝑏ℤ equals the invertible elements of 

ℤ 𝑎ℤ × ℤ 𝑏ℤ   

 

 𝜑 21 = 𝜑 3 ∙ 𝜑 7 =  3 − 1  7 − 1 = 2 ∙ 6 = 12 

 (ℤ 21ℤ) ∗
= {1, 2, 4, 5, 8, 10, 11, 13, 16, 17, 19, 20} 

 

Theorem  𝑔𝑐𝑑 𝑎,𝑁 = 1 𝑡ℎ𝑒𝑛 𝑎𝜑(𝑁) ≡ 1 𝑚𝑜𝑑 𝑁 

Proof If 𝑏 ≠ 𝑐 then 𝑎𝑏 ≠ 𝑎𝑐 ⟹ 𝑏 ≠ 𝑐 𝑚𝑜𝑑 𝑁 then 𝑎𝑏 ≠ 𝑎𝑐 𝑚𝑜𝑑 𝑁 since otherwise we would have 

𝑏 = 𝑎−1𝑎𝑏 = 𝑎−1𝑎𝑐 = 𝑐  

 ∎ 

 

If 𝑏 ∈ (ℤ 𝑁ℤ) ∗
, then so is 𝑎𝑏 

So multiply by 𝑎,permutes the elements of (ℤ 𝑁ℤ) ∗
 

 𝑏 =  𝑎𝑏 ⟹ 𝑎𝜑(𝑁)  𝑏

𝑏∈ (ℤ 𝑁ℤ) ∗

𝑀𝑜𝑑 𝑁

𝑏∈ (ℤ 𝑁ℤ) ∗
𝑏∈ (ℤ 𝑁ℤ) ∗

 

Thus 𝑎𝜑(𝑁) ≡ 1 𝑚𝑜𝑑 𝑁 

Now sub (p-1)(q-1) to 𝜑 𝑁  

 𝑒𝑑 ≡ 1 𝑚𝑜𝑑 𝜑 𝑁  

 𝑒𝑑 = 𝑏𝜙 𝑁 + 1 

 𝑏𝜑 𝑁 =  𝑒𝑑 − 1 

 𝜑 𝑁 | 𝑒𝑑 − 1 

 



 (𝑚𝑒)𝑑 = 𝑚𝑒𝑑 = 𝑚𝑏𝜑 𝑁 +1 = (𝑚𝜑 𝑁 )𝑏𝑚 = 1𝑏 ∙ 𝑚 = 𝑚 𝑚𝑜𝑑 𝑁 

𝑒 = 3 Public key:  𝑒,𝑁  

𝑑 ≡ 3−1𝑚𝑜𝑑 𝜑 𝑁  Public key: (𝑑, 𝑁) 

 

Encryption is fast but decryption is slow 

 

Miller-Rabin Primarily Test 

Let 𝑁− 1 = 2𝑟𝑞 where 𝑞 is odd 

Pick 𝑎 randomly 𝑚𝑜𝑑 𝑁 and compute 𝑏0 = 𝑎𝑞, 𝑏1 = 𝑎2𝑞 , 𝑏2 = 𝑎4𝑞, … , 𝑏1 = 𝑎2𝑟𝑞. 

 

If 𝑏𝑟 ≠ 1, output Composite 

Say 𝑏𝑖 ≠ 1, 𝑏𝑖+1 = 1 

If 𝑏𝑖 ≠ −1, output Composite 

Else output “Probably Prime” 

 

Fact Pr[Mill-Rabin say prime when composite] ≤ 
1

4
 

If we repeat the test 𝑙 times, then Pr 𝑒𝑟𝑟𝑜𝑟 ≤  
1

4
 
𝑙

≤
1

2

2𝑙
i.e. 𝑙 = 256 

 

Example 

𝑁 = 17 & 𝑎 = 3 

𝑁− 1 = 24𝑞 ⟹ 16 = 16𝑞 ⟹ 𝑞 = 1 

𝑏0 = 3, 𝑏0 = 9, 𝑏2 = 13, 𝑏3 = −1, 𝑏4 = 1 

 

𝑁 = 15 & 𝑎 = 2 

𝑁− 1 = 2𝑞 ⟹ 14 = 2 ∙ 7 ⟹ 𝑞 7  

 𝑏0 = 8,𝑏2 = 4 

 

Using RSA for signatures also 

 

 
 

Symmetric key: 𝑚(𝑚− 1) key pairs 



Public key: 𝑚 keypairs 

 

You can also use RSA as a MAC 

 

Alice       Bob 

𝑆𝐴 =  𝑑, 𝑁    𝑚 ∥𝑚𝑑𝑚𝑜𝑑 𝑁   𝑃𝐴 = (𝑒, 𝑁) 

𝑃𝐵 =  𝑒, 𝑁       𝑆𝐴 =  𝑑, 𝑁  

               𝑚 ∥ 𝑡 → 𝑚 ≡ 𝑡𝑒𝑚𝑜𝑑 𝑁 

 𝑚 ∥ ℎ(𝑚)𝑑𝑚𝑜𝑑𝑁 

 
                 𝑚 ∥ 𝑡 → ℎ 𝑚 ≡ 𝑡𝑒𝑚𝑜𝑑 𝑁 

 

  𝑐 ≡ 𝑚𝑒𝐵  𝑚𝑜𝑑 𝑁𝑏  

  𝑡 ≡ ℎ(𝑐)𝑑𝐴  𝑚𝑜𝑑 𝑁               ℎ(𝑐) ≡ 𝑡𝑒𝐴  𝑚𝑜𝑑 𝑁𝐴  

                𝑚≡ 𝐶𝑑𝐵  𝑚𝑜𝑑 𝑁𝐵 

 


