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Topics: Miller-Rabin primality test, RSA Signatures

Def (Z/NZ)" = {0 < x < N| gcd(x,N) = 1}
Example: (Z/6Z)" = {1,5}

@(N) = | (Z/NZ)"|
@(P) = P—1wherePis prime

(p(pn) — pn _ pn—l

ged(a,b) =1 — ¢(a-b) =¢(a) - ¢(b)
Ifp&qareprime p(p-q) = (p—1(qg—1)

If gcd(a,b) =1 — @(a-b) = @(a) - @(b)

By CRT

Z/abZ = 7./aZ x Z/bZ so invertible elements of Z/abZ equals the invertible elements of
Z/aZ x Z/bZ

pRD=9B) - p(MN=CB-DT7-1)=2-6=12
(Z/217)" = {1,2,4,5,8,10,11,13,16, 17,19, 20}

Theorem gcd(a,N) = 1then a®™ = 1mod N

Proof If b # cthenab #+ ac = b # ¢ mod N thenab # ac mod N since otherwise we would have
b=alab=alac=c

]

Ifb € (Z/NZ)", thensois ab
So multiply by a,permutes the elements of (Z/NZ)*

1_[ b= 1_[ ab = a?) 1_[ bMod N

be (Z/NZ)" be (Z/NZ)" be (Z/NZ)"
Thus a?™ =1 mod N
Now sub (p-1)(g-1) to @(N)
ed = 1 mod ¢(N)
ed =bp(N)+ 1
bo(N) = ed — 1
p(N)|ed -1



(me)4 = med = mbe M+1 = (Me(Ybyy = 15 - m = m mod N

e = 3 Publickey: (e,N)
d = 3 'mod @(N) Public key: (d, N)

Encryption is fast but decryptionis slow

Miller-Rabin Primarily Test
Let N —1 = 2"q where g is odd

Pick a randomly mod N and compute by = a%,b; = a4, b, = a*q, ...

If b, # 1, output Composite
Sayb; #1,b;; 1 =1

If b; # —1, output Composite
Else output “Probably Prime”

Fact Pr[Mill-Rabin say prime when composite] <

1
If we repeat the test [ times, then Prlerror] < (Z)

Example

N=17&a =3

N-—1=2%q = 16=16g =q=1
by=3,by=9,b,=13,b3=—-1,by =1

N=15&a =2
N-—1=2q =14=2-7=¢q7
b0=8,b2:4

Using RSA for signatures also

Symmetric key: m(m — 1) key pairs

e.l =256

.
,b1=a2q.



Public key: m keypairs

You can also use RSA as a MAC

Alice
PB = (e' N)

¢ = m® mod N,
t =h(c)% modN

m || mimod N

m | h(m)4¢modN

Bob
Py = (e N)
SA = (dl N)

milt->m=témodN

mlt— h(m) =témodN

h(c) =t modN,
m= C% mod Npg



