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Definition:  (z/N2) * ={0<x<n | gcd(x,n)=1}

Example : (z/62)* ={0,5}

O(N) = | (Z/Nz)*|

Where O(N) are the numbers between 1 and N that are relatively prime to N.

If P is the prime number

O(P) = P-1

gcd(a,b) =1 then ®(a,b) = ®(a). D(b)

If p and q are distinct primes,
®(p,a) = (p-1) (9-1)

If gcd (a,b) =1then ®(a,b)= ®(a). O(b)

By CRT
Z/abZ ~ZaZ xZbZ

So invertible elements of Z/ab ~ invertible elements of Z/aZ x ZbZ
O(21)=0(3) . O(7)=2.6= 12

(z/21z) * ={1,2,4,5,8,10,11,13,16,17,19,20}

Theorem : ifgcd(a,N) = 1, Thena®™ =1 mod N



Proof : ifb#c mod N
Then ab # ac mod N

Since otherwise , we would have b=a *a.b=a ta.c=c
If be(Z/NZ)*, then sois ab. so multiplying by ‘a’ just permutes the elements of (Z/NZ) *

T o - TT ab

b €(z/Nz) * b € (Z/NZ) *
= %M n b mod N

b €(Z/NzZ) *
thus, a®M = 1modN

ed =1 mod ®(N)

((me)d) - med
= m b O(N) +1

RSA

1. Pickp,g, N=pq
2. Pick e,d such that ed =1 mod ®(N)

Public key : (e,N)
Private key : (d,N)

e=3
d=3"mod O(N)

Miller Rabin Primality test
Isprime(N)
Let N-1=2"q where qis odd

Pick a randomly mod N and compute

ad an a4q

2rq

Q

bo b b,

If br #1 output COMPOSITE
Say by #21,bi, 21




If b; # -1 output composite
Else output “probably prime”.

Fact : Pr [Miller Rabin N is prime when N composite ] <= %

If we repeat the test | times
Prlerror] <= (1/4) ' = (1/2) *

Example : N =17
a=3

b0=3

bl =9

b, =13

b; =16=-1

RSA can also be used as signatures

In a network of m nodes.
No. of keys required symmetric key = m (m-1) /2

Public key = m keypairs
So in public key encryption, key management is easy.

RSA signatures
Alice Bob
SA = (dIN) PA = (eIN)
m || m®mod N m||t
> m=t°modN
m || h(m)® mod N m||t
> h(m)=t°mod N
SA = (dA, NA) PA = (eA, NA)
PB = (eB, NB) SA = (dB, NB)

cl|t

4

C=m *® mod NB h(c) =t ** mod NA
t = h(c) * mod NA m = h(c) *® mod NB
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