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Knapsack Problem

¸Given M
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n
and S

Çompute b
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¸ b
i

{ɴ0,1}
¸ 1 = object fits in knapsack 0 = doesn't 

fit
Ȩasy version: sequence is 

superincreasing (each # greater than sum 
of previous)
¸ Solution is quick since you always 

include largest in greedy fashion



Knapsack Cipher

¸Markle-Hellman cipher: plaintext block => binary string
¸ Length of block = # elements in knapsack sequence

Şum is enciphered message
ȩ.g. (1, 3, 6, 13, 27, 52)
P̧laintext 111001 => 1+3+6+52 = 62 Ciphertext



Knapsack Cipher (Modular Arithmetic) 

Şimple knapsack => Trapdoor knapsack
1. Select simple knapsack sequence with superincreasing 

A'=a'
1
+ é + a'

n

2. Select random int m > A'
3. Select random coprime w : gcd(m,w)=1
4. Construct knapsack sequence A=A'w mod m i.e. 

a
i
=wa'

i
mod m

P̧ubkey: trapdoor sequence A
P̧rivkey: A', m, w
¸ Reversing this without privkey is NP-hard [http://en.wikipedia.org/wiki/Merkle-Hellman]



Attack using GA

Previous approach:
Cryptanalysis of Knapsack Ciphers 

Using Genetic Algorithms
Richard Spillman
Department of Computer Science, 

Pacific Lutheran University, 
Tacoma WA
Cryptologia, Volume 17, Issue 4 October 

1993, pp 367 ï377

¸Goal 1: Re-implement Spillman 
approach and compare results
¸Goal 2: Vary init parameters to improve 
performance


