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� Crypto Crash Course
� Data Outsourcing
� Query Correctness
� Data Confidentiality
� Access Privacy
� Searching on Encrypted Data
� Trusted Hardware
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• Randomness
• Crypto Hashes
• Encryption
• PK encryption
• Signatures
• Ciphers
• Semantic Security
• Forward Secrecy
• Performance
• Merkle/Hash trees
• Trusted Hardware
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Mallory 
(“malicious”, bad guy)

M
Alice
(innocent)

Bob
(mostly innocent, 

sometimes malicious)

Eve
(eavesdrops, 

passive malicious)

just listens

does
stuff 
too 

Trent
(trusted guy)k

k

Ek(M)
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• Where does k come from ? (key distribution – chicken 
and egg problem)

• Can Eve distinguish between Ek(M1) and Ek(M2) if 
she knows M1 and M2 ? Should not be able to !!! 
(indistinguishability under the choosen plain text attack 
– IND-CPA – see later)

• Make sure that Ek(M1) ¹ Ek(M2) if M1 ¹ M2 (maybe 
not ?)

• Can Mallory modify Ek(M) into an Ek(Mmallory) ? 
(non-malleability – see later)

• etc (! lots of stuff !) – danger: things seem trivial and 
they are not – result: super weak systems !
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Cryptographically random numbers: a sequence of numbers 
X1, X2, … such that for any integer k > 0, it is impossible for 
an observer to predict Xk even if all of X1, …, Xk–1 are known.

Problem: True RNGs cannot be deterministically algorithmic 
in a closed system. “Anyone who considers arithmetic 
methods … is in a state of sin” (von Neuman)

Being creative: simulate a sequence of cryptographically 
random numbers but generate them by an algorithm.

Pseudo-random numbers: a sequence of numbers X1, X2, …
such that for any integer k > 0, it is hard for an observer to 
predict Xk even if all of X1, …, Xk–1 are known.
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• A hash is a one-way, non-invertible
function of that produces unique (with 
high likelihood), fixed-size outputs for 
different inputs.

• The probability of any bit “flipping” in the 
output bit-string should be always ½ for 
any change (even one bit) in the input 
(“randomness”).
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Alice

Bob

publicB privateBpublicAprivateA

EpublicB
(M)

2

M=DprivateB
(EpublicB

(M))
3

Trent

Mallory Eve

no problemo

“public key 
certificate”

ST(time,expiration,“Bob”,publicB)
1

“certificate
authority”
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Alice

Bob

publicB privateBpublicAprivateA

M=DpublicA
(SA(M)) ?

2

M=DprivateA
(EpublicA

(M))=DpublicA
(EprivateA

(M))

SA(M)=EprivateA
(M)

1

M

Mallory Eve

no problemo

11
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n=pq
1

e=17
2

d = e-1 mod (p-1)(q-1)

Extended Euclidean
3

message m<n

RSA Encryption

c=me mod n
4

RSA Decryption

m=cd mod n
5

Alice

Bob
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messages {mi}

Alice

Bob

verification: 
check that s = (Õ Õ Õ Õ mi)e

3

“Condensed RSA Signature”
2

s=Õ Õ Õ Õ si

RSA Signature
1

{si=mi
d mod n}

un-forgeable 
against adaptive 
chosen message 

attacks
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Alice

Bob

Mallory Eve

cipherm3 m2 m1
…

m1 m2 m3
…

cipher-1

ci

The compromise of 
individual blocks 
should not lead to the 
compromise of past 
communication !
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Mallory Alice

M1M2

2

Ep(Mx)
3

x’
4

x=x’ ?
5

p
1 p,s

len(M1)=len(M2) ?

E() is indistinguishable under a chosen plaintext 
attack (IND-CPA, “semantically secure”) if no probabilistic 
polynomial time-bounded Mallory can succeed in finding 
x’, significantly better than guessing.
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Mallory Alice

M1M2

1

Es(Mx)
2

x’
3

x=x’ ?
4

s
Oracle

M
Es(M)
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• Deterministic + stateless = insecure !
• Semantic security implies bit security !
• RSA : not semantically secure ! Why ?!
• RSA + padding (e.g., RSA-OAEP): ok

17
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Future compromise (e.g., of PK secrets) 
should not propagate backwards in time.
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Modular MUL 1024: 273000/sec
RSA1024 Sign: 261/sec
RSA1024 Verify: 5324/sec
3DES: 26MB/sec

Illustrative baseline.
Pentium 4. 3.6GHz. 
1GB RAM. 11000 MIPS. 
OpenSSL 0.9.7f

DES/CBC: 70MB/sec
RC4: 138MB/sec
MD5: 18-615MB/sec
SHA1: 18-340MB/sec
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H(.)

x1 x2 x3 x4 x5 x6 x7 x8

H(x1) H(x2) H(x3) H(x4) H(x5) H(x6) H(x7) H(x8)

H(.) H(.) H(.) H(.)

H(.) H(.)

trust this (store or authenticate) compare

Idea: no need
to be binary

Idea: sign stuff
(when ?)
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x1

h1=H(x1|h0)

h0 x2

h2=H(x2|h1)

xi

hi=H(xi|hi-1)

Can we break
the chain ?

trust these (store or authenticate)


