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H. Hacigumus, B. R. Iyer, and S. Mehrotra. 
Providing database as a service, ICDE 2002.

Stored Data Confidentiality
SELECT decrypt(discount,key)
FROMlineitem
WHEREcustid = 300
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Client requires quantifiable assurances that query 
results are correct, for arbitrary query types in the 
presence of a server that could be …

… lazy

… and/or fully malicious (!)
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The owner provides database updates and summary 
signatures to the un-trusted publisher. When users 
make inquiries with the publisher, they get responses 
which can be verified using a returned verification-
object. Only sk O is secret, pk O is authenticated. 
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A Merkle tree, with a continuous sub-
range q, with a least common ancestor 
LCA(q) , and upper and lower bounds. 
Note the verifiable hash path “l" from 
LCA(q) to the root, and the proximity 
sub-trees (thick lines) for the “near miss”
tuples for LUB(q) and GLB(q) which 
show that q is complete.

authenticated 
via signature
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Supported claimed operations:
• selections
• projections

• (1) maintaining VOs before duplicate elimination
• (2) pre-computing VOs for common projections

• equiJOIN
• (1) keep materialized cartesian product S x R

• construct VO on sorted version of product 
(according to difference (S.A-R.A)) – this yields 
3 types of leaf nodes (“0”,”<“,”>”) in Merkle tree

• (2) all kinds of other tricks
• set operations

• union (client does it and verifies VOs for input sets)
• intersection (?)
• multi-dimensional range queries (generalizing hash 
tree to “multi-dimensional range tree”)
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Covering canonical roots (CCR): 
roots of the canonical sub-trees 

precisely covering the leaves 
with values in the interval.
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SELECT S.A4 FROMS,R
WHERES.A1=R.A1 AND A2<10 AND A3>17
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Issues:
• query expressiveness
• query flexibility

• works only on data with VOs
• “universe split” phenomenon

• use timestamps, expiration times
• expensive operations (!)
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Discusses the use of batch verification of 
signatures and similar techniques 
(condensed RSA) to authenticate results. 
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Trusted
DB Client

Unsecured
Edge Server

Trusted
Central DBMS

Result
+ VOQuery

DB +MHT

…

“edge computing”
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Claimed problems with [Devanbu 2000]

• A hash tree is needed for every sort-order 
• VOs need to contain links all the way to the root,

• VOs grow linearly to query result and logarithmic 
to base table size

• Projections may have to be performed by clients
• No provision for dynamic updates on the database

Aim 1: VO size just linear in query result 
Aim 2: do not push projections to client   
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Idea: use different hash function

• h(x) = gx mod q
• h is commutative, h(x+y) = h(y+x)

• Digests can be combined arbitrarily
• Projection can be performed at the edge servers
• Facilitates insertion of new tuples with minimal 
effect on other digests

• but: significantly (1000-10000 times) slower
• trade-off: computation vs. communication
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Root

Query Result

Tuples

Da Db

Dc Dd

DN

Verification object = DN + DS
where DS = {Da, Db, Dc, Dd}

Verifying Selection
(no need to go up to the root 

as everything is also signed)

Root

Query Result

Tuples

DN

Enveloping
Subtree
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Similar expressiveness. But …

Asks: what about access control rules ? 
(Devanbu seems to reveal too much: boundary tuples)

Also claims: lower overheads for queries 
and updates. 

Introduces “precision” (only data 
matching the query should be returned)
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Idea: use signature chains – thus no 
need to reveal boundary elements. 
sig(ri) = s(h(g(ri-1) | g(ri) | g(ri+1)))

s-1(sig(ri))? s-1(sig(ri+1))?

g(ri)g(ri-1) g(ri+1) g(ri+2)

ri ri+1ri-1
…

Result Q

…

Server:

User:

… ri+2

…
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s-1(sig(ra))? s-1(sig(ra+1))?

g(ra)g(ra-1) g(ra+1) g(rn)

ra ra+1 rn g(rn+1)h       (ra-1)
� -ra-1-1 …

Result Q

…

hash
U - �
times

Distributor:

User:

Query: � �7r

But what is g:g(r) = hU-r-1(r)

does not 
require ra-1
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RelationalQuery: � � K � �
Result: {| ra, ra+1,…, rb |}

g(ra-1)

Merkle
Tree

h(ra-1.A)

h(ra-1.A1) h(ra-1.AR)

.
:

…

Record ra-1:   [ K   A1 A2 … AR]

h (ra-1.K)
U-ra-1.K-1

h (r.K)
ra-1.K-L-1

h (ra-1.K)
� -ra-1.K-1

hash
U - �
times

g(ra) g(ra+1)

s-1(sig(ra))?
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P. Golle and I. Mironov,”Uncheatable Distributed 
Computations”, RSA 2001 (Cryptographer's track)

a1,…,an
1

f(a1),…,f(an)
2

b1,…,bx,…,bnf(bx)
1

f(b1),…,f(bn) x’ 2x’=x ?
3

a1,…,an,f()

f(ai)=?
f()

Alice
Bob

Asks: What about arbitrary queries ?
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A challenge token (computed by client) is sent together with the
batch of queries. Upon return, batch execution is proved if x=x’. 

data serverdata client
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plaintext
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O
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Query Processor

Data
queries

2

query results, C()
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Only handles 
lazy server !
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Main Steps:
1. Partition sensitive domains

• Order preserving: supports comparison
• Random: query rewriting becomes hard

2. Rewrite queries to target partitions
3. Execute queries and return results
4. Prune/post-process results on client
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SELECT emp.name FROMemp
WHEREemp.salary > 

( SELECT AVG(salary) FROMemp WHEREdid=1)
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client

client

server

server

Client pruning
could be 
expensive
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Confidentiality-Overhead Trade-off

Larger segments ==
increased privacy == 

increased overheads
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Goal: For a uniform distribution of queries 
- minimize any leaks to any adversaries 
(even) knowing segmentation parameters. 

Idea 1: Maximize variance of distribution 
of values in segment
Idea 2:  Increase segment entropy 

Issue: What about performance ? 
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Solution: “Controlled Diffusion”

Idea: 
1. design for efficiency, then …
2. … diffuse (re-distribute) elements 

inside the segments to increase 
per-segment entropy and variance
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Asks: Similarly, how to structure query 
trees to optimally balance the security-
efficiency trade-off in [Hacigumus 2002]. 

Idea: client generates optimal partitioned 
query execution plans given statistics and 
metadata input from the server. 
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...
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protocol per 
column and 
look at returned 
product of 
interest

escape O(n) costs
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• Sequential Scan
• Index-based
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Wi

m bits

Li

n bits

Li ¬ Gi (seed), 

Å Ci

m bits

Ri

m-n bits

Ri ¬ FK ( Li )

Encryption :
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Decryption :

m bits

n bits

Å
m-n bits

m bitsWi

L i Ri

Ci

n bits m-n bits

Ci,L Ci,R

Li ¬ Gi (seed), Ri ¬ FK ( Li )

L i Ri

Å

Wi
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Search :

Check: Ri
' = FK ( Li

' ) ?
Yes ��� � match , 

( false positive rate = 1 / 2m-n )

m bits

n bits

Å
m-n bits

m bitsWi

L i Ri

Ci

W
ÅÅÅÅ

L i
' Ri

'

n bits m-n bits

provided by client
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“Hidden” Search :

Li

n bits

Li ¬ Gi (seed),

Å Ci

m bits

Ri

m-n bits

Ri ¬ FKi
( Li )

Wi

m bits

E(.)

E1(Wi) E2(Wi)

where Ki = F'K( E1( Wi ))

provided
by client
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server-hosted
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Server stores capabilities for conjunctive 
queries (linear in the total number of 
documents). These can be transferred offline. 

The client is required to know before-hand 
future conjunctive queries. 

Query part is sent online at the time of 
search. It is of constant size (number of 
keyword fields per documents). 
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document serverdata client

…

…

k1

k2

k3 x

x
x

d’4d’3d’2d’1

k4 x

C~

x

x

x

k1: (d1+x)(d3+x) mod p

k2: (d2+x)(d3+x) mod p

…

k1

k2

x
x

d’4d’3d’2d’1C~

x

…

k1

k2

x
x

d4d3d2d1C

x
x

d1: k1

d2: k2

d3: k1 k2

d4: k3 k4

query: {k 1 ,k2}1

F-1

4

retrieve: d3

6

qnr 1,qr2, qr3,…, qrk

2

qr’1,qnr’ 2, qr’3,... , qr’k

v’1,... ,v’n

compute vi values
3

v1,... ,vn

5

verify
checksums

Idea: Deploy modified version of computational PIR targeted at a
server-side index. Augment with “multiplicative checksums”. 

Computational 
Privacy

Query
Correctness

Asks: What about correctness + privacy ?


