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nearby node and destroy it as well. We model such spatial

generated data in a sensor network in case of node failures. failure patterns by some expncit geometric Shapes’ whire a

We focus on the type of node failures that have explicit spadi
shapes such as circles or rectangles (e.g., modeling a borrttaak
or a river overflow). We consider two different schemes for
introducing redundancy in the network, by simply replicating
data or by using erasure codes, with the objective to minimia
the communication cost incurred to build such data redundarmy.
We prove that the problem is NP-hard using either replicatin or
coding. We proposeO(«)-approximation algorithm for each of
the schemes, where: is the “fatness” of the potential node failure
events. We also design a distributed approximation algoritim
using erasure codes. Simulation results show that by expliig
the spatial properties of the node failure patterns, one can
substantially reduce the communication cost, compared wlit

the nodes contained in the shape fail at the same time. The
location and orientation of the shape could be variable or

known depending on the scenarios. An example could be a
bomb attack with a circular shape and variable location (it

can happen anywhere in the network) or break of a dam with
fix location and orientation (the location of the dam and area

affected are known).

We assume that there are nodes within the network
generating data of interest and some additionalodes that
can be used for extra storage and relay for communication.
To preserve data generated in the network, we necessarily

resilient data storage schemes in the prior literature. need to introduce sufficient redundancy by storing the data

at some other node. Due to the small form factor and cheap
costs, individual nodes memory cannot scale to the size of

In this paper, we address the problem of data preservatide network. More specifically, we assume over time the data
in a wireless sensor network after node failures. We focggnerated by one data node would eventually occupy almost
on smart dust type networks [13] where the network consisi# of an individual node’s memory. The nodes also have
of a large number of cheap unreliable nodes. This desigbvere communication, computation and memory limitations
philosophy contrasts with the traditional ‘centralizeghsing Thus our algorithm will try to use as little communication as
mechanism in which a small number of powerful sensingossible.

stations were used (e.g., the weather stations). Here V\mesec%ntributions. We address the problem of introducing suf-

sheer number of sensors for both wide area coverage and . L .
. : . iI€ient redundancy with minimal communication cost to a
resolution data collection. Having a large number of nodes a : .
. . network such that the entire network data can be retrievied af
increases the system redundancy and robustness to failures. :
a.failure. We use two approaches to introduce data redugidanc
tpe network.

I. INTRODUCTION

Since nodes are cheap and unreliable, they are likely to fai
for many reasons. Nevertheless we have prepared redundan
nodes in the proximity to take over both the sensing tasks and Replication: Each data packet is copied into multiple
the data that has been generated. storage nodes in the network. The retrieval algorithm is

Sensor nodes may fail to operate for many reasons. Since the simply pulling the data out of the storage nodes that
nodes are inexpensive (thus crappy), they may suddenly stop contains a copy.

functioning for no reason. The nodes may also be destroyed. Erasure codes:An erasure code of multiple data packets

by animals, humans, or natural disasters (earthquake, fire, .
: ! would be computed and stored in the storage node.
river overflow, etc). They may be destroyed by adversarial In particular, we use random linear codes as in [9]
attacks (a bomb explosion for example). The nodes may also . . ) . - '

. . : . ' . That is, each codeword is a linear combination of the
be temporanly disabled by jamming, traffic congestion, or original data (called symbols) with random coefficients.
energy depletion. In case of such unfortunate events we can The retrieval process consists of one sensor node locally

revoke the replacement sensors to take over the sensimg task :

pulling relevant data from the network so as to solve a
However the data stored on the nodes that have been destroyed : .

system of linear equations to decode the data.

is lost unless we design data storage schemes resilienti® no
failures, which is the topic of this paper. Each method has its own advantages and disadvantages. Gen-
We focus in the paper node failures with some spatiatally speaking, data replication allows for straightward
patterns, which are arguably the most common type. Theatata recovery from a surviving node holding the data. Using
is often strong spatial correlation among the failed nodés. erasure codes, we can potentially use the limited storadesno
events that destroyed one node may very likely influenceiraa more efficient and effective manner, since a storage node



can possibly hold information helpful for multiple data msd model whereinC(d, S) is the size of the minimum Steiner
The downside is that data recovery requires the decoding ctiee overd U S in the communication graph.
of solving a linear system of equations. . . — .

Failure Pattern (the geometric definition): A failure pattern

Using any of the two approaches, our objective is t(())n the network is a closed 2-dimensional geometric shape.

minimize the amount of data transmissions for mtroducn‘g . . . . )
N oth location and orientation of the failure in the plane can
redundancy. We prove that such an optimization problem is . :
be known or unknown. When a failure occurs, the location

NP-hard using any of the two approaches. Therefore, we pro-

poseO(a) approximation algorithms, whereis the ‘fatness’ and orientation of the failure pattern is determined andhe|
of the given potential spatial node f:ailures nodes contained in the failure area simultaneously fai (ar

destroyed).

As an example, a bomb attack can be defined as a failure
pattern with circular shape with variable location, sincean

In this section, we start by describing our network modehappen anywhere in the network domain. Destruction of a
We then give the formal formulation of the problem using eaatlam on the other hand can be defined as a stripe shape failure
of the redundancy schemes and then, we discuss the relatéich can only happen in a predefined fix location.
work done in this area. An important observation is that a spatial failure with fixed

Network Model. Consid work of des d location and orientation always destroys a fixed subset of
etwork Model. Lonsider a nework of Sensor NOdes A&, eq Fyrthermore for every given subset of nodes a closed
ployed in a plane. In our network models, each nodeitiser

shape can be found to enclose only the nodes in the subset.
a data node or a storage node, but never both. Hatdnode P y

tes data of int t while &t d b g Following these observations we can present a failure as a
generates data of interest, while Blerage nodesan be USed ¢ et of nodes it destroys rather than its shape. This gives
for storage of replicated data. We assume that over time e

o . % binatorial definition of failures.
data node generates data whose size is almost the size of an

individual node memory and each data node stores a copyraiilure Patterns (the combinatorial definition): A failure

its own data. Thus, a data node cannot be used for storageaftern can be defined as a subset of nodes in the network.

other nodes’ datalhroughout the article, we assume that the . .

total number of storage nodes is more than the total numb_erWe assume that no FWO fa_'ll_”es _happen simultaneously,

of data nodes in the networllso, each node is aware of its"€" afte_r a failure there is sufficient time for the netwodk t _

own location and the coordinates of its neighbors relative feorganize. We also ass_ume_that the cost of_data recovery s

itself. th a concern. Once a failure is sensed a mobile centrabstati
The major focus of the paper is to design a redundaW{th unlimited resources can do the recovery.

data storage scheme with minimal communication cost suchNEXt we present .tWO problem formulations, for the two

that the network data can be recovered after node failuﬂggth()ds of introducing redundancy.

with spatial_ pa_tterns. Below, we fo_rmally define our modeA_ Redundancy with Replication

of communication cost and node failure patterns.

Il. PROBLEM FORMULATION AND RELATED WORK

In this subsection, we give the formal definition of the
Communication Graph and Costs. We user to denote problem when, to allow recovery from failures, we simply
the uniform transmission radiusof the sensor nodes, andreplicate data at other storage nodes. We start with defining
two nodes can communicate directly with each other if thatoring set as follows.

Euclidean distance between them is less thaifhe commu- . _ . .
IDeflnltlon 2. (Storing Set.) For a given data nodga storing

nication graphof the network is defined over the set of all”~". 2 of d h th failure d
nodes as vertices and has an undirected edge between ﬁﬁfo's a sel5(d) of storage node sue that no failure destroys
e data node and all the nodes in the Séf). O

nodesi and j if they can communication directly with each!
other. Thecommunication distancbetween two nodes and Note that in our model the size of data is almost the size
j is the distance betweerand;j in the communication graph. of the available storage of a node, and thus, we cannot store
more than one data packets in each node. Therefore, thegtori
sets for different data nodes should be disjoint. We can now
formally define the problem as follows.

Definition 1. (Communication Cost.) Letl be a data node

and S be a set of storage nodes. We uSéd, S) to denote

the cost of transmitting one packet of data fraio all the

nodes inS. For simplicity, we assumé’(d, S) to be equal to Minimum Cost Data Replication (MCDR) Problem. Given

the size ofS plus the communication distance betweeand a network with data and storage nodes and a set of failure

the nearest destination i\ O patterns, find a set of disjoint storing sets, one for each dat
The above cost model is reasonableSifs clustered in a node, such that the sum of communication costs from a data

region and we use Geocast [15] like technique to broadcgé)cde to its storing sets is minimized. Fo_rmally,m‘ IS the
a message t¢. We note that the above communication costet of data nodes, then for eadhz_D, we find a storing set
model is only for the sake of simplicity of presentation, ang(d) € S such thatdé)(}(d, 5(d)) is minimum.

the results of our paper hold even for the most general cost



Theorem 1. The MCDR problem is NP-hard. Moreover, it isnetwork coding can perform as well as the case when there is
also NP-hard to approximate the MCDR problem within angomplete coordination between nodes.

finite approximation ratio. | Dimakis et. al. in [8]-[10] and Lin et. al. in [14], [18]
purposed two different schemes for decentralized implemen
tation of Fountain codes in wireless sensor networks. Both
B. Redundancy with Erasure Codes algorithms use limited global information such as the total

The second scheme to introduce redundancy is to use QYMPer of nodes and sources. Aly etal in [2] use simple
centralized erasure codes as introduced in [9]. In thisraehe "@ndom walks to implement a decentralized Fountain code
each of the data nodes pre-routes its packets to specifagstor!Vithout presence of any global information. Kamra et. a[1in
nodes. Each storage node creates and stores a codeword dtUjjposed a different approach with the goal of enhancing dat
the data packets it receives. The codeword is constructed R§fSistence in network in case of node failure. It uses growt
cascading linear combination of chunks of input data pmké:todes_to maximize the amount of information available for
and in order to decode the data one should pull the netwdifcoding at any chosen moment. _ L
data and solve a system of linear equations. The details of ! of_the prewous_research on th_'s topic use a probabu_:hstl
coding and decoding procedures for decentralized randd}fde failure model without any spatial pattern for nodeufal
linear codes can be found in [10]. To the best of our knowledge, this is the first paper addrgssin

One can represent this erasure coding scheme by a bipaHi‘Fe problem of preserving the data in case of spatial attacks

graph between data nodes and storage nodes such that tffilwe on a wireless sensor network. Although any of presio

is an edge between a data naland a storage nodeif d methods can be used for designing failure tolerant netwhbek,

pre-routes its packet ta Since each data node stores a copf/ €S€nt Of spatial pattern for node failure allows for redgc
of its own data, in the recovery phase, the data of survivitge required redundancy and communication significantly.

data nodes can be eliminated from the codewords of surviving||. ApPROXIMATION ALGORITHM FOR THE MCDR
storage nodes. Hence the necessary condition for recgverin PROBLEM
data after a failure is to recover the data of destrpyed data‘n this section, we design an algorithm for the MCDR
nodes from the surviving storage nodes. As shown in [9], the : . : . .

- . ) foblem which yields a solution with a near-optimal cost on
necessary condition for successful recovery is the ex:ster*3 .

; . n average, for uniformly random networks.

of a maximal matching between destroyed data nodes and fhe
surviving storage nodes [5], [6]. We can now formulate ousurvival Matching Algorithm (SMA). Note that in our
problem as follows. MCDR problem if we restrict the size of storing sets to

- . . be just one storage node, then the MCDR problem can be
Minimum F:OSt Data Coding (MCDC) Problem. Given a easily reduced to the minimum-cost 2D-matching problem
network with D and S as the set of data and storage nod

; . in bipartit hs). For th tricted MCDR blem,
respectively and a set of failure patterns, the MCDC proble n bipartite graphs). For the unrestricte proviem

: T f N - ur approximation algorithm called th8urvival Matching
'S to construct a_b|part|te gra.lrﬂii (DU S, E') with minimum Algorithm (SMA) essentially solves the restricted MCDR
sum of edge weights where:

) _ _ problem optimally (i.e., restricts the storing sets to jose

« The weight of an edgeg(s,d) in E’ is the cost of giorage node and finds the minimum-cost 2D-matching in an
communication between andd, and _ _ appropriately defined bipartite graph). We will later shdwtt

« The set of edged:’ is such that for any given failure gpas solution is within a constant factor of the unresidt
pattern ", the induced subgraph i’ over (D N F) U gptimal solution for uniformly random networks.

L(Jie_dg)t:?jser?ortgattﬁgIggto(jfsrlwi)%)eg clzl:e|.st|:oe;2(,j}vf\;§ have SMA Description.Given a network of data and storage nodes,
_ _ SMA starts with constructing a bipartite graph (DU S, E)
Note that for a failurel”, (D N F) is the set of destroyed poryeen data and storage nodes wherein there is an edge
data nodes an@S — F') is the set of surviving storage nodesyveen a data nodé and a storage node if and only if

Thus, the above condition ensures that there is a matching,0f 4 ¢ do not exist together in any particular failure set.
size equal to the number of destroyed data nodes betweenélggentia”y an edgéd,s) € E, signifies that{s} can be

set of destroyed data nodes and the surviving storage ”OdEﬁ:ked as a storing set for the data nadleThus, a perfect

Theorem 2. The MCDC problem is NP-hard. m Mmatching inGy yields a set of disjoint storing sets of size

_ one each, and hence is a solution (not necessarily optimal) t
We defer the proof of the above theorem to Section VI. o McDR problem. In addition, each eddé, s) in G is

We defer the proof of the above theorem to Section VI.

C. Related Work assigned a weight equal to the communication cost between

Increasing data persistence in the presence of node fanﬁ‘PéjS' and we actually find a minimum-cost perfect matching

. . . . G 5. Note that minimum-cost perfect matching problem can
has been a subject of increasing research in recent yeaes. : o
. . . e solved in polynomial time [7].
popular approach to this problem is to use network coding. T
usefulness of network coding for data storage was invdstigaApproximation Proof. We now show that in uniformly ran-
in [17] where authors show a simple distributed scheme usidgm networks with spatial failures, SMA delivers a solution



whose cost is at most times the optimal cost with high delivers a valid solution) igD(«) where « is the fatness of
probability. Here,« is the fatness (as defined below) of théhe given failure patterns. |
given set of spatial failures.

Fatness of Spatial Failurefatness is a well-known concept>ignificance of Theorem 3Note that if we allow arbitrarily

in geometry which quantifies how a geometric object is spregf9e failures, then no valid solution may not even exist.
in all directions [4]. For a given objee®, its fatness is defined Further, since the decision version of MCDR problem is NP-
as follows. LetC’ and C” be two concentric circles such thacomplete (as shown in Section VI-C), it is unlikely that a
C fully containsO and C” is fully contained inO. Then, the polynomial algorithm can always return a valid solution if

fatness ofO is defined as the maximum possible value fo?nebegi_ls_t' 'I_'husr; arl]) algorithm retl;rningfa 5?:'_““?'” with high
the ratio%j((g)) over all possible such concentric circledroPabllity is the best we can hope for. Finally, since it
I NP-hard to approximate the MCDR problem in general

C andC’. In this paper, we extend the concept of fatness e )
a set of geometric objects (spatial failures) as below. (see Theorem 1), the above average approximation-ratio ove
almost all random networks is of significance.

Definition 3. (Fatness) For a given set of spatial failureslet
(i) R’ be the radius of the largest circle that can be contain
in each of the failures, and (iR be the radius of smallest
circle that can contain each of the failures. The fatness
the set of spatial failure$’ is defined as the rati®/R’. O

Q&stributed Algorithm. To the best of our knowledge, there
are no efficient distributed approximation algorithm knaoiwn

the minimum-cost matching problem, which is a special case
of our MCDR problem. We plan to address this direction in
our future work.

Proof Outline.We compute the approximation ratio of SMA |\ AppROXIMATION ALGORITHMS FOR THE MCDC
by estimating (i) a lower bound on the optimal cost, and i@ t

expected cost of the SMA solution, in the below two lemmas
respectively.

PROBLEM

In this section, we store erasure codes of data packets to
generate data redundancy. We start by showing that SMA of
Lemma 1. For any instance of the MCDR problem, thehe previous section can be used to also solve the MCDC
optimal cost of a solution is at leagtD|R’)/(2r) where R’ problem with an approximation ratio for random networks. We
(as defined above) is the radius of the largest circle that caflso design a distributed approximation algorithm, andv@ro
be contained in each of the failurgs)| is the number of data its performance guarantees.

nodes, and- is the transmission radius of the nodes. Using SMA for the MCDC Problem. Here, we show that
Proof: Consider a storing set and two (storage) nagdes SMA for the MCDR problem can also be used to yield an

ands, in it that are farthest from each other. Distance betwe@pproximation solution for the MCDC problem in random
s1 and so must be at leask’, since otherwise all the nodesnetworks. Firstly, note that the output of SMA, viz., a set of
in the storing set can be contained in a circle of radifs disjoint storing sets, can be used to construct a valid Eslut
and thus in any given spatial failure with appropriatelys¢o G’ for the MCDC problem by connecting each data node to
location and orientation (which contradicts the definitia  each storage node in its storing set. Similar to the argusriant
storing set). Now, the minimum communication cost betwedremma 1, we can show that the optimal cost of any instance of
a data node tdsy, s2) is at least half the communication cosan MCDC problem is at leastD| R’ /2r. Thus, by Lemma 2,
betweens; and s, which is at least?’ /r. Thus, the total cost which also applies to the MCDC solution yielded by SMA,
of a set of| D] storing sets is at leastD|R’)/(2r). B we have the following approximation result.

The proof of the below lemma is rather tedious, and

deferred to Section VI. Pheorem 4. For uniformly random networks, the MCDC so-

lution delivered by SMA (as described above) has an average
Lemma 2. Consider a uniformly random network, i.e., withapproximation ratio ofO(«), where « is the fatness of the
uniformly and randomly distributed data and storage nodegiven spatial failures. |
with failures that can destroy at most 1/4 of the network 1sode
For such networks, SMA delivers a valid solution with ®istributed Storage Algorithm (DSA). The main advantage
probability of 99.5%, and the expected cost of the delivered storing linear combination of data (as in the MCDC
solution isO(|D|.R/r), where R (as defined in Definition 3) problem) over simple replication (as in the MCDR problem)
is the radius of the smallest cirle that can contain each ef ths that the decisions of where to store the data can be
given failure patterns|D| is the total number of data nodes,made locally by the data nodes, i.e. the data nodes don't
and r is the transmission radius of the nodes. B have to globally compete for exclusive use of storage nodes.
: However, the drawback of this linear combination approach
From the above two lemmas, we get the following theorem., .
IS that recovery of data cannot be guaranteed for all falure
Theorem 3. For uniformly random networks with failures thatsince in case of some failure the relevant remaining linear
can destroy at most 1/4 of the network nodes, SMA delivaguations may not yield a full rank system. Below, we present
a valid solution with a probability 99.5%, and the expected distributed algorithm that guarantees recovery of dath wi
approximation ratio (over all random networks for which SMAa high probability in random networks.

4



DSA Description.Consider a uniformly random network ofour choice of¢ value isO(1) (see Equation 1) when number
data nodes and storage nodes. Without loss of generality, @fedata nodes is less than the number of storage nodes, the
assume the density of the network to be one unit. For each detenmunication cost incurred by each data node(BR/r) =
node, we define itstorage region to be the rectangle of size O(R/r). Thus, the total expected cost of the DSA solution is
2 x ¢ at a vertical distance afR below, as shown in Figure 1. O(|D|R). [ |
Here, R is the radius of the smallest circle that can contain all
failures, andy is a constant (see Equation 1) which depends
on desired probability of recovery and ratio of number ofadat In this section, we provide simulation results of our algo-
to storage nodes and is defined later (see Equation 1). Meittm. We compare our algorithms with Dimakis’ algorithnj [8
formally, if (x,y) are the coordinates of the data node, then terms of the total communication cost under spatial faiu
its storage area is a rectangle with the left-most top coatéi with different radii in networks of different sizes. We show
equal to(z — 1,y — 2R) and has a length df and a height that our algorithm incurs much less communication cost
of ¢. than Dimakis’ algorithm, and achieves very similar sucfidss
The bipartite graplt:’ (DU S, E') returned by DSA consists recovery probability.
of edges that connect a data node to each storage node irtié?n

storage region. .Th‘? implementation of DSA entailg e_ach dfﬂ’% cost of SMA and DSA to the decentralized erasure codes
node broadcasting its data to all the storage nodes in itageo as_used in [8]. Our experiment is performed on a network

region, and each storagg node stores_ a linear comblnc';1t|onW(i),[fh 10,000 sensor nodes20% of them are data nodes. Al
all the data packets received from various data nodes.

nodes are uniformly distributed in 0 x 100 rectangle area.
u=(z,y) The communicate radius &5. The X-axis is the radius of
circular potential failure, varying frond to 15. The Y-axis
R is the total communication cost. For the algorithm in [8],
each data node sends its data to exakipyk storage nodes.
/F Since the algorithm in [8] does not adjust to different feglu
size, the curve of [8] on the figure is a line. From the figure,
T we can find SMA and DesSMA need much fewer messages
-9 - than the algorithm in [8]. And the recovery probability is
very similar, the theoretical recovery probabilities alteraore
than 99.99%. In our simulations, all three algorithms can

. . fuccessfully recover data.
Theorem 5. Given a uniformly random network and a se Fig 2(b) is the comparison of total communication costs
of failure patterns, the solution returned by DSA allows 9 P

. . When the network size is increasing. The X-axis is the ndtwor
successful recovery of data with a probability(af-¢), when . . 9 : -
. . 4 . . . size. In particularg= nodes are uniformly randomly distributed
there is a single failure, if the value @f is chosen as: . .
in anx x x area.x varies from100 to 1000. For each network,
20% nodes are data nodes, the communication radisbis
¢ = lmax((n + k) + (k—n)R,*(n+k)), (1) and the potential failure radius1z. The Y-_axis _is the totql
n message costs, on a log scale. We can find, in every size of
where k and n are the number of data and storage nodethe network, our DSA algorithm is one order of magnitude
respectively,R is the radius of the smallest circle that canbetter.
contain each failure, and is the smallest real number such We are also concerned about the communication costs for
thatg(c) > (1 —¢) whereg(z) is the Gaussian error function. networks with different fractions of data nodes. Fig 2(a)wh
Note that wherk < n, the above equation simplifies #o= the result. This time we fix the network size. We has@, 000
An+k)/n. B nodes uniformly randomly distributed in50 x 500 area, but
: oo the ratio of data nodes changes. The X-axis is the ratio of the
The proof for the above theorem is quite involved an . o
i . ata nodes, varying fromi0% to 80%. The communication
hence, is deferred to Section VI. We now prove the average . o . : : o .
approximation ratio of DSA adius is 2.5, and the potential failure size is 50. The axi
’ shows the total cost of messages to distribute data. We can
Theorem 6. For uniformly random networks, DSA returns &ind that when the ratio of data nodes increases, the cost is
solution with an expected approximation-ratio©f«). increasing fast. Especially when the radio is bigger th&n 0.
which means there are more data nodes than storage nodes.

Proof: Using arguments similar to Lemma 1, we Ca.lrhowever, for the type of network we are considering there

show that the minimum cost for a solution to MCDC Sre enough number of redundant (i.e., storage) nodes, so thi
(ID|R")/(2r). Below, we show that the expected cost of DSA’%ituation s rare o '
solution isO(|D|R/r) which will prove the theorem. '

In DSA, a data node broadcasts its data to a rectanguRmobability of Successful Recovery for DSAFor DSA, the

region of sizer¢ located at a vertical distance @f?. Since size of the storage rectangle would affect the probability o

V. SIMULATIONS

parison of Communication CostsFigure 2(a) compares

Figure 1. Storage area of a data node in DSA.
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time. Thus, in order to bound the cost of the SMA solution,
8 it is sufficient to show that there exist some matching of
costO(|D|R/r) in uniformly random networks. We show the
above by introducing an algorithm that finds a matching if a
matching exists and show that its expected co$?(5.R).
Cell Matching Algorithm (CMA).CMA works by creating a
grid in the network with initial unit square cells. Then at
et vy each if _there e_xi_st unmatched _data n0(_1es CMA try to find
a matching for it in the cell assigned to it. At each stage the
Figure 3. The total communication cost for different dessiprobability of ~ Size of the cells and cost of matching increase however the
successful recovery. number of nodes needs to be matched decrease with a faster
rate, which result in a expected cost@fk.R).
successful recovery. To achieve higher probability, wedreee ~ CMA starts by dividing the network region into cells of unit
larger storage rectangle, which means higher cost duriag $fluare size, and theepeatsthe following steps until all the
data distributing phase. Fig 3 shows the relationship betwedata nodes have been paired/matched to some storage node.
the communication cost and the probability of successfule For each cell, we assign the cell at vertical distance of
recovery. X-axis is the recovery probability, varying from 2R below to be its “storage cell”.
0.9837 to 1 — 7 x 10~ 7. Y-axis is the total communication e For each yet-unmatched data node, try to find an un-
cost. All simulations are ran on a sensor network with 10,000 matched storage node in the storage cell of its cell. If all
nodes uniformly randomly distributed in 00 x 100 area. the data nodes of a cell are matched, mark the cell as
20% nodes are data nodes, and the potential failure size is conpl et e.
10, and communication radius 5. Our result shows that e« Merge pairs of horizontally-adjoining cells to construct
the communication cost grows slowly if we keep the success new cells of double the width (but the height remains
probability to be lower than 0.9998 (whefé = 2.6). unit).

In the last two sets of simulations, we did not include SMA In the end, when each cell has become a complete row, we
algorithm. SMA is a centralized algorithm with running timematch the remaining data nodes to the remaining unmatched
O(n?). It is computationally too heavy for the large networKpossibly, very far away) storage nodes in the network.
that we are testing. Estimating the Cost of CMA Matchinglo estimate the cost
of the matching delivered by CMA, let us first compute an
upper bound on the cost of matching nodes in each cell at
In this section, we present proofs of Lemma 2, Theorem &ach step. At thé'” step, we have the following.

Total cost (# of messages)

VI. PROOFS

and the NP-hardness results in the three subsections. « The expected number of nodes in each celissince
the size of a cell i2¢ x 1 and we assume unit density.
A. Proof of Lemma 2 « The maximum communication distance between two

Proof of Lemma 2. Due to lack of space and clarify, here we nodes that can be matched @&(\/R?/r? + 2%) =

prove only the second claim of the lemma about the expected O(2:R/r).

cost of the SMA solution. We refer the reader to our fulfo bound the cost incurred in matching/pairing nodes in the

version of the paper [3] for the proof of the first claim ofi*" step, let us assume the worst case scenario that each node

99.5% probability. in eachincompletecell actually gets matched. In such a case,
Recall that the MCDR problem is to find disjoint storingan incomplete cell incurs a maximum cost@f22'R) in the

sets of arbitrary size. In contrast, SMA finds singletonistpr " step.

sets (i.e., a maximal matching) which it can do it optimally In the very last stage (after each cell is a complete row), all

since min-cost matching problem can be solved in polynomidie yet-unmatched nodes are matched wherever possible. But



since at this stage)’ is equal to length of the network, the — Then, in Lemma 5, we show that the probability of

cost is still bounded by) (2% R). such a rectanglé existing is less thaa. Intuitively,
Finally, Lemma 3 shows that the expected number of incom- this is true due to proportionally smaller size bf
plete cells at each step is ((Number of Ceua))(d*?”z))). in comparison to the union of the storage regions of
Now, since the number of cells containing a data node is the data nodes itd.
bounded by D| at each step, we get the overall cost of CMA ]
solution as: We now prove the two lemmas used in the above proof.
> D020 (2% R/r) = O(|D|R/7). Lemma 4. If there exists a set C Dy such thats| > |N(8)],
i then there is a rectangular regiof in the failure regionF

B such that|Dy| > |[N(Dy)|.
The proof of the below lemma is omitted (see [3]). Proof: Considers c Dy such thats| > |N(5)|. Let By

Lemma 3. In CMA (as described in the above lemma), thbe the smallest axis-aligned rectangle that containgithout
probability that a cell remains uncomplete in th#& step is loss of generality, let us assume tldatC Dr is the set with
O(e=(2'/2), B smallestBj that satisfiegs| > | N (6)].

Sinced is contained inBg, we have|Dp | > [4]. Since,
B. Proof of Theorem 5 [0] > |N(d)], we get|D35| > |N(0)|. Below, we show that

In this subsection, we present proof of Theorem 5. We u o . I
the following two basic notations throughout this subsetti %(5) = N(Dpg), which will imply that|DB5| - |N(DB5)|

Let G'(D U S, E') be the solution returned by DSA for a@nd thus, showing th&; is the desired rectangle.
network with D and S as the set of data and storage nodesShowingN (6) = N(DB5)- Essentially, we wish to show that
« We useDx andSx to denote the set of data and storagexpanding the set of data nodes frainto D35 doesn't
nodes respectively i, where X is a geographic region necessarily increase their total storage region.
in the network or a set of network nodes. Let us assume that there is a storage nedgich thatz
« For a set of data nodes we useN(0) to denote the is in N(Dp ) but not in N(4); let = be the highest (with
set of siorage nodes_ that are connected by an edge 'Margesty-coordinate) such storage node. As shown in Figure 4,
to some data nod_e i In other wor(_js,N(5) Is the set consider the four rectangles, Z,, Zs, andZ,. Here, Z; and
of stora_lge nodes in the storage region of one of the d%’;‘ partition the rectangld3s at a horizontal line at a vertical
nodes ind. distance oRR + ¢ from z, andZ3; and Z, partition N (Dpg )
Proof of Theorem 5. As discussed in Section II-B, for based orx.! We claim the following J
successful recovery of data when a failuFe occurs, the o ) ' )
induced subgraph of’ over (DN F) U (S — F) must have 1) Sincez is the highest storage node that isM(Dp )
a matching of siz§ D N F|. Here, we are using” to also but not in N'(§), each storage node if; is in N (9).
denote the set of nodes destroyed By Thus, to prove the 2) Each data node i&; stores its data only in the storage
theorem, we need to show that such a matching exists with a nodes inZ3, since DSA stores data in storage nodes that

probability of (1 — ). are at a vertical distance of at masR + ¢.

Without loss of generality, let us assume the given failire  3) Number of data nodes i#; that are ind must be less
to be a square region of si2&? x 2R. Recall thatR is radius than the number of storage node4p that are inV(d),
of the smallest circle that can contain each given failure. W since otherwisé wouldn’t be the data set with smallest
will prove the theorem using the following sequence of ckaim enclosing rectangle that satisfigs > [N ().

o First, note thatF" does not destroy any node M (Dp), The above three claims imply that if we omit the set of

since the storage region of a data node is more thardata nodes inZ; from §, we get a set of data nodés with
distance of2R. Thus, it suffices to show that with aa smaller enclosing rectangl€4) that satisfiesd’| > |N(d")]

probablity of (1 — ¢), there is a matching of sizgDr| — which is a contradiction to our original premise. Thus,
in the induced subgraph i@’ over (D U N(Dp); note no such storage node exists, and hencei,\f(DB(s) C N(9)
that Dp = (D N F) and that only the nodes iV(Dr)  which impIiesN(DB5) = N(6). ™

are useful in finding a matching. _ _ _ N
« By Hall's Theorem [12], the above desired matching dodsgmma 5. For a given failure regionF’, the probability of
not exist iff there isd ¢ Dy such thatls| > [N(5)|. We existence of a rectangle in /" such that| D | > [N(Dy.)| is

show that the probability of this event is at mestising 1€ss thare.

the fo_llowing two steps. _ _ Proof: For an arbitrary rectanglé, over a uniformly
— First, we show in Lemma 4 that if there exist gandom network, both the number of data nodes and number
set§ C Dy such that|s| > |N(d)| then there

is rectangularregion L in the regionF such that  !For simplicity, we have usea‘}J(DBé) to denote the rectangulaegion
|DL| > |N(DL)|_ corresponding to the union of the storage regions of nodeB}_i%.



Z
Zy
2R + ¢
N(Dpy)
Z3 z
Zy

Figure 4. Partitioning of rectangle3; and N(DB(;) based or.

the distribution forU = Sy — Dx. Recall thatY is of size
(I+2) x ¢.
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of storage nodes X are random variables. Below, we starimplifications.In order to estimate the probability &f > 0,

by computing the probability distribution functions (pdfj

the above pdf must be significantly simplified. We use the

these two random variables. We can then compute the pdffgfiowing tactics to simplification.

the difference between the number of data nodek and the
number of storage nodes in the storage regior..ofVe then

show that if¢ is chosen as defined in Equation 1, the required

probability is smaller tham.

As mentioned before, for sake of simplicity, we assume the

network density to be one unit. We useand k to denote the

total number of data and storage nodes in the network. Since

the density of the network i$, the total area of the network
isn+ k.

Computing distribution ofDx and Sx. Recall that for a re-
gion/setX, Dx and Sx are the number of data and storag
nodes respectively iX. For a randomly selected rectangfe
of length! and heightw, Dx and Sx are random variables
with a binomial distribution of number of experiments eqtaal
k andn respectively and a success probabilityof/ (n+ k).

o The average ol/ is greater than zero and we want to
upper-bound the probability @f > 0. Thus, we can use a
higher-value estimate for and a lower value for. Thus,
we omit the te_rmil — W) and(1— %),
and use€l + 2 instead ofl.

« We can multiply both the average and standard deviation

with a constant number without changing the probability.

We multiple both by

Applying the above simplifications, we get:

_ _kw n(w+¢)

e N =t T ey
U ~

2 _kw n(w+¢)

0" = Ttk T (nTk)

Bounding Pr{ > 0). Now we want to bound the probability

Since bothn andk are large numbers, we can use the norm@f U > 0 by ¢, over all possible values of, by choosing

approximation [16] for the above binomial distribution$wik,
we have

“:(fffc)’
Dx ~N 02:(51;2)(1_(;%“)
N:(:lﬁc)v

Distribution of the differencéU). Consider a random rectan-

an appropriate value fas. SinceU has a normal distribution,

the probability ofU < 0 is less thare if ((average ofU) >

(ex standard deviation ot/)) wherec = g(1 — €) where

g() is the Guassian error functionSince both average and

standard deviation dfl are positive numbers, we can write the

inequality in the form (averagé)> (cx standard deviatiof.

Thus, we get the following equation that ensure the desired
kw kw n(w + ¢)

upper bound orPr(U > 0)
((n+k) n+k) (n+k)>

+ n(w+¢))2 > (
(
For given values ofn and k, we want to choose such

(n+k)

gle X of sizel x w, and letY’ be its storage region (i.e., unionthat the above equation holds for all valuesiok w < R.

of the storage regions of the data nodesXih Note thaty
is a rectangle of siz¢l + 2) x ¢. We now wish to compute
the pdf of the random variablg = Sy — Dx. Our goal is to
bound the probability of/ < 0.

Now, given two independent random variablés and V5
with normal approximationd; = N(u1,01%) and Vo =
N (u2, 02?) respectively, the probability distribution ¢¥; —
Vo) is given by N (uo + 1,012 4 02?)). Since the random

Solving the above (omitting details), we get

¢ = (1/n)max ((n +k)c® + (k —n)R,*(n + k))

C. NP-Hardness Proofs
Proof of Theorem 1. We show that our MCDR problem

variablesDy and Sy are independent, we get the below at$ NP-hard by reducing the well-known 3D-matching (3DM)

2The probability of a particular nodéto be in X is equal to (Area of
X)/(Total Area of the Network). The number of data nodesXnis the
repeat of this single triak times.

problem, which is known to be NP-complete [11], to the
decision version of the MCDR problem. The decision version

3This is a known characteristic of normal distributions.



of MCDR problem is to check if there is a set of disjoint Note that the above instance of MCDC has a solution of cost
storing sets (irrespective of the cost), one for each of #ita d at least| D|, since in the solutiods’ each data node must be
nodes. We start with defining the 3DM problem. connected to at least storage node. Also, if there is a soluti
3D-matching Given three disjoint (unordered) se¥s Y, and of cost|V, then each data_ n(/)de graph must be connected to
7 where|X| = Y| = |Z|, and a relatiol’ C X x Y x Z, is exac'glyone gtorage node _nj? . In such a case, the_ MCDC
solutionG’ yields ak-coloring of the graph since (i) each
data node is connected to exactly one storage nodg,iand
(i) if (z,7) is an edge In&, then data ndoesandj cannot be
connected to the same storage node&'ibecause otherwise
the failure {4, j, s’} would not allow recovery of data ator

there a subrelation/ C T of size|X| (called a maximal 3D-
matching) such that for all pairs of elemerits;, y;, z;) and
(xj,y;,2;) in M we havez; # z;, y; # y;, andz; # z;. Note
that M must contain an elemert;, y;, z;) for each element
z; € X. j
Now, consider an instance (i.e., the s&fsY, Z, and the On the other hand, if grapl has a validk-coloring

relationT’) of the 3DM problem. Letl" = X xY x Z —T.
) ' P . then we can construct a graghf (D U S, E’) of total edge
We now construct an instance of our MCDR decision problem . ;
weight | D| by connecting each data node to the storage node
from the above as follows.

corresponding to its assigned color. It is easy to verify tha
Constructing an MDNR Instanc€onsider a network consist-is a valid solution to the MCDC problem instance. [

ing of data nodes{ and storage nodesU Z. We create two
types of failure sets: VIl. CONCLUSIONS
. For each data node € X, we add two failures viz., In this paper, we address the problem of introducing data
sUY andz U Z. redundancy in sensor networks with minimum communication
cost so as to survive node failures. We presented a distdbut

. .approximation algorithm for uniform random networks. For
Now, we show that the above instance of MCDR has a solutigh, ¢,ture work we would like to pursue two directions.

if and only if the 3DM instance has a maximal matching. Firskirst e would like to examine the decoding cost of storage

its easy to see that any maximal matching of the 3DM instanggnemes with network coding. Second, we will consider the
gives a solution to the MCDR problem. Below, we show th?}roblem when the network data is correlated.

a solution to the MCDR problem gives a maximal matching

« We add a failure set corresponding to each tupl&@’in
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