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ABSTRACT

Watermarkingof hardware and software designsis an effective

mechanisnfor intellectualpropertyprotection(IPP). Two impor-

tantcriteriafor watermarkingschemesrecredibility andfairness.
In this paper we presentthe uniquesolution-basedvatermarking
techniquewhich provides,in a sensethe ultimateanswerto both

credibility andfairnessequirementsLeveragingon a combinato-
rial theoremof ValiantandVazirani,we demonstrat&ow ultimate
credibility and completefairnesscan almostalways be achieved

with high probabilityduringthewatermarkingf thesolutionof the

satisfiability (SAT) problem. The effectivenesof the techniques

demonstratednbothspeciallycreatedexamplesvherethenumber
of solutionsis known, aswell ason commonCAD andoperation
researclBAT instances.

1. INTRODUCTION

Thereuseof intellectualproperty(IP) suchasIC coresandsoft-
ware librariesis widely consideredo be the mosteconomically
efficient way to closeanincreasinggapbetweerthe ability of de-
signersto develop integratedcircuits and the potentialof silicon.
One of the prerequisite®f hardware and software IP is the de-
velopmentof IPP techniques.Watermarkings the embeddingof
informationinto a designfor the purposeof identificationor proof
of authorship .t is oneof the mosteffective IPPtechniqueslueto
its flexibility, strongproof of authorshipandvery low overheadn
termsof speedarea,andpower. In thelastseveralyearsa number
of watermarkingoasedPP techniqueshave beendevelopedat all
levelsof thedesignprocessincludingsystensynthesisbehaioral
synthesis|ogic synthesisandphysicaldesign[5, 6, 10, 15]. The
key obseration on which all watermarking-basetPP techniques
arebasednisthefactthatmary synthesigproblemsareassociated
with computationallyintractableor difficult optimizationproblems
for which thereexists a high numberof different solutionswith
identicalor very similar quality Watermarking-basetechniques
leverageon this fact by incorporatingthe designsignaturein the
designspecificationas additionalconstraintsand thereforeto en-
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surethat the completeddesignsatisfiesboth the initial specifica-
tion aswell asthe new constraintsThereforethe designis unique
andonly the authorof the designknows the encryptedsignature.
While mary of thesetechniquegperformwell in practicethereis

very little knowvn abouttheir theoreticalunderpinnings.n partic-
ular, two issuesdesere moresoundandmoreeffective treatment:
calculationof credibility of the owneship andfairness

Credibility of ownershipcanbe definedasthe numberof solu-
tions to a given instanceof the problemafter imposingsignature
relatedadditionalconstraints/ersusthe numberof solutionsof the
sameor betterquality beforethe addition of the signature.Obvi-
ously a perfectwatermarkingschemewould minimize this ratio.
For decisionoptimizationproblemsthis meansthat a perfectwa-
termarkingschemewould add constraintdn sucha way that the
problemhasexactly onesolution.

Fairnessstheassurancthatfor all possiblesignaturesf agiven
length,thenumberof solutionsto thesynthesiproblemis identical
or atleastsimilar. RecentlyQu etal. [17] introducedthefirst wa-
termarkingtechniguevhichembedsnstancespecificconstraintsn
orderto ensurefairness.

In this paperwe presenta newv watermarkingmethodbasedon
constraintadditionand provide a completetheoreticalanalysisof
its propertiesjncluding credibility andfairness.We formally and
experimentallydemonstratéhatthemethodprovidesin somesense
acompletesolutionto bothcredibility andfairnesgproblemsby re-
ducingthe numberof solutionsof aninstanceof an optimization
problemto exactly one. Moreover, the optimality doesnot depend
on ary particularprobability distribution over the input space.By
a seriesof experimentson actualprobleminstancese alsoshav
thatthe methodworks quite well on practicalbenchmarksin our
researchyve focusedour attentionon the propositionalsatisfiabil-
ity (SAT) problem.We weremainly motivatedby thefactthatSAT
is widely usedto modelmary optimizationandverificationtasksin
CAD aswell asin otherapplicationareassuchasartificial intelli-
genceandoptimizationresearchlt is importantto emphasizéhat
thenaw methodis completelygenerabindcanbe easilyadaptedo
watermarkingary otherNP-completgroblem.

Our methodis basedon a combinatorialresult of Valiant and
Vazirani[18] that randomlyreducesa given instanceof SAT to
aninstancewhich has(with high probability) exactly one satisfy-
ing assignmentThe constructiorsuccessiely conjoinsconstraints
to the original formulato producea seriesof formulasthat have
a monotonicallydecreasinghumberof solutions. By utilizing a
binary searchone can efficiently identify the maximal length of
the signaturerelatedconstraintswhich still do not make the for-
mulaunsatisfiableAnotherimportantpropertyis thatif additional
constraintsareaddedat random thereis very high probability that



Sig.Len(bits) || 4 8 12 | 16 | 20 | 24 | 28 | 32
Ave.#ofSols || 41| 21| 13| 05]02]03]0.1]0.0
Min/Max Sols || 2/5 | 1/4 | 0/3 | 0/1 ]| 0/1 | 0/1 | O/1 | O/0
Ave. Discrep. .5 6 | .72 5| .32| 42| .18 O

Table 1: The relationship betweenthe number of solutionsand
the length of the signature for the motivational example.

all signatureswill terminatewith uniquesolutionsat very similar
lengths.

We illustrate the two main properties,maximal credibility and
fairnessusingthefollowing example.Considerthe SAT formula

f=(x1VX3VXa)(X2VXa)(R1 VX2 VX3V Xg)(R2 VX3V Rg)

overfour variablest, X2, X3, X4. Originally, we have ninesatisfying
assignmentsr solutions.By embeddingsignaturegmethodto be
describedater) which are multiplesof lengthfour to the instance
we obtaintheresultsshavn in Tablel.

The first row of Table 1 indicatesthe length of the embedded
messagandthe secondow indicatesthe averagenumberof solu-
tionsto the SAT instanceor randomlyselectedtringsof indicated
lengthaftertentrials. Thefinal two rows presenthe minimumand
maximumnumberof solutionsfound aswell asthe averagedis-
crepang betweenthe numberof solutions. We canseefrom the
resultsthatasthe lengthof the signatureincreasesthe numberof
solutionsis approximatelyhalved.

In orderto illustrateintrinsic fairnesof the proposedechnique
even on very small examples,suchas our motivational example,
we conductedthe following study We embeddedas signatures
all stringsof lengthfour which have at leasta single onebit into
our motivational example. Thereare 15 suchstrings. Note that
our techniquearequiresthatat leastonebit in the stringis not zero,
which olviously happenswith high probability evenfor stringsof
moderatdength.

Thenumberof solutionsfor thesel5 stringsvariesbetweertwo
andsix. For oneof themthereareonly 2 solutions.For two strings
thereare 3 solutions. Five signaturestringsresultsin 4 solutions,
andanotheffive signaturedave 5 solutions.Finally, for oneof the
stringsthereare6 solutions.The averagedistanceof thenumberof
solutionsfrom the averagecaseis 0.85 andthe averagevarianceis
0.21. This clearlyindicatesthateven on very small examplesand
very shortmessageshe techniqueperformswell. A muchmore
comprehense evaluationof thetechniqués givenin Section6.

Theremaindeof the paperis organizedasfollows. In Section2
we suney relatedwork. In orderto make the paperself-contained,
we provide in Section3 technicalbackgroundnformationon con-
straintbasedvatermarkingschemesSectiord is thetechnicakore
of the paperwhich describeghe procedureo createa uniqueso-
lution to the SAT problem. In Section5, we briefly describeour
softwareexperimentatiorervironment.Finally, we presenthe ex-
perimentakesultsandconclude.

2. RELATED WORK
2.1 Watermarking

Therearetwo differentdomainsfor watermarking: static arti-
factsand functional artifacts. A variety of techniqueshave been
developedto watermarkstatic multimediaartifacts[4, 19]. Wa-
termarkingtechniqueshave alsobeendevelopedfor functionalar-
tifacts. Functionalartifactscan be describedat several levels of
abstractiorsuchassystemevel designshighlevel logic synthesis,
andphysicaldesigndor FPGA[20]. Themajority of watermarking
techniquesarevertical, but thereare several horizontaltechniques

[5, 10]. In constaint basedwatermarking[16, 17], the designer
embedsadditionalconstraintsvhich denotethe userssignaturein
a uniqueway. VSI Alliance [?] currentlyis developingthe in-
dustry standardfor watermarkinghardware. The main concerns
of watermarkinginclude specificationsuchas having the water
mark be globally placedin the object, be difficult to remove, and
easyto detect. Thereare a numberof concernsvhen developing
watermarkingechniquesiow overheadresilienceto attacks,and
fairness.Fair watermarking17] is a constraint-basedchemehat
provides,in addition,high credibility to eachuser

Therearetwo main adwantagesf the new techniqueover pre-
viously publishedtechniques. First, the new techniqueprovides
ultimate proof of credibility by enablingthe designertto imposea
numberof constraintsn sucha way that thereexist only unique
solutions,which correspondo the signature. Second,the tech-
niqueprovidesstrongprobabilisticproof thatthe fairnessproperty
is enforcedduringthe watermarkingorocessWhile previoustech-
niguesapproachedhe problemsof credibility andfairnessheuris-
tically at best,the nev methodprovidesa theoreticaljustification
andproofof optimality.

2.2 Satisfiability Problem

SAT wasprovento bethefirst NP-completgroblem([3]. It has
numerouspplicationsothin VLSI CAD andotherdomainssuch
asartificial intelligence pperationgesearchandcombinatoriabp-
timization (see,e.g., [8]). Several efficient techniqueshave been
developedto solve the SAT problemandmary efficient public do-
main packagesre available[1, 2, 7, 13, 12, 21]. The economic
importanceof efficient SAT solvingis well illustratedby a number
of FPGAbasedpplicationspecificcomputersexclusively built for
solving SAT problemq11].

Valiant and Vazirani[18] proved that the numberof solutions
of aNP-completgroblem,which canvary from zeroto exponen-
tially mary, doesnot impactits inherentintractability: in fact, if
thereis apolynomialtime algorithmfor finding solutionto SAT in-
stancediaving a uniquesolution,thenNP=RP The maintechnical
constructiorof theirresultis anisolationlemmathatreducesnin-
stanceof SAT to aninstancewith a uniquesolutionin randomized
polynomialtime. ValiantandVaziranistheoremhave beenapplied
to prove several importanttheoremsof computationatomplexity
theory(seee.g. [14]).

3. PRELIMIN ARIES

In this section,we briefly surey constraint-basewatermark-
ing methodology In particular we summarizeseveral answergo
frequently asled questionsaboutthe most sensitve stepsin the
watermarkingprocess.Figure 1 illustratesthe generictechnique.
Thewatermarkingoroblemtakestwo inputs:theinitial instanceof
the optimizationproblem(which correspondso optimizationsyn-
thesisor compilationproblem)andthe owner’s signaturein some
standardormat. Theoptimizationproblemmaximizesanobjective
function with respecto someconstraints.The signatureis trans-
latedto a setof additionalconstraintavhich shouldsatisfytestsfor
randomnessrigure2 shavs the procedurdor thetranslationof an
arbitrarysignatureo aninfinite randomstringwhich senesfor the
generatiorof additionalconstraints.The signatureis represented
usingascii or someotherstandardormat; the signaturecould be
the ownersnameandaffiliation. The signaturds appliedasinput
to cryptographichashfunctionwhoseoutputis usedasa seedo a
binaryrandomnumbergeneratar The binary randomgeneratois
usedto generataninfinite string of zerosandones.

Thecrucialobserationfor creatingadditionalconstraintss that
for component®f the instance(in the caseof the SAT problem
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componentarevariablesand clausespnehasto establisha well
definedordering. This canbe donein two ways, eitherby using
industryimposedstandard®r by usingpropertiesof the designs.
For example for the SAT problem,we canuseorderingsaccording
to both clausesandvariables. In the caseof variables for exam-
ple,we canuserankorderrulessuchasthenumberof appearances
of variablesin all clausesthe numberof complementedorms of
eachvariable,andthe numberof occurrencesf variablesandun-
complementedariablesin clausesof odd length. With this well
definedorderingonecanthenaddadditionalconstraint$n themost
efficientandsystematiavay. By following theordering,onecanre-
verseengineetheoriginal signatureyhichis oneof key objectves
whenshaving proof of authorship.

The next stepis the superpositiorof signatureconstrainton to
the instanceof the problem. Next, the problemis solved using
off-the-shelfproblemsolvers. The outputis a watermarked de-
sign which can be analyzedaccordingto standardwatermarking
desideratavhich include high credibility, high resilienceagainst
attacks)ow overheadcompletetransparengcto the standargrob-
lem solvingtools,andpart protectionandfairness.The essencef
constraint-basedatermarkings to restricttheuserssolutionto the
partof solutionspacewhichis characterizedby the signaturecon-
straints. The key essentiabssumptioris thatthereare numerous
solutionsof high andvery similar quality. In the caseof decision
problemssuchasSAT, the additionof extra constraintshouldnot
changea positive answetto theinitial instanceof the problemto a
negative answenmfterthe additionof thewatermarkingconstraints.
Ideally, oneshouldadda signaturdong enoughthatonly a single
solutionis foundin the partof the solutionspacedenotedy signa-
tureconstraintsin addition,differentsignature®f thesamdength
shouldhave fairly assigneda numberof positive answersthatis,
the numberof solutionsshouldbe a functiononly on thelengthof
the signature. We shawv next how our methodachieves all these

properties.

4. UNIQUEAND FAIR SOLUTIONS TO SAT

ValaintandVaziranis constructioressentiallysolatesa solution
of a CNF formula by a randomizedreduction. Given an instance
f of SAT, themethodsuccessiely conjoinsconstraintgo f to ob-
tain a seriesof formulas fy, fo,..., fy thatwill have a decreasing
numberof solutions. If f is satisfiablewe canprove that with a
probabilityatleast%1 oneof theformulaswill have a uniquesolu-
tion. If we chooseoneof the formulasat random,thenthe prob-
ability thatit hasa uniquesolutionis at Ieast4—1n. This probability
canbe boostedasusual. On the otherhand,if f is not satisfiable,
then eachof the formulaswill be unsatisfiable. The watermark-
ing methodconstructsgiven aninstanceof SAT, aformulawith a
uniquesatisfyingassignmentandproduceghe unigueassignment
asthe solution. The constructionwill ensurethat this assignment
satisfiegheoriginalformula f. However, theprobabilitythataran-
domalgorithmselectsexactly this satisfyingassignmenis low. We
now outline the construction.The treatments from [18]. For the
sale of brevity, we omit the proofsof correctness.

We shall selectconstraintsat randomfrom somesuitableset.
Ideally, we would like to eliminate eachsolutionindependently
with a certainprobability This is not possiblewith only a poly-
nomial numberof randomchoices. However, the use of GF[2]
inner productswith polynomially few vectorsover GF[2]" suf-
fices for our purposes. Let f be a CNF formula over the vari-
ablesxy,%o,...,Xn. We shall view truth assignmentso the vari-
ablesxs, Xo,...,Xn asn-dimensional0, 1} vectorsover the vector
spaceGF[2)". Thesatisfyingassignmentsf f form asetof vectors
from thisspace For u,v € GF[2]", letu- v denotetheinnerproduct
over GF[2] of u andv.

LEMMA 1. [18] If f is any CNF formulain xi,%o,..,X, and
wy,... W € {0,1}", thenone can constructin linear time a for-
mula f; whosesatisfyingassignments satisfyf andtheequations
V:Wi =V-Wp = ... = C- Wk = 0. Furthermog, onecanconstructa
polynomial-sizeCNF formula fy in variablesxy, . .. ,Xn,Y1,--- ,Ym
for somem sud that there is a bijection betweenrsolutionsof fy
and f, definecby equalityon thevaluesof x, ... , Xn.

We shav the additionof oneconstraint. The generalcasefollows
easily Theformula f] is

A (X, ®X, & &X, &1),

where® denoteghe exclusive-orfunction,andiy,..,ij arethein-
dicesof the x; thathave valuel in wy. The function fq is simply
the CNF equialentof f;:

FA(YLE X, ®X,) A(Y2 S Y1 Xig) A A
(Vi-1€ Vj—2@%,) A (Y] € Yj—1® 1) Ay;j.

Theintuition behindthe constructionis the following surprising
fact. Let Sbe a subsetof {0,1}". DefinethesetsS = {v|ve
Sv-w=0}, andS, = {v|ve Sv-w=1}. Then,if wis chosen
randomly ary Swill be partitionedin this way into two roughly
equalhalveswith high probability In our constructionSis the set
of satisfyingassignmentsf f, we choosews,...,wy at random,
and by constructingf, we obtaina formula with roughly 2‘k|S|
satisfyingassignmentsNotethatwe do not know |§ otherthanit
liesbetweerD and2". Thereforewe needo “guess’thesizeof |S.
Thisis wheretherandomchoiceof k comesn: with probabilityr—l],
we malke theright guess.

Theoverall constructionis thefollowing: Givena CNF formula
f, choosenintegerk atrandomfrom {1,... ,n}, randomlychoose



/* Precondition:f is of theformx; ®xo @ ... xc ® 1 */
corvertToCNF (formula f){
let {y1,¥2,-..,Yk} benew variables
/* leta= b& c denotethe CNF formula
(avbvrt)(avbvce)(avbvc)(avbyvce) */
return
(V1=x0X)A(Y2=Y1©X3) A
A (Yk-1 = Y2 D Xi) A (Yk = Yk-1D 1) AYi);

formula addOneCongraint(formula f){
pick w uniformly at random from{0, 1}";
let {i1,...,ix} bethe postionsof thel ertriesin w;
return f AconvertToCNF (X, @ X, ® - ® X, ® 1);

}

* Precondition:
f isaCNFformulaoverthevariables{xs,... ,xn} */
formula gerCondrained~ormula(formula f){
pick k uniformly at random from{1, ..., n};
for (i =1tok)do f =addOneCongraint(f);od
return f;

}

Figure 3: Pseudocodefor generatingwatermarked formula.

vectorswi, ... ,wg andoutput f,. We now presentthe technical
resultthatformalizesthe above intuition.

THEOREM 1. [18] LetSC {0,1}". Supposavs, .., W are cho-
senat random.Foreahi <n,let§={v|veSv-wy =--- =
v-w; = 0}, andlet Py(S) be the probability that, for somei < n,
|S| =1 Then:

i Pa(9> 1

i if wy,...,wn are chosento belinearly independenin addi-
tion, thenPy(S) > 3.

Figure3 shaws thealgorithmto producethefinal formula(con-
joined with the additionalconstraints). The addOneCongraint ()
functionaddsonemoreconstrainto thecurrentformula,thusmak-
ing the numberof solutionsdropto roughlyhalf the original num-
ber(with highprobability). ThefunctiongerCongrained=ormula()
is a loop that calls addOneCongraint k times. Note that every
call effectively reducesthe numberof satisfyingassignmentdy
half. The function convertToCNF takes a formula of the form
X1 @ - - XD 1 andcorvertsit to a CNF formula (with somenewv
variables). The beautyof the techniques thatthefinal algorithm
is extremelysimple(it involvesonly severalrandomchoices)yet
it yieldsoptimalresultswith high probability

5. EXPERIMENTAL ENVIRONMENT

In this section,we presentthe software environmentwhich is
usedfor experimentalevaluationof the new watermarkingtech-
nique. Specifically we developedthree programs: (i) program
whichgenerateaninstanceof the SAT problemwith userspecified
numberof solutionfor requestechumberof variables(ii) program
for branchandboundbasedexhaustve enumeratiorof solutionsin
a SAT instancd(iii) programfor thewatermarkingof SAT instance
usingthecombinatorialsolationlemmas.In addition,we usedalso
several publicdomainSAT solvers.

At theintuitive level the programfor creatinganinstanceof SAT
for known numberof solutionrelieson four phasesFirst, we use
a randomnumbergeneratorand linear hashfunction basedalgo-
rithm for avoidanceof collisionto generate differentassignments

k numberof variables.

m numberof solutions.
Output: SAT instanceandsolutions.
Algorithm :

createSAlnstance(j

. geneateSolutions(km);

. order\ériables();

. eliminateNonSolutions();

. Additionof Confusion()}

. geneateSolutions(km){

Randormumbergeneratiorof m
solutionsusinglinearhashfunction}

. orden\ariables(}

Orderpairsof variablesaccordingto
theirconsisteng. }
9.eliminateSolutions()

10. Createclausesvhich preventnon-solutions
from beingsolutions}

Input :

oA WNE

© ~

Figure 4: Algorithm for the creation of a SAT instancewith a
specificnumber of solutions.

of variableswhich will constitutesolutionsto the instanceof the

createdSAT problem.In the secondohasewe orderthe variables
accordingto the amountof discrepang betweerpair of variables.
We dothisto cutthesolutionspaceasquickly aspossible Next, we

addclausesvhich eliminateall non-\alid solutions.Finally, in the

lastphasewe alter someof the clausesandaddadditionalclauses
to hide the structureof the instance.Figure4 shavs pseudocode
for the creationof the SAT instance.

To clarify the processgonsidetthe following example.We wish
to createa SAT instancewith four variables«, o, X3, X4 andfive so-
lutions. Usingthe randomnumbergeneratoandlinear hashfunc-
tion we generatahefollowing assignmentsf variableswhich are
the solutionsto theinstance.

(X1, X2, X3, X4) (X1, X2, X3, Xa) (X1, X2, X3, X4)
(X1, %2, %3, Ra) (X1, X2, X3,%4)

Now, we orderthe variablesaccordingto discrepang As are-
sultof pairx; andxq appearingogethetn only two forms,weorder
thesetwo variabledfirst. We thencomparetherestof thevariables
to the previous pair. Theresultingorderingis x1,X4,X2,X3. We be-
gin addingclausesby building a branchand boundbinary search
tree. We bagin by addingvariable1. By examiningour solutions,
we seethatx; appearsn bothformsx; andxy, thereforewe cannot
terminateary branches.We continuefor x4. We seethat no so-
lutionshave theform X1,%4 or X1, X4. We terminatethesebranches
andcreateclausesvhichwill eliminateall solutionsof theseforms.
In this case we addclausegx; V x4) and (X1 V X4). We continue
this processuntil all brancheswhich lead to non-\alid solutions
have beenterminatedby the creationof clauses.The createdin-
stancds

f= (R VRa)(X1VXa) (X1 V2V Xa)(R1V X2V X3V Xa)

The last stepis to addadditionalclausesandto alter clausegso
hidethestructureof theinstanceandincrease¢hecompleity of the
instance.

Thesecongrogramagainuseshebranchandboundtechnique
to enumerataall solutionsof a given instance. We implemented
the algorithm shav in Figure 3 for watermarkingSAT instances
using the combinatorialisolation lemmas. The watermarkd in-
stanceswveretestedon the public domainSAT solvers: WalkSAT
[13], GSAT [12], NTAB [2], andReLSAT [1].



6. EXPERIMENTAL RESULTS

In orderto verify the effectivenesof the proposedapproachye
conductedwo setsof experiments. The first setconsistsof pop-
ular DIMA CS examplesshavn in Table2. We selectedxamples
which greatlydiffer in termsof variables,numberof clausesand
ratio of numberof clausego numberof variablesit is oftenagood
measureof difficulty to solve the problem. Thefirst columnindi-
catesthe nameof the example. The next two columnsindicatethe
numberof variablesandclausesn the instancerespectrely. The
next columnindicatestheruntimeto solve theinitial instance The
next sevencolumnsindicatetheaverageruntimewhentendifferent
randommessageare embeddedsthe watermark. The length of
themessagearel, 2, 5, 10, 50, and100timesthe numberof vari-
ablesin the example.Theruntimesshavn in thetablearenormal-
izedagainstheruntimerequirecto solve theoriginalinstance We
shav theaverageruntime,andin additionwe shav thevariancejn
the secondrow for eachinstanceasanindicatorof fairnesgor the
new watermarkingprocedure.Sincefor this type of large exam-
ples,thereis no known techniqueto calculateall known solutions,
we useruntime asthe indicator of difficulty to solve a particular
SAT instance.Thelastrow shavs the averagenormalizedruntime
for eachsignaturelength. A dashin our table indicatesthat the
creatednstances to largeto run onthe solvers.

The experimentalresultsshavn in Table 3 aim to remove the
indirectmeasuremertf fairnessandcredibility. We usedour pro-
gramto generateSAT instancesvith a knowvn numberof solutions
to generatahis testset. We calculatecthe numberof solutionsto
eachinstanceusingthe branchandboundexhaustve searchalgo-
rithm of Section5. Thefirst columnis the nameof the instance.
The next two columnsindicate the numberof variablesand the
numberof clausesn eachof thecreatednstance Thenext column
indicatesthe numberof solutionsto creatednstance.The next six
columnsindicatethe averagenumberof solutionsandvariancefor
messagesf 1, 2, 3,4, 5, and10timesthenumberof variables We
rantestfor messagesf 25 and50 timesthe numberof variables,
but could not find a solutionfor ary of thesecases.For eachex-
ample,we embeddedenrandommessagesf the specifiedength.
The last row of the table indicatesthe averagenormalizednum-
ber of solutionsremainingaftermessagesf eachlengthhadbeen
embeddedlIt canbe seenthatthe averagenormalizednumberof
solutionsis halved for eachmultiple of the numberof variables.It
is easyto seethatthe variance which appearson the secondrow
for eachinstancejn all examplesis very low, which clearly indi-
catesvery high fairnessof the new watermarkingprocedure.The
resultsin Table3 stronglydemonstrat¢hatthe procedurés ableto
rapidly andefficiently producewatermarkf very high credibility.

7. CONCLUSION

We presenteda new SAT watermarkingtechniquewhich pro-
videsthemaximalpossiblecredibility andalmostalwaysfull fairnes
andestablished connectiorbetweerthe Valiant-\aziranicombi-
natorialisolationlemmasandthe watermarkingprocess.In order
to validatethetheoreticaresults we appliedthetechniqueto a va-
riety of reallife andspeciallycreatednstance®f SAT.
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[ Instance | #Vars | #Clauses[[ Orig.(sec)] Ix [ 2x [ 5x [ 10x [ 25x [ 50x [ 100x |

par8-1-c.cnf 64 254 0.1 38 83 89.8 95.9 112.7 135 205.3
1079.1 0.66 0.17 0.32 0.67 0.44 2.9
jnhl.cnf 100 850 0.7 0.86 11.2 17 16.7 18.0 22.3 31.8
0.1 47.5 0.004 0.006 0.003 0.009 0.052
uf225-097.cnf]] 225 960 0.1 3.8 66.8 94.2 100 133.3 183.3 254.9
1.95 1357.2 0.17 0.22 1.34 1.57 .99
parl6-3-c.cnf 334 1332 9.6 1.02 1.04 1.08 1.18 1.68 2.23 3.06
35e-5| 43e-5| 24e-5| 5.4e-5| 1.2e-4 | 7.35e-5| 2.0e-4
f600.cnf 600 2550 1.3 7.18 7.32 8.2 10.02 13.8 18.1 25.4
1.58e-3| 5.92e-4| 1.2e-2 | 5.3e-3 | 4.5e-3 | 4.5e-3 | 1.5e-2
hanoi4.cnf 718 4934 12.2 .926 .901 .986 1.15 1.59 2.1 2.99
0 6.72e-6| 3.06e-5| 7.54e-5| 5.67e-5| 7.3e-3 | 6.64e-5
ii8c2.cnf 950 6689 0.1 1.6 3.3 120.9 137.7 182.6 249.3 364.4
0.26 0.45 0.98 0.67 0.48 0.67 1.6
f1000.cnf 1000 4250 0.4 23.95 24.9 29.7 35.4 477 64.3 91.2
0.011 0.017 0.028 0.017 0.034 0.053 0.145
parl6-1.cnf 1015 3310 7.9 1.99 1.11 2.66 1.74 2.45 3.28 4.68
8.95 5.16e-5| 16.0 6.41e-5| 1.35e-4| 6.41e-5] 9.54e-4
par32-2-c.cnf || 1303 5206 12.7 1.03 1.07 1.17 1.28 1.64 2.17 3.09
6.2e-6 | 2.82e-5| 1.45e-5| 3.03e-5| 1.03e-4| 1.68e-4| 2.04e-4
iil6al.cnf 1650 19368 0.2 1.95 6.9 85.4 90.25 118.7 154.1 225.2
0.025 7.77 0.267 69.68 6.178 | 230.77 1.74
iil6bl.cnf 1728 24792 0.4 2.2 4.37 64.6 61.05 68.88 85.87 119.2
0.178 0.78 0.18 0.16 0.46 0.36 2.74
g125.17.cnf 2125 66272 63.3 .76 0.65 0.53 0.50 0.55 0.68 -
2.2e-5 | 2.0e-05] 6.77e-6| 2.88e-6| 1.56e-5| 6.9e-6 -
par32-1.cnf 3176 10277 10.9 11 1.17 1.33 1.61 2.28 3.18 -
2.71e-5| 2.71e-5| 5.61e-5| 1.43e-3| 7.89e-4| 2.1e-3 -
[ Average I | I | 617 [ 1527 ] 36.93 [ 396 [ 5042 | 66.13 [ 1109 |

Table 2: Experimental Resultsfor DIMA CSinstances.

[ Instance | #Vars| #Clauses]| Original | 1x | 2x | 3 | 4x | 5x [ 10x ]
50s-10wenf 10 214 50 0.484 | 0.212 0.12 0.04 0.36 0
9.6e-4 | 3.73e-4 0 0 9.6e-4 0
100s-10xwcnf 10 328 100 0.48 0.27 0.114 0.065 0.036 0
0 0 7.11e-5| 2.5e-4 | 2.67e-5 0
100s-20wenf 20 1328 100 0.506 | 0.252 | 0.127 0.06 0.023 0
4.27e-4| 3.73e-4| 2.33e-5 0 1.57e-4 0
1000s-25xcnf 25 15024 1000 0.501 0.25 0.125 0.063 0.034 0.002
4.18e-6| 1.13e-5| 4.32e-6| 7.67e-7| 1.04e-4| 6.77e-6
1000s-50¢nf 50 40024 1000 0.499 | 0.251 | 0.137 | 0.063 | 0.037 | 0.0005
1.23e-5| 9.51e-6| 1.62e-3| 1.57e-6| 1.65e-4| 7.22e-7
10s-10000¢nf 10000 99966 10 0.54 0.28 0.11 0.06 0.06 0
9.3e-3 | 8.4e-3 | 9.89e-3| 2.67e-3| 4.88e-3| 4.88e-3
100s-2000v 2000 199328 100 0.506 | 0.246 | 0.113 | 0.066 | 0.028 0
2.27e-4| 5.38e-4| 4.01e-4| 4.89e-5| 1.51e-4 0
1000s-1000¢enf || 1000 990024 1000 0.502 0.251 0.126 0.062 0.032 | 1.67e-3
6.77e-6| 4.22e-6| 4.0e-7 | 3.76e-4| 5.0e-7 | 1.34e-6
10000s-200enf 200 | 10866384|| 10000 | 0.502 | 0.251 | 0.126 | 0.062 | 0.031 | 9.0e-4
7.87e-6| 9.25e-6| 4.17e-6| 3.28e-6| 2.38e-6| 1.24e-7
25000s-150¢nf 150 3382768 || 25000 0.499 0.25 0.124 0.063 0.031 0.001
3.41e-6| 2.34e-6| 7.27e-7| 3.12e-7| 5.36e-7| 1.1e-8

Average [ | [ [ 0502 | 0.251 | 0.122 | 0.061 | 0.035 | 6.26-4 |

Table 3: Experimental Resultsfor createdSAT instancewith known number of solutions.



