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ABSTRACT
Watermarkingof hardware and software designsis an effective
mechanismfor intellectualpropertyprotection(IPP).Two impor-
tantcriteriafor watermarkingschemesarecredibility andfairness.
In this paper, we presentthe uniquesolution-basedwatermarking
techniquewhich provides,in a sense,the ultimateanswerto both
credibility andfairnessrequirements.Leveragingon a combinato-
rial theoremof ValiantandVazirani,wedemonstratehow ultimate
credibility and completefairnesscan almostalways be achieved
with highprobabilityduringthewatermarkingof thesolutionof the
satisfiability(SAT) problem.Theeffectivenessof thetechniqueis
demonstratedonbothspeciallycreatedexampleswherethenumber
of solutionsis known, aswell ason commonCAD andoperation
researchSAT instances.

1. INTRODUCTION
Thereuseof intellectualproperty(IP) suchasIC coresandsoft-

ware libraries is widely consideredto be the most economically
efficient way to closeanincreasinggapbetweentheability of de-
signersto develop integratedcircuits andthe potentialof silicon.
One of the prerequisitesof hardware and software IP is the de-
velopmentof IPP techniques.Watermarkingis the embeddingof
informationinto a designfor thepurposeof identificationor proof
of authorship.It is oneof themosteffective IPPtechniquesdueto
its flexibility, strongproof of authorship,andvery low overheadin
termsof speed,area,andpower. In thelastseveralyearsa number
of watermarkingbasedIPPtechniqueshave beendevelopedat all
levelsof thedesignprocess,includingsystemsynthesis,behavioral
synthesis,logic synthesis,andphysicaldesign[5, 6, 10, 15]. The
key observation on which all watermarking-basedIPP techniques
arebasedonis thefactthatmany synthesisproblemsareassociated
with computationallyintractableor difficult optimizationproblems
for which thereexists a high numberof different solutionswith
identicalor very similar quality. Watermarking-basedtechniques
leverageon this fact by incorporatingthe designsignaturein the
designspecificationasadditionalconstraintsandthereforeto en-
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surethat the completeddesignsatisfiesboth the initial specifica-
tion aswell asthenew constraints.Therefore,thedesignis unique
andonly the authorof the designknows the encryptedsignature.
While many of thesetechniquesperformwell in practicethereis
very little known abouttheir theoreticalunderpinnings.In partic-
ular, two issuesdeserve moresoundandmoreeffective treatment:
calculationof credibility of theownershipandfairness.

Credibility of ownershipcanbe definedasthe numberof solu-
tions to a given instanceof the problemafter imposingsignature
relatedadditionalconstraintsversusthenumberof solutionsof the
sameor betterquality beforethe additionof the signature.Obvi-
ously, a perfectwatermarkingschemewould minimize this ratio.
For decisionoptimizationproblemsthis meansthat a perfectwa-
termarkingschemewould addconstraintsin sucha way that the
problemhasexactlyonesolution.

Fairnessis theassurancethatfor all possiblesignaturesof agiven
length,thenumberof solutionsto thesynthesisproblemis identical
or at leastsimilar. Recently, Qu et al. [17] introducedthefirst wa-
termarkingtechniquewhichembedsinstancespecificconstraintsin
orderto ensurefairness.

In this paperwe presenta new watermarkingmethodbasedon
constraintadditionandprovide a completetheoreticalanalysisof
its properties,includingcredibility andfairness.We formally and
experimentallydemonstratethatthemethodprovidesin somesense
acompletesolutionto bothcredibility andfairnessproblemsby re-
ducingthe numberof solutionsof an instanceof an optimization
problemto exactlyone.Moreover, theoptimalitydoesnot depend
on any particularprobabilitydistribution over the input space.By
a seriesof experimentson actualprobleminstanceswe alsoshow
that themethodworksquitewell on practicalbenchmarks.In our
research,we focusedour attentionon thepropositionalsatisfiabil-
ity (SAT) problem.Weweremainlymotivatedby thefactthatSAT
is widely usedto modelmany optimizationandverificationtasksin
CAD aswell asin otherapplicationareassuchasartificial intelli-
genceandoptimizationresearch.It is importantto emphasizethat
thenew methodis completelygeneralandcanbeeasilyadaptedto
watermarkingany otherNP-completeproblem.

Our methodis basedon a combinatorialresult of Valiant and
Vazirani [18] that randomlyreducesa given instanceof SAT to
an instancewhich has(with high probability)exactly onesatisfy-
ing assignment.Theconstructionsuccessively conjoinsconstraints
to the original formula to producea seriesof formulasthat have
a monotonicallydecreasingnumberof solutions. By utilizing a
binary searchone can efficiently identify the maximal length of
the signaturerelatedconstraintswhich still do not make the for-
mulaunsatisfiable.Anotherimportantpropertyis thatif additional
constraintsareaddedat random,thereis very highprobabilitythat



Sig. Len (bits) 4 8 12 16 20 24 28 32
Ave. # of Sols 4.1 2.1 1.3 0.5 0.2 0.3 0.1 0.0
Min/Max Sols 2/5 1/4 0/3 0/1 0/1 0/1 0/1 0/0
Ave. Discrep. .5 .6 .72 .5 .32 .42 .18 0

Table1: The relationshipbetweenthe number of solutionsand
the length of the signature for the motivational example.

all signatureswill terminatewith uniquesolutionsat very similar
lengths.

We illustrate the two main properties,maximalcredibility and
fairness,usingthefollowing example.ConsidertheSAT formula

f � �
x1 � x3 � x4 � � x2 � x4 � � x1 � x2 � x3 � x4 � � x2 � x3 � x4 �

over four variablesx1 � x2 � x3 � x4. Originally, wehaveninesatisfying
assignmentsor solutions.By embeddingsignatures(methodto be
describedlater)which aremultiplesof lengthfour to the instance
weobtaintheresultsshown in Table1.

The first row of Table1 indicatesthe lengthof the embedded
messageandthesecondrow indicatestheaveragenumberof solu-
tionsto theSAT instancefor randomlyselectedstringsof indicated
lengthaftertentrials. Thefinal two rowspresenttheminimumand
maximumnumberof solutionsfound aswell as the averagedis-
crepancy betweenthe numberof solutions. We canseefrom the
resultsthatasthe lengthof thesignatureincreases,thenumberof
solutionsis approximatelyhalved.

In orderto illustrateintrinsic fairnessof theproposedtechnique
even on very small examples,suchasour motivationalexample,
we conductedthe following study. We embeddedas signatures
all stringsof lengthfour which have at leasta singleonebit into
our motivational example. Thereare 15 suchstrings. Note that
our techniquerequiresthatat leastonebit in thestringis not zero,
which obviously happenswith high probabilityeven for stringsof
moderatelength.

Thenumberof solutionsfor these15 stringsvariesbetweentwo
andsix. For oneof themthereareonly 2 solutions.For two strings
thereare3 solutions.Five signaturestringsresultsin 4 solutions,
andanotherfivesignatureshave5 solutions.Finally, for oneof the
stringsthereare6 solutions.Theaveragedistanceof thenumberof
solutionsfrom theaveragecaseis 0 � 85 andtheaveragevarianceis
0 � 21. This clearly indicatesthatevenon very smallexamplesand
very shortmessagesthe techniqueperformswell. A muchmore
comprehensive evaluationof thetechniqueis givenin Section6.

Theremainderof thepaperis organizedasfollows. In Section2
wesurvey relatedwork. In orderto make thepaperself-contained,
we provide in Section3 technicalbackgroundinformationon con-
straintbasedwatermarkingschemes.Section4 is thetechnicalcore
of the paperwhich describestheprocedureto createa uniqueso-
lution to the SAT problem. In Section5, we briefly describeour
softwareexperimentationenvironment.Finally, we presenttheex-
perimentalresultsandconclude.

2. RELATED WORK

2.1 Watermarking
Thereare two differentdomainsfor watermarking:staticarti-

factsand functionalartifacts. A variety of techniqueshave been
developedto watermarkstatic multimediaartifacts[4, 19]. Wa-
termarkingtechniqueshave alsobeendevelopedfor functionalar-
tifacts. Functionalartifactscan be describedat several levels of
abstractionsuchassystemlevel designs,high level logic synthesis,
andphysicaldesignsfor FPGA[20]. Themajorityof watermarking
techniquesarevertical,but thereareseveralhorizontaltechniques

[5, 10]. In constraint basedwatermarking[16, 17], the designer
embedsadditionalconstraintswhich denotetheuserssignaturein
a uniqueway. VSI Alliance [?] currently is developing the in-
dustry standardfor watermarkinghardware. The main concerns
of watermarkingincludespecificationssuchashaving the water-
mark be globally placedin the object,be difficult to remove, and
easyto detect. Therearea numberof concernswhendeveloping
watermarkingtechniques:low overhead,resilienceto attacks,and
fairness.Fair watermarking[17] is a constraint-basedschemethat
provides,in addition,highcredibility to eachuser.

Therearetwo main advantagesof the new techniqueover pre-
viously publishedtechniques.First, the new techniqueprovides
ultimateproof of credibility by enablingthe designerto imposea
numberof constraintsin sucha way that thereexist only unique
solutions,which correspondto the signature. Second,the tech-
niqueprovidesstrongprobabilisticproof thatthefairnessproperty
is enforcedduringthewatermarkingprocess.While previoustech-
niquesapproachedtheproblemsof credibility andfairnessheuris-
tically at best,the new methodprovidesa theoreticaljustification
andproofof optimality.

2.2 Satisfiability Problem
SAT wasprovento bethefirst NP-completeproblem[3]. It has

numerousapplicationsbothin VLSI CAD andotherdomainssuch
asartificial intelligence,operationsresearch,andcombinatorialop-
timization (see,e.g., [8]). Several efficient techniqueshave been
developedto solve theSAT problemandmany efficientpublic do-
main packagesareavailable[1, 2, 7, 13, 12, 21]. The economic
importanceof efficientSAT solvingis well illustratedby anumber
of FPGAbasedapplicationspecificcomputersexclusively built for
solvingSAT problems[11].

Valiant and Vazirani [18] proved that the numberof solutions
of a NP-completeproblem,which canvary from zeroto exponen-
tially many, doesnot impact its inherentintractability: in fact, if
thereis apolynomialtimealgorithmfor findingsolutionto SAT in-
stanceshaving auniquesolution,thenNP=RP. Themaintechnical
constructionof their resultis anisolationlemmathatreducesanin-
stanceof SAT to aninstancewith a uniquesolutionin randomized
polynomialtime. ValiantandVazirani’stheoremhavebeenapplied
to prove several importanttheoremsof computationalcomplexity
theory(see,e.g. [14]).

3. PRELIMIN ARIES
In this section,we briefly survey constraint-basedwatermark-

ing methodology. In particular, we summarizeseveral answersto
frequentlyasked questionsabout the most sensitive stepsin the
watermarkingprocess.Figure1 illustratesthe generictechnique.
Thewatermarkingproblemtakestwo inputs:theinitial instanceof
theoptimizationproblem(whichcorrespondsto optimizationsyn-
thesisor compilationproblem)andtheowner’s signaturein some
standardformat.Theoptimizationproblemmaximizesanobjective
functionwith respectto someconstraints.The signatureis trans-
latedto asetof additionalconstraintswhichshouldsatisfytestsfor
randomness.Figure2 showstheprocedurefor thetranslationof an
arbitrarysignatureto aninfinite randomstringwhichservesfor the
generationof additionalconstraints.The signatureis represented
usingascii or someotherstandardformat; the signaturecould be
theownersnameandaffiliation. Thesignatureis appliedasinput
to cryptographichashfunctionwhoseoutputis usedasa seedto a
binaryrandomnumbergenerator. Thebinaryrandomgeneratoris
usedto generateaninfinite stringof zerosandones.

Thecrucialobservationfor creatingadditionalconstraintsis that
for componentsof the instance(in the caseof the SAT problem
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Figure 2: Procedure for translation of arbitrary signature to infinite
random string.

componentsarevariablesandclauses)onehasto establisha well
definedordering. This canbe donein two ways,eitherby using
industryimposedstandardsor by usingpropertiesof the designs.
For example,for theSAT problem,wecanuseorderingsaccording
to both clausesandvariables. In the caseof variables,for exam-
ple,wecanuserankorderrulessuchasthenumberof appearances
of variablesin all clauses,the numberof complementedforms of
eachvariable,andthenumberof occurrencesof variablesandun-
complementedvariablesin clausesof odd length. With this well
definedorderingonecanthenaddadditionalconstraintsin themost
efficientandsystematicway. By following theordering,onecanre-
verseengineertheoriginalsignature,whichis oneof key objectives
whenshowing proofof authorship.

Thenext stepis thesuperpositionof signatureconstraintson to
the instanceof the problem. Next, the problemis solved using
off-the-shelfproblemsolvers. The output is a watermarked de-
sign which can be analyzedaccordingto standardwatermarking
desideratawhich include high credibility, high resilienceagainst
attacks,low overhead,completetransparency to thestandardprob-
lem solvingtools,andpartprotectionandfairness.Theessenceof
constraint-basedwatermarkingis to restricttheuserssolutionto the
partof solutionspacewhich is characterizedby thesignaturecon-
straints. The key essentialassumptionis that therearenumerous
solutionsof high andvery similar quality. In thecaseof decision
problems,suchasSAT, theadditionof extraconstraintsshouldnot
changea positive answerto theinitial instanceof theproblemto a
negative answeraftertheadditionof thewatermarkingconstraints.
Ideally, oneshouldadda signaturelong enoughthatonly a single
solutionis foundin thepartof thesolutionspacedenotedby signa-
tureconstraints.In addition,differentsignaturesof thesamelength
shouldhave fairly assigneda numberof positive answers,that is,
thenumberof solutionsshouldbea functiononly on thelengthof
the signature. We show next how our methodachieves all these

properties.

4. UNIQUE AND FAIR SOLUTIONS TO SAT
ValaintandVazirani’sconstructionessentiallyisolatesasolution

of a CNF formula by a randomizedreduction. Given an instance
f of SAT, themethodsuccessively conjoinsconstraintsto f to ob-
tain a seriesof formulas f1 � f2 � ����� � fn that will have a decreasing
numberof solutions. If f is satisfiable,we canprove that with a
probabilityat least 1

4 oneof theformulaswill have a uniquesolu-
tion. If we chooseoneof the formulasat random,thenthe prob-
ability that it hasa uniquesolutionis at least 1

4n . This probability
canbeboostedasusual.On theotherhand,if f is not satisfiable,
theneachof the formulaswill be unsatisfiable.The watermark-
ing methodconstructs,givenaninstanceof SAT, a formulawith a
uniquesatisfyingassignment,andproducestheuniqueassignment
asthe solution. The constructionwill ensurethat this assignment
satisfiestheoriginalformula f . However, theprobabilitythataran-
domalgorithmselectsexactlythissatisfyingassignmentis low. We
now outline theconstruction.Thetreatmentis from [18]. For the
sake of brevity, weomit theproofsof correctness.

We shall selectconstraintsat randomfrom somesuitableset.
Ideally, we would like to eliminateeachsolution independently
with a certainprobability. This is not possiblewith only a poly-
nomial numberof randomchoices. However, the useof GF � 2	
inner productswith polynomially few vectorsover GF � 2	 n suf-
fices for our purposes. Let f be a CNF formula over the vari-
ablesx1 � x2 � ����� � xn. We shall view truth assignmentsto the vari-
ablesx1 � x2 � ����� � xn asn-dimensional
 0 � 1� vectorsover thevector
spaceGF � 2	 n. Thesatisfyingassignmentsof f form asetof vectors
from thisspace.For u � v � GF � 2	 n, let u 
 v denotetheinnerproduct
overGF � 2	 of u andv.

LEMMA 1. [18] If f is any CNF formula in x1 � x2 � ��� � xn and
w1 � ����� � wk ��
 0 � 1� n, thenonecan constructin linear time a for-
mula f �k whosesatisfyingassignmentsv satisfyf andtheequations
v 
 w1

� v 
 w2
� 
�
�
 � c 
 wk

� 0. Furthermore, onecanconstructa
polynomial-sizeCNF formula fk in variablesx1 � ����� � xn � y1 � ����� � ym
for somem such that there is a bijection betweensolutionsof fk
and f �k definedbyequalityon thevaluesof x1 � ����� � xn.

We show theadditionof oneconstraint.Thegeneralcasefollows
easily. Theformula f �1 is

f � �
xi1 � xi2 � 
�
�
 � xi j � 1���

where � denotestheexclusive-or function,andi1 � ��� � i j arethe in-
dicesof the xi thathave value1 in w1. The function f1 is simply
theCNFequivalentof f �1:

f � �
y1 � xi1 � xi2 � � �

y2 � y1 � xi3 � ��
�
�
���
y j � 1 � y j � 2 � xi j � � �

y j � y j � 1 � 1� � y j �
Theintuition behindtheconstructionis thefollowing surprising

fact. Let S be a subsetof 
 0 � 1� n. Definethe setsS1
� 
 v � v �

S� v 
 w � 0� , andS�1 � 
 v � v � S� v 
 w � 1� . Then,if w is chosen
randomly, any S will be partitionedin this way into two roughly
equalhalveswith high probability. In our construction,S is theset
of satisfyingassignmentsof f , we choosew1 � ����� � wk at random,
andby constructingfk we obtaina formula with roughly 2� k �S�
satisfyingassignments.Notethatwe do not know �S� otherthanit
liesbetween0 and2n. Therefore,weneedto “guess”thesizeof �S� .
This is wheretherandomchoiceof k comesin: with probability 1

n ,
wemake theright guess.

Theoverall constructionis thefollowing: Givena CNF formula
f , chooseanintegerk at randomfrom 
 1 � ����� � n� , randomlychoose



/* Precondition:f is of theform x1 � x2 � ����� xk � 1 */
convertToCNF

������� �"!"#%$
f � 


let 
 y1 � y2 � ����� � yk � benew variables;
/* let a & b � c denotetheCNFformula�
a � b � c� � a � b � c� � a � b � c � � a � b � c� */��'%(%!)�%*
���

y1 & x1 � x2 � � �
y2 & y1 � x3 � �������

� �
yk � 1 & yk � 2 � xk � � �

yk & yk � 1 � 1� � yk � ;�
����� �"!"#%$

addOneConstraint
�+�,��� �"!,#)$

f � 

pick w unif ormly at random f rom 
 0 � 1� n;
let 
 i1 � ����� � ik � bethe positionsof the1 entriesin w;��'%(%!)�%*

f � convertToCNF
�
xi1 � xi2 � 
�
�
 � xik � 1� ;�

/* Precondition:
f is aCNFformulaover thevariables
 x1 � ����� � xn � */����� �"!"#%$

genConstrainedFormula
���,��� �,!"#)$

f � 

pick k unif ormly at random f rom - 1, ����� , n. ;�,�����

i � 1
(��

k �0/ � f � addOneConstraint
�
f � ; � /��'%(%!)�%*

f ;
�

Figure3: Pseudocodefor generatingwatermarked formula.

vectorsw1 � ����� � wk and output fk. We now presentthe technical
resultthatformalizestheabove intuition.

THEOREM 1. [18] Let S 12
 0 � 1� n. Supposew1 � ��� � wk are cho-
senat random. For each i 3 n, let Si

� 
 v � v � S� v 
 w1
� 
�
�
 �

v 
 wi
� 0� , and let Pn

�
S� be the probability that, for somei 3 n,

�Si � � 1. Then:

i Pn
�
S�54 1

4 ;

ii if w1 � ����� � wn are chosento be linearly independentin addi-
tion, thenPn

�
S�64 1

2 .

Figure3 shows thealgorithmto producethefinal formula(con-
joined with the additionalconstraints).The addOneConstraint

� �
functionaddsonemoreconstraintto thecurrentformula,thusmak-
ing thenumberof solutionsdropto roughlyhalf theoriginalnum-
ber(with highprobability).ThefunctiongenConstrainedFormula

� �
is a loop that calls addOneConstraint k times. Note that every
call effectively reducesthe numberof satisfyingassignmentsby
half. The function convertToCNF takes a formula of the form
x1 � 
�
�
 � xk � 1 andconvertsit to a CNF formula(with somenew
variables).The beautyof the techniqueis that thefinal algorithm
is extremelysimple(it involvesonly several randomchoices),yet
it yieldsoptimalresultswith highprobability.

5. EXPERIMENT AL ENVIRONMENT
In this section,we presentthe software environmentwhich is

usedfor experimentalevaluationof the new watermarkingtech-
nique. Specifically, we developedthreeprograms: (i) program
whichgeneratesaninstanceof theSAT problemwith userspecified
numberof solutionfor requestednumberof variables(ii) program
for branchandboundbasedexhaustiveenumerationof solutionsin
aSAT instance(iii) programfor thewatermarkingof SAT instance
usingthecombinatorialisolationlemmas.In addition,weusedalso
severalpublicdomainSAT solvers.

At theintuitivelevel theprogramfor creatinganinstanceof SAT
for known numberof solutionrelieson four phases.First, we use
a randomnumbergeneratorandlinear hashfunction basedalgo-
rithm for avoidanceof collisionto generaten differentassignments

Input : k numberof variables.
mnumberof solutions.

Output : SAT instanceandsolutions.
Algorithm :
createSATInstance()-
1. generateSolutions(k, m);
2. orderVariables();
3. eliminateNonSolutions();
4. Additionof Confusion();.
5. generateSolutions(k, m)-
6. Randomnumbergenerationof m

solutionsusinglinearhashfunction.
7. orderVariables()-
8. Orderpairsof variablesaccordingto

their consistency. .
9.eliminateSolutions()-
10. Createclauseswhichpreventnon-solutions

from beingsolutions..
Figure 4: Algorithm for the creation of a SAT instancewith a
specificnumber of solutions.

of variableswhich will constitutesolutionsto the instanceof the
createdSAT problem.In thesecondphase,we orderthevariables
accordingto theamountof discrepancy betweenpair of variables.
Wedothisto cutthesolutionspaceasquicklyaspossible.Next, we
addclauseswhich eliminateall non-valid solutions.Finally, in the
lastphasewe altersomeof theclausesandaddadditionalclauses
to hide thestructureof the instance.Figure4 shows pseudocode
for thecreationof theSAT instance.

To clarify theprocess,considerthefollowing example.Wewish
to createaSAT instancewith fourvariablesx1 � x2 � x3 � x4 andfiveso-
lutions. Usingtherandomnumbergeneratorandlinearhashfunc-
tion wegeneratethefollowing assignmentsof variables,whichare
thesolutionsto theinstance.�

x1 � x2 � x3 � x4 � � x1 � x2 � x3 � x4 � � x1 � x2 � x3 � x4 ��
x1 � x2 � x3 � x4 � � x1 � x2 � x3 � x4 �

Now, we orderthevariablesaccordingto discrepancy. As a re-
sultof pairx1 andx4 appearingtogetherin only twoforms,weorder
thesetwo variablesfirst. We thencomparetherestof thevariables
to thepreviouspair. Theresultingorderingis x1 � x4 � x2 � x3. Webe-
gin addingclausesby building a branchandboundbinary search
tree. We begin by addingvariable1. By examiningour solutions,
weseethatx1 appearsin bothformsx1 andx1, thereforewecannot
terminateany branches.We continuefor x4. We seethat no so-
lutionshave theform x1 � x4 or x1 � x4. We terminatethesebranches
andcreateclauseswhichwill eliminateall solutionsof theseforms.
In this case,we addclauses

�
x1 � x4 � and

�
x1 � x4 � . We continue

this processuntil all brancheswhich lead to non-valid solutions
have beenterminatedby the creationof clauses.The createdin-
stanceis

f � �
x1 � x4 � � x1 � x4 � � x1 � x2 � x4 � � x1 � x2 � x3 � x4 �

The laststepis to addadditionalclausesandto alter clausesto
hidethestructureof theinstanceandincreasethecomplexity of the
instance.

Thesecondprogram,againusesthebranchandboundtechnique
to enumerateall solutionsof a given instance. We implemented
the algorithm show in Figure3 for watermarkingSAT instances
using the combinatorialisolation lemmas. The watermarked in-
stancesweretestedon the public domainSAT solvers: WalkSAT
[13], GSAT [12], NTAB [2], andRel SAT [1].



6. EXPERIMENT AL RESULTS
In orderto verify theeffectivenessof theproposedapproach,we

conductedtwo setsof experiments.The first setconsistsof pop-
ular DIMACSexamplesshown in Table2. We selectedexamples
which greatlydiffer in termsof variables,numberof clauses,and
ratioof numberof clausesto numberof variables;it is oftenagood
measureof difficulty to solve theproblem.Thefirst columnindi-
catesthenameof theexample.Thenext two columnsindicatethe
numberof variablesandclausesin the instancerespectively. The
next columnindicatestheruntimeto solve theinitial instance.The
next sevencolumnsindicatetheaverageruntimewhentendifferent
randommessagesareembeddedasthe watermark.The lengthof
themessagesare1, 2, 5, 10,50,and100timesthenumberof vari-
ablesin theexample.Theruntimesshown in thetablearenormal-
izedagainsttheruntimerequiredto solve theoriginal instance.We
show theaverageruntime,andin additionweshow thevariance,in
thesecondrow for eachinstanceasanindicatorof fairnessfor the
new watermarkingprocedure.Sincefor this type of large exam-
ples,thereis no known techniqueto calculateall known solutions,
we useruntimeas the indicatorof difficulty to solve a particular
SAT instance.Thelastrow shows theaveragenormalizedruntime
for eachsignaturelength. A dashin our table indicatesthat the
createdinstanceis to largeto runon thesolvers.

The experimentalresultsshown in Table 3 aim to remove the
indirectmeasurementof fairnessandcredibility. Weusedour pro-
gramto generateSAT instanceswith aknown numberof solutions
to generatethis testset. We calculatedthenumberof solutionsto
eachinstanceusingthebranchandboundexhaustive searchalgo-
rithm of Section5. The first columnis the nameof the instance.
The next two columnsindicate the numberof variablesand the
numberof clausesin eachof thecreatedinstance.Thenext column
indicatesthenumberof solutionsto createdinstance.Thenext six
columnsindicatetheaveragenumberof solutionsandvariancefor
messagesof 1, 2, 3, 4, 5, and10 timesthenumberof variables.We
ran testfor messagesof 25 and50 timesthenumberof variables,
but could not find a solutionfor any of thesecases.For eachex-
ample,weembeddedtenrandommessagesof thespecifiedlength.
The last row of the table indicatesthe averagenormalizednum-
berof solutionsremainingaftermessagesof eachlengthhadbeen
embedded.It canbe seenthat the averagenormalizednumberof
solutionsis halvedfor eachmultiple of thenumberof variables.It
is easyto seethat thevariance,which appearson thesecondrow
for eachinstance,in all examplesis very low, which clearly indi-
catesvery high fairnessof the new watermarkingprocedure.The
resultsin Table3 stronglydemonstratethattheprocedureis ableto
rapidlyandefficiently producewatermarksof veryhighcredibility.

7. CONCLUSION
We presenteda new SAT watermarkingtechniquewhich pro-

videsthemaximalpossiblecredibilityandalmostalwaysfull fairnes
andestablisheda connectionbetweentheValiant-Vaziranicombi-
natorialisolationlemmasandthewatermarkingprocess.In order
to validatethetheoreticalresults,weappliedthetechniqueto ava-
riety of reallife andspeciallycreatedinstancesof SAT.
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Instance # Vars # Clauses Orig. (sec) 1x 2x 5x 10x 25x 50x 100x
par8-1-c.cnf 64 254 0.1 38 83 89.8 95.9 112.7 135 205.3

1079.1 0.66 0.17 0.32 0.67 0.44 2.9
jnh1.cnf 100 850 0.7 0.86 11.2 17 16.7 18.0 22.3 31.8

0.1 47.5 0.004 0.006 0.003 0.009 0.052
uf225-097.cnf 225 960 0.1 3.8 66.8 94.2 100 133.3 183.3 254.9

1.95 1357.2 0.17 0.22 1.34 1.57 .99
par16-3-c.cnf 334 1332 9.6 1.02 1.04 1.08 1.18 1.68 2.23 3.06

3.5e-5 4.3e-5 2.4e-5 5.4e-5 1.2e-4 7.35e-5 2.0e-4
f600.cnf 600 2550 1.3 7.18 7.32 8.2 10.02 13.8 18.1 25.4

1.58e-3 5.92e-4 1.2e-2 5.3e-3 4.5e-3 4.5e-3 1.5e-2
hanoi4.cnf 718 4934 12.2 .926 .901 .986 1.15 1.59 2.1 2.99

0 6.72e-6 3.06e-5 7.54e-5 5.67e-5 7.3e-3 6.64e-5
ii8c2.cnf 950 6689 0.1 1.6 3.3 120.9 137.7 182.6 249.3 364.4

0.26 0.45 0.98 0.67 0.48 0.67 1.6
f1000.cnf 1000 4250 0.4 23.95 24.9 29.7 35.4 47.7 64.3 91.2

0.011 0.017 0.028 0.017 0.034 0.053 0.145
par16-1.cnf 1015 3310 7.9 1.99 1.11 2.66 1.74 2.45 3.28 4.68

8.95 5.16e-5 16.0 6.41e-5 1.35e-4 6.41e-5 9.54e-4
par32-2-c.cnf 1303 5206 12.7 1.03 1.07 1.17 1.28 1.64 2.17 3.09

6.2e-6 2.82e-5 1.45e-5 3.03e-5 1.03e-4 1.68e-4 2.04e-4
ii16a1.cnf 1650 19368 0.2 1.95 6.9 85.4 90.25 118.7 154.1 225.2

0.025 7.77 0.267 69.68 6.178 230.77 1.74
ii16b1.cnf 1728 24792 0.4 2.2 4.37 64.6 61.05 68.88 85.87 119.2

0.178 0.78 0.18 0.16 0.46 0.36 2.74
g125.17.cnf 2125 66272 63.3 .76 0.65 0.53 0.50 0.55 0.68 -

2.2e-5 2.0e-05 6.77e-6 2.88e-6 1.56e-5 6.9e-6 -
par32-1.cnf 3176 10277 10.9 1.1 1.17 1.33 1.61 2.28 3.18 -

2.71e-5 2.71e-5 5.61e-5 1.43e-3 7.89e-4 2.1e-3 -

Average 6.17 15.27 36.93 39.6 50.42 66.13 110.9

Table2: Experimental Resultsfor DIMA CSinstances.

Instance # Vars # Clauses Original 1x 2x 3x 4x 5x 10x

50s-10v.cnf 10 214 50 0.484 0.212 0.12 0.04 0.36 0
9.6e-4 3.73e-4 0 0 9.6e-4 0

100s-10v.cnf 10 328 100 0.48 0.27 0.114 0.065 0.036 0
0 0 7.11e-5 2.5e-4 2.67e-5 0

100s-20v.cnf 20 1328 100 0.506 0.252 0.127 0.06 0.023 0
4.27e-4 3.73e-4 2.33e-5 0 1.57e-4 0

1000s-25v.cnf 25 15024 1000 0.501 0.25 0.125 0.063 0.034 0.002
4.18e-6 1.13e-5 4.32e-6 7.67e-7 1.04e-4 6.77e-6

1000s-50v.cnf 50 40024 1000 0.499 0.251 0.137 0.063 0.037 0.0005
1.23e-5 9.51e-6 1.62e-3 1.57e-6 1.65e-4 7.22e-7

10s-10000v.cnf 10000 99966 10 0.54 0.28 0.11 0.06 0.06 0
9.3e-3 8.4e-3 9.89e-3 2.67e-3 4.88e-3 4.88e-3

100s-2000v 2000 199328 100 0.506 0.246 0.113 0.066 0.028 0
2.27e-4 5.38e-4 4.01e-4 4.89e-5 1.51e-4 0

1000s-1000v.cnf 1000 990024 1000 0.502 0.251 0.126 0.062 0.032 1.67e-3
6.77e-6 4.22e-6 4.0e-7 3.76e-4 5.0e-7 1.34e-6

10000s-200v.cnf 200 10866384 10000 0.502 0.251 0.126 0.062 0.031 9.0e-4
7.87e-6 9.25e-6 4.17e-6 3.28e-6 2.38e-6 1.24e-7

25000s-150v.cnf 150 3382768 25000 0.499 0.25 0.124 0.063 0.031 0.001
3.41e-6 2.34e-6 7.27e-7 3.12e-7 5.36e-7 1.1e-8

Average 0.502 0.251 0.122 0.061 0.035 6.2e-4

Table3: Experimental Resultsfor createdSAT instancewith known number of solutions.


