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Abstract

This paper describes a systematic method for deriving effici
algorithms and precise time complexities from extendedadgt
rules as it is applied to the analysis of trust managemeritipsl
specified in SPKI/SDSI, a well-known trust management frame
work designed to facilitate the development of secure aathbte
distributed computing systems. The approach of expregsitg
icy analysis problems as extended Datalog rules is muchleimp
than previous techniques for analysis of SPKI/SDSI pdic@ur
method also derives better, more precise time complexhesbe-
fore in addition to generating complete algorithms and détac-
tures. The method is general, with many applications beyafidy
analysis. It extends our previous method for Datalog to lealist
constructors, external functions, and queries.

Categories and Subject DescriptorsD.3 [Programming Lan-
guage¥ Processors—code generation, optimization; D.B#b{
gramming LanguagésLanguage Classifications—constraint and
logic languages; D.4.@Jperating SystenfisSecurity and
Protection—access controls; EDN4ta): Data Structures—arrays,
lists, queues, records; F.Arfalysis of Algorithms and Prob-
lems Complexify Nonnumerical Algorithms and Problems—
computations on discrete structures; |.22tfficial Intelligencg:
Automatic Programming—Program transformation

General Terms security, algorithms, languages, performance

Keywords access control, policy analysis, security, algorithm,
time complexity

1. Introduction

Trust management is a unified approach to specifying and@nfo
ing security policies in distributed systems [11, 5] and basome
increasingly important as systems become increasinggraah-
nected. At the same time, logic-based languages and frarkewo
have been used increasingly for expressing security astrtran-
agement policies, e.g., [16, 19]. For analysis and enfoecerof
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security and trust management policies, a method for géngra
efficient algorithms and implementations from policies cfied
using logic rules is highly desired.

This paper describes a systematic method for deriving effici
algorithms and precise time complexities from extendecaDgt
rules as it is applied to the analysis of trust managemeritipsl
specified in SPKI/SDSI, a well-known trust management frame
work designed to facilitate the development of secure anthbte
distributed computing systems. SPKI/SDSI [10] is based a+ p
lic keys and incorporateSimple Public Key InfrastructuréSPKI)
andSimple Distributed Security Infrastructu(@DSI). It provides
fine-grained access control using local name spaces andiatgec
policy model.

The SPKI/SDSI framework facilitates granting and delewati
authorizations, as well as naming. It uses name certificatee-
fine names in principals’ local name spaces as keys or oteesa
and uses authorization certificates to grant authorizatamd to
delegate the ability to grant authorizations. A principalautho-
rized to access a resource by an authorization certificatyy @&
chain of certificates involving naming and delegation. Desig
efficient algorithms for inferring authorizations and aesing re-
lated queries is essential for enforcing SPKI/SDSI podicie

We express policy analysis problems using extended Datalog
which is Datalog [7, 2] extended with list constructors artbenal
functions. We represent certificates as facts, and desuriés and
queries for computing the reduction closure, inferringhattza-
tions, and solving other policy analysis problems for SBRISI.
These other analysis problems include ones about the ¢sitae
of the policy, as well as ones about changes in the state thatiw
be caused by possible changes in the policy, such as expirati
addition of a set of certificates.

We describe our method for systematically generating apeci
ized algorithms and data structures, together with preicisecom-
plexity formulas, from extended Datalog rules as it is aggplio
computing reduction closure and inferring all authoriaasi. The
generated algorithms employ an incremental approach timeiat-
ers one certificate or intermediate analysis fact at a time,use
a combination of linked and indexed data structures to seprie
different certificates and intermediate values. The rupmime is
optimal for the respective rules, in the sense that each atibn
of instantiations of hypotheses is considered ona@(in) time.

We then describe other policy analysis problems as addition
rules and queries, and use a method to systematically push igi-
puts for the analyses from queries into hypotheses of rvielsling
specialized and simplified rules for the given queries. Th&gmi-
lar to pushing demands by queries in magic set transformafi,
but instead of yielding more complicated rules with magiedir
cates, we obtain simplified, specialized rules that are naaser
for generating efficient implementations and precise cexipés.



Contrasting various previous works, our rules and algorith
for policy analysis support all aspects defined in the spatitn
for SPKI/SDSI, including any number of resources and a&sss
names consisting of any number of identifiers, and validiter-
vals. We also have a prototype implementation, and expetahe
results confirm our precise complexity analysis.

A significant amount of work has been done on algorithms for
SPKI/SDSI policy enforcement and analysis [27, 1, 10, 1818,
12, 3, 13, 20, 17, 9]. Our approach of expressing policy aigly
problems as extended Datalog rules is much simpler thanquev
techniques for analysis of SPKI/SDSI policies. Our methtzb a
derives better, more precise time complexities than beifoied-
dition to generating complete algorithms and data strestuifhe
method is general, with many applications beyond policyhesig
It extends our previous method for Datalog [23] to handliedén-
structors, external functions, and queries.

2. SPKI/SDSI

In SPKI/SDSI systemsprincipals are the users and are identified
by public keys, which we will simply refer to deeys Identifiers
are words over a standard alphabet and are used to refemto pri
cipals and resources. Aameis a key followed by a sequence of
identifiers.

SPKI/SDSI certificates aneame certificateandauthorization
certificates A name certificatalefines a local name in its issuer’s
local name space. A name certificate is the 4-tygte 7, S, V),
where K is the public key of the issuer of the certificafeis an
identifier from the local name space of the issuglis the name
or key that the local nam& I stands for;V is the validity time
interval for the certificate and is of the forfil, ¢2], wheret1 and
t2 are absolute time constants. The 4-tuple defines the rdihe
to stand forS during validity intervalV. A name certificate can
only be issued by the principal to whom the name being defiged i
local. We refer to certificates in whicki is a name asame-name
certificates, and to ones in whi¢his a key asrame-keyertificates.

A name can correspond to a set of keys.

Principals us@uthorization certificatet grant permissions for
accessing resources to other principals. An authorizagotificate
is a 5-tuple(K, S, D, P,V), where K is the public key of the
certificate issuer — the principal granting authorizatiéhis the
subject of the certificate — the key or name that is being gdnt
authorization;D is a boolean delegation bit indicating if the subject
is granted the right to delegate the permissions grantechéy t
certificate to othersP is the set of permissions, i.e. operation-
resource pairs, being granted;is a validity interval as for name
certificates.

A principal Pr has permission for an operation on a resource
if there is a valid authorization certificaté, Pr, D, P, V'), where
P contains the operation-resource pair, @ik the owner of the
resource involved in permissioR, or if such a certificate can
be inferred, i.e. there is a chain of certificates that aitksrthe
access. Certificates are composed in chains by use of tie/iod
composition rules.

e Two name certificates, such &1, id1, k2 id2 ids,v1) and
(k2,1d2, s,v2), can be composed to inf¢k1,id1, s ids, v3),
wherewv3 is the intersection of validity intervaksl andv2.

¢ Two authorization certificateék1, k2, d1, p1,v1), wheredl =
TRUE, and (k2, s, d2, p2,v2) can be composed to infer the
certificate (k1, s, d2, p3,v3), wherep3 is the intersection of
authorization setpl andp2, v3 is the intersection of validity
intervalsvl andv2.

¢ An authorization certificatek1, k2 id ids,d,p,v1) and a
name certificate(k2, id, s,v2), can be composed to infer

(k1,s ids,d,p,v3), wherev3 is the intersection of validity
intervalsvl andv2.

Theclosureof a set of certificates contains all given certificates
and all certificates that can be inferred using the aboves rtdew-
ever, the closure of a set of certificates may be infinite. fEkdec-
tion closureof a set of authorization and name certificates contains
all given certificates and all certificates that can be if@msing
chains in which every certificate after the first one has a leeiysa
subject. For each name occurring in a set of certificateggetthec-
tion closure contains all name-key certificates that defieenme
as a key, as in the full closure of the set of certificates. Algpa
given key, the reduction closure contains all authorizatiertifi-
cates in which the key is a subject, that occur in the full etes
Thus, the reduction closure can be used to find all keys thatreen
stands for, as well as to find all permissions that a key has.

3. Computing Reduction Closure Efficiently

This section expresses reduction closure and authonzatier-
ence using extended Datalog rules, and describes the ¢jenesh
specialized algorithms and data structures from the ruwesalso
analyze precisely the time complexities, expressing timepdexi-
ties in terms of characterizations of the given set of cedés.

3.1 Expressing reduction closure in rules

A Datalog program is a finite set of relational rules of therfor

p1(z11, 0, T1ay ), -oor PR(ZH1, oo, Thay) = @(Z1, .05 Ta)

whereh is a natural number, eagh (respectively) is a relation of
a; (respectivelyn) arguments, each;; andxy, is either a constant
or a variable, and variables in,’s must be a subset of the variables
in z;;'s. If h = 0, then there are np;’s or x;;'s, andx’s must be
constants, in which casgzi, ..., z4) is called afact For the rest
of the paper, “rule” refers only to the case whére> 1, in which
case eactp;(xi1, ..., Tia;) is called ahypothesisf the rule, and
q(z1, ..., zq) is called theconclusionof the rule. The meaning of a
set of rules and a set of facts is the smallest set of factetmaains
all the given facts and all the facts that can be inferreckatly or
indirectly, using the rules.

We use the following relations to denote certificates:

e nameCert (k,id,s,v): a given name certificate.

e authCert (k,s,d,p,v): agiven authorization certificate.
e name (k,id,s,v): an inferred name certificate.

e auth(k,s,d,p,v): an inferred authorization certificate.

We use three external functions. The sym|s#parates the head
from the tail in a sequence of identifiers anti. denotes the empty
list. The functionsPInt(p1,p2) and VInt(vi,v2) return the
intersections of two sets of permissions, and two validitgivals,
respectively.

The rules for composing chains of certificates can readily be
written as the extended Datalog rules shown in Figure 1.

3.2 Generating efficient algorithms and data structures

We transform the extended Datalog rules into an efficientémp
mentation using the method in [23] for Datalog rules. A sreaH
tension is needed to handle the external functibon¥Int, and
PInt.

The method has three stegsep 1: transform the least fixed
point (LFP) semantics of the extended Datalog rules inibid e-
loop.Step 2: transform expensive set operations in the loop into
incremental operationsStep 3: design appropriate data struc-
tures for each set, so that operations on it can be implemafie
ficiently. These three steps correspond to dominated cgexee



nameCert (k,id,s,v) —name(k,id,s,v).
authCert(k,s,d,p,v) —auth(k,s,d,p,v).

aogrwdhE

name (k1,id1,k2]| (id2|ids),v1) ,name (k2,i1d2,k3|NIL,v2) —name(kl,id1,k3|ids,VInt(vi,v2)).
auth(k1,k2|NIL,TRUE,pl,v1) ,auth(k2,k3|NIL,d2,p2,v2) —auth(kl,k3|NIL,d2,PInt(pl,p2),VInt(vl,v2)).
auth(k1,k2|(id|ids),d,p,v1) ,name(k2,id,k3|NIL,v2) —auth(kl,k3|ids,d,p,VInt(vl,v2)).

Figure 1: Rules for computing the reduction closure.

[6], finite differencing [25], and real-time simulation [R4espec-
tively, as studied by Paige et al.

Fixed-point specification andshile-loop We represent a rela-
tion of the formQ(al, a2, ., an) using tuples of the form
[Q a1 a2 ... an]. Swith X andS less X denoteS U {X}
and S — {X}, respectively. We use the notatiglY : Yi in
Si,...,Y, in S, |Z} for set comprehension. Eadh enumerates
elements ofS;; for each combination of values,, ..., Y,, if the
value of boolean expressidnis true, then the value of expression
X forms an element of the resulting set| # is omitted, 7 is im-
plicitly the constantrue.

{[X1 Yi]...[X» Y]} denotes a map that maps; to Y3,
..y Xn t0 Yy, dom(E) denotes the domain set of mdp, i.e.
{X : [X Y] in E}. M{X} denotes themage setof X under
mapM,ie {Y : [X Y] in M}. M{X} := S denotes setting
the image setM {X}, of X under mapM, to S. LFP(So, F)
denotes the smallest sgtthat satisfies the conditior C S and
F(S)=S5.

The algorithm is expressed using standard control cortstruc
while, for, if, andcase. Program block structure is indicated
by indentation. We abbreviat§ := X op Y asX op:= Y.

The input to the algorithm is the given set of certificategeep
sented by a seterts of facts. We definecerts to be the set of
facts incerts represented as tuples as described above.

rcerts = {[authCert k s d p v]:
authCert(k,s,d,p,v) in certs}
U {[nameCert k id s v]
nameCert (k,id,s,v) in certs}.

Given any seR of facts, and an extended Datalog rule with rule
numbern and with relatione in the conclusion, lehe (R) be the
set of all facts that can be inferred by that rule given thésfacRr.
For our rules we have:

lname={[name k id s v]
[nameCert k id s v] in R},
2auth={[auth k s d p v]
[authCert k s d p v] in R},
3name={ [name k1 idl k3|ids VInt(v1,v2)]
[name ki idl k2| (id2|ids) v1] in R and
[name k2 id2 k3|NIL v2] in R},
4auth={[auth k1 k3|NIL d2 PInt(pl,p2) VInt(vi,v2)]
[auth k1 k2|NIL TRUE pl vi] in R and
[auth k2 k3|NIL d2 p2 v2] in R},
Sauth={[auth k1 k3|ids d p VInt(v1,v2)]
[auth k1 k2| (idlids) d p v1] in R and
[name k2 id k3|NIL v2] in R}.

The meaning of the given set of certificates and the extended th

Datalog rules for reduction closure is:

LFP({},F), whereF (R)=RUrcerts U
1name (R) U2auth (R) U3name (R) U4auth (R) USauth (R)

1)

This least-fixed point specification of computing the redhrct
closure is transformed into the followinghile loop:

R = {};
while exists x in F(R) - R: (2)
R with := x;

The idea behind this transformation is to perform small tpda
operations in each iteration of thile-loop. After the execution

of this loopR contains all facts that are given or can be inferred by
the rulesRr is referred to as theesultset

Incremental computation Next we transform expensive set oper-
ations in the loop into incremental operations. The idea isplace
each expensive expressienp in the loop with a variable, say,
and maintain the invarianf = exp, by inserting appropriate ini-
tializations and updates #® where variables imxp are initialized
and updated, respectively.

The expensive expressions in type inference are all setcts f
inferred by each rule and a workset We use fresh variables to
hold each of their respective values and maintain an invafa
each of these sets, in addition to one for the workset.

Iiname = 1name(R), I2auth = 2auth(R),
I3name = 3name(R), I4auth = 4auth(R),
I5auth = 5auth(R),W = F(R) - R.

As an example of incremental maintenance of the value of an
expensive expression, consider maintaining the invafiantme.
I3name is the value of the set formed by joining two name cer-
tificates.I3name can be initialized to{} with the initializationk
:= {}. To updatel 3name incrementally with update with:= x,
if x is of the form [name k1 id1 k2| (id2|ids) v1], we con-
sider matching tuples of the forriname k2 id2 k3|NIL v2]
and add all corresponding new tuplégsame k1 id1l k3|ids
VInt(v1,v2)] to I3name. To form the tuples to be added, we
need to efficiently find the appropriate values of variablest t
occur in [name k2 id2 k3|NIL v2] tuples, but not in[name
k1 id1l k2| (id2lids) vil, i.e., the values ok3 andv2, so
we maintain an auxiliary maf,3name1, shown below, that maps
[k2 id2] to [k3 v2]. Symmetrically, ifx is a tuple of the form
[name k2 id2 k3|NIL v2], we need to consider every match-
ing tuple of the form[name k1 id1 k2| (id2|ids) v1] and
add the corresponding tuple of the foriname k1 id1 k3|ids
VInt(vl,v2)] to I3name, SO we maintain the auxiliary map
I3name2 below.

I3namel = {[[k2
[name k2
I3name2 = {[[k2
[name k1

id2] [k3 v2]1]

id2 k3|NIL v2] in R},

id2] [k1 id1l ids vil]

id1 k2| (id2lids) v1] in R}.

The first set of components in an auxiliary map is referredsto a
eanchorand the second set of elements asrtbeanchor

Thus, the algorithm can directly find only matching tupled an
consider only combinations of facts that make both hypabhésie
simultaneously, and it considers each combination onlgoAox-
iliary maps are maintained similarly for all maintainedanants,
T4auth andI5auth here, that are formed by joining two relations.



All variables holding the values of expensive computations
listed above, and auxiliary maps, are initialized togethigh the
assignmenk := {} and updated incrementally together with the
assignmen® with:= x in each iteration. We show the update
for the addition of a fact of relationame only for I3name and
auxiliary mapI3name2. Other updates are processed in the same
way.

case of x of [name k1 idl k2| (id2|ids) vi]:
I3name U:= {[name k1 idl k3|ids VInt(v1,v2)]
[k3 v2] in I3namel{[k2 id2]}};
WU:= {[name k1 idl k3|ids VInt(v1,v2)]
[k3 v2] in I3namei{[k2 id2]}
| [name k1 idl k3|ids VInt(vl,v2)] notin R};
I3name2 U:= {[[k2 id2] [k1 idl ids v1l1};
©)

Adding these initializations and updates, and other siroitees
for the other cases, and replacin¢R) - RwithWwin (2), we obtain
the following complete code:

initialization; R:={};

while exists x in W:
update using (3) and
similar updates for the other cases;
W less:= x; R with:= x;

(4)

Next, we eliminate dead code. To compute the resuitsehly
W and the auxiliary maps are needed; the invariants mairttaine
i.e., I3name, I4auth, andI5auth, are dead becaus&R)-R in
thewhile loop was replaced witi. We eliminate them from the
initialization and updates. For example, eliminating tHeom the
updates in (3), we eliminate lines 2-3.

case of x of [name k1 idl k2]|(id2|ids) vi]:
WU:= {[name k1 id1l k3|ids VInt(v1,v2)]
[k3 v2] in I3namei{[k2 id2]}
| [name k1 idl k3|ids VInt(v1l,v2)] notin R};
I3name2 U:= {[[k2 id2] [k1 idl ids v1ll};
(5)

We clean up the code to contain only uniform operations on set
elements. This simplifies data structure design. We decea®po
andw into several sets, each corresponding to one relation iexhe
tended Datalog rules.is decomposed tBnameCert, RauthCert,
Rname andRauth; W is decomposed t@nameCert, WauthCert,
Wname, andWauth. This decomposition lets us eliminate relation
names from the first component of tuples, with appropriatengls
to the rest of the code. Then, we apply the following thres sét
transformations.

(i) Transform operations on sets into loops that use operations
on set elements. Each addition of a set is transformed ta-doop
that adds the elements one at a time. For example, lines 45) of
are transformed into:

for [k3 v2] in I3namel{[k2 id2]}:
if [k1 id1 k3|ids VInt(v1l,v2)] notin Rname:
Wname with:= [kl idl k3|ids VInt(v1,v2)];
(6)
(ii) Replace tuples and tuple operations with maps and map
operations. Specifically, replace albr-loops as follows. (6) is
transformed into:

for [k2 id2] in dom(I3namel):

for [k3 v2] in I3name{[k2 id2]}:
if [k1 idl1 k3|ids VInt(v1l,v2)] notin Rname:
Wname with:= [kl idl k3|ids VInt(vl,v2)];

We replace theshile loop similarly. Also, we replace each
[X Y] notin M with Y notin M{X}. Each addition to a map
M with:=[X Y] is replaced withV/{ X} with:=Y.

(iii) Test for membership before adding or deleting an ele-
ment to or from a set. Specifically, we replace each staterfient
with:=X withif X notin S : S with:=X.

Note that when removing an element from a workset, the mem-
bership test is unnecessary, since the element is retrfevedthe
workset. Also, when adding an element to a resultset, thebmem
ship test is unnecessary, since elements are moved fronotre ¢
sponding workset to the resultset one at a time, and eacteatem
put in the workset and thus in the resultset only once.

After the above transformations, each firing of an extended
Datalog rule involves a constant number of set operatioimeS
each set operation takes worst-case constant time in tlerajed
code, as described below, each firing takes worst-case aranst
time. The complete pseudocode for computing reductionuctos
efficiently is shown in figure 2.

Data structures We describe how to guarantee that each set op-
eration takes worst-case constant time. The operationsfaie
following kinds: set initializationS := {}, computing image set
M{X}, element retrievator X in S andwhile exists X in

S, membership tesk in S and X notin S, element additiort
with X, and element deletioS less X. Membership test and
computing image set are calladsociative access

A uniform method is used to represent all sets and maps, using
arrays for sets that have associative access, linked distefs that
are traversed by loops, and both arrays and linked listsdfisrtbat
have both operations.

Resultsets are represented by nested array structuresuléset
containing tuples withu components is represented using &n
level nested array structure. The first level is an arrayxadeyy
values in the domain of the first component of the resultbetkt
th element of the array is null if there is no tuple in the resatl
whose first component has valkgand otherwise isrue if a = 1,
and otherwise is recursively dn — 1)-level nested array structure
for the remaining components of tuples in the resultset wtiiost
component has value

Worksets corresponding to relations that occur in the aencl
sions of rules are represented by arrays and linked listh &ark-
set is represented the same way as the corresponding egsuitts
two additions. First, for each array we add a linked list agrihg
indices of non-null elements of the array. Second, to eadtetl
list we add a tail pointer, i.e., a pointer to the last elemeatthe
list can be used as a queue. One or more records are used to put
each array, linked list, and tail pointer together. Eachkset cor-
responding to a relation that does not occur in the conatusio
any rule, is represented simply as a nested queue structithe(t
the underlying arrays), one level for each component ofupées,
linking the elements (instead of array indices) directly.

Auxiliary maps are implemented as follows. Each auxiliagpm
for a relation that appears in an extended Datalog rule’slosion
uses a nested array structure for all components of thestapld
additionally linked lists for each non-anchor componemichEaux-
iliary map for a relation that does not appear in the conolusif
any rule uses a nested array structure for the anchor comtmne
and nested linked-lists for the non-anchor components.

3.3 Time complexity analysis

We analyze the time complexity of computing reduction ctesuwy
carefully bounding the number of facts actually used by ties:
For each rule we determine precisely the number of factsgsed
by it, avoiding where possible approximations that use tioelyoct
of the sizes of individual argument domains.



W := rcerts;

I3namel := {}; I3name2 := {};
TI4authl := {}; I4auth2 := {}; I5auth3 := {};
R := {};

while exists x in W:

case x of [nameCert k id s v]:
if [name k id s v] notin R:
W with := [name k id s v];

case x of [authCert k s d p v]:
if [auth k s d p v] notin R:
W with := [auth k s d p v];

case x of [name k1 idl k2| (id2]|ids) vi]:
W U:= {[name k1 idl k3|ids VInt(vi,v2)]

[k3 v2] in I3namel{[k2 id2]}

| [name k1 idl k3|ids VInt(v1,v2)] notin R};

I3name2 with:= [[k2 id2] [k1 idl ids vi1l];

case x of [name k2 id2 k3|NIL v2]:
W U:= {[name k1 idl k3|ids VInt(vil,v2)]

[k1 idl ids v1] in I3name2{[k2 id2]}

| [name k1 idl k3|ids VInt(v1,v2)] notin R};

W U:= {[auth k1 k3|ids d p VInt(vl,v2)]

[k1 ids d p v1] in I5auth3{[k2 id2]}

| [auth k1 k3|ids d p VInt(vl,v2)] notin R};

I3namel with:= [[k2 id2] [k3 v2]];

case x of [auth k1 k2|NIL TRUE pil vi]:
W U:= {[auth k1 k3|NIL d2 PInt(pl,p2) VInt(vi,v2)]

[k3 d2 p2 v2] in I4auth2{[k2]}

| [auth k1 k3|NIL 42 PInt(pl,p2) VInt(vl,v2)] notin R};

T4authl with:= [[k2] [k1 TRUE p1l vi]];

case x of [auth k2 k3|NIL 42 p2 v2]:
W U:= {[auth k1 k3|NIL d2 PInt(pl,p2) VInt(vi,v2)]

[k1 d1 p1l v1] in I4authi{[k2]}

| [auth k1 k3|NIL d2 PInt(pl,p2) VInt(vi,v2)] notin R};

T4auth2 with:= [[k2] [k3 d2 p2 v2]];

case x of [auth k1 k2| (id|ids) d p vi]:
W U:= {[auth k1 k3|ids d p VInt(vi,v2)]

[k3 v2] in I3namel{[k2 id]}

| [auth k1 k3|ids d p VInt(v1,v2)] notin R};

I5auth3 with:= [[k2 id] [k1 ids d p vi1l];

W less:=
R with:

X3
X5

Figure 2: Pseudocode for computing reduction closure.

We first define the size parameters used in the complexity anal
ysis. The number of facts of a relatianthat are given or can be
inferred is calledr’s size For a relation named, #r denotes the
size ofr. We use the following size parameters about inferred cer-
tificates:

e nameKey — number of name certificates that have keys as
subjects.

¢ nameKeyPerName — maximum number of name certificates,
that have keys as subject, for one name.

e namePerSubject — maximum number of name certificates
for one subject.

e authD — number of authorization certificates with a delegation
bit TRUE.

e authPerIssuer — maximum number of authorization certifi-
cates for one issuer.

e authPerIssuerD — maximum number of authorization cer-
tificates with delegation bit TRUE for one issuer.

e authPerSubject — maximum number of authorization cer-
tificates for one subject.

In addition, we us&ey for the total number of different keys in the
given certificates.

The time complexity for a set of Datalog rules is the total
number of combinations of hypotheses considered in evatpat
the rules. For each rule, the number of firings for the rule is: (i)
for rules with one hypothesis: the number of facts which nthiee
hypothesis true; (ii) for rules with two hypotheses: the bemof
combinations of facts that make the two hypotheses simediasly



true. The total time complexity is time for reading the inppius
the time for firing all rules.

The total time complexity for computing the reduction clo-
sure is time for reading the input, which @(#authCert +
#nameCert), plus the time for applying each of the rul&3nt (v1,
v2) is computed in constant timeInt (p1,p2) can be computed
in time O(p), wherep is maximum size of a permission argument
in the given authorization certificates. List operationgolaing |
can be performed in tim@&(1).

Time complexity of the rules used for name-reduction clesur
and inferring authorizations is as follows:

1. O(#nameCert)

2. O(#authCert)

3.O(min(#name X nameKeyPerName,
nameKey X namePerSubject))

4.0O(min(authD x authPerIssuer,
#auth X authPerIssuerD))

5.O(min(#auth X nameKeyPerName,
nameKey X authPerSubject))

The time complexity for the whole reduction closure is thmsu
of the time complexities for rules 1, 2, 3, 4, and 5. The sunnites
1 and 2 is the number of given certificates. The sum for rulBss3-
larger and decides the total time complexity.

To compare with previous results, suppose we eliminate the
permission and validity interval arguments, or considdy aer-
tificates with the given permission and validity intervad, ia [8,

17]. ThennameKeyPerName is the maximum number of keys a
single local name reduces to, andkisy in the worst case; and
authPerIssuerD is the maximum number of keys authorized by
one issuer with delegation bit TRUE, and is agaky in the
worst case. Thus, our precise complexity formulas for r@lésis
O((#name + #auth) x key) in the worst caset#name+#auth

is the total number of certificates inferred and, as noted T, [is
bounded byin xkey, wherein is the size of the input, i.e., the sum
of the sizes of the given certificates; note that the size artfie
cate might not be a constant because its subject may be alkey fo
lowed by a list of identifiers. Therefore, the time complgxi(in

x key?) from previous work [17] is an upper bound of our more
precise complexity analysis.

4. Specialized Policy Analysis Problems

This section discusses how to solve specialized certifexaddysis
problems and analyze their algorithm complexities. Thertigms
for computing reduction closure can be used to solve speedhl
analysis problems. However, these algorithms computeudttioa
rizations and all name-key correspondences, given a sertfic
cates. This may be unnecessary, since many policy analyais p
lems require computing only a few authorizations or resg\anly

a few names. Therefore, we use specialized extended Dataésy
for the specialized analysis problems; these specialiaks$ can
be used to generate an efficient algorithm for each analysis-p
lem, and infer only the authorizations and resolve only thmes
needed for that problem. Also, the original reduction ctesalgo-
rithm does not give a direct way of solving some importaniqyol
analysis problems, specifically when questions about nartiic
cates are asked, when sets of resources or keys are givere The
are algorithms for solving these problems in [17], but thesgiire
complex pushdown system structures that are not inherettieto
problems’ structure.

We first introduce extended Datalog rules to solve the proble
and then show a way to construct specialized rules from giviess,
by pushing the constants bound by the query into the rulesteTh
are automatic ways of generating on-demand rules sudhagsc

Set TransformatioffMST) [4, 26]. MST introduces demand rela-
tions corresponding to the query; and makes changes thiathien
facts being inferred to ones demanded by the query. We cloose t
push the constants in a naive manner despite the fact thany

do better than our technique for some problems; mainly tsau
MST is much more sophisticated, the order of hypothesesen th
original rules may significantly change the efficiency of tfans-
formed rules and moreover there is no reason (except thiingsu
complexity) to prefer an order to the other before starthgttans-
formation. By pushing constants into the rules, we obtaimpger
rules and precise complexities.

4.1 Policy analysis problems and complexity analysis in a
logic framework

We consider all the analysis problems studied in [17]. Adkgems
are solved with respect to a given set of certificates. In tiesr
we use the names “permissions” and “resources” interchiyga
in our context “permission” means an access to a resourd®uit
loss of generalization. In the construction of rules, wevéethe
unknown to the question as the last argument, and try to remai
consistent on the order of keys, permissions, etc. otherlike
relations are named as close to the real meaning of thear)atig.
canAccess(K,P) stands for the relation “a kei is authorized
for permissionP”. For each problem, we first give a set of rules,
followed by a Prolog-like query, that will return the reqtess
result.

Figure 3 shows all of the rules for the problems below. In the
rules,owner (o,p) denotes thab is an owner of permissiop, and
auth is as defined before. In the last four analysis problems, evher
some certificates are removethnAccess?2 is defined in a simi-
lar way ascanAccess in the first analysis, but uses authorizations
inferred using only the remaining certificates, i.e., usinguth2
relation computed as the reduction closure of the remaicéntifi-
cates.

We introduce the notation for the auxiliary values used ffer t
complexity analysis.

e authPerKey is the maximum number of authorizations that has
a specific key as a subject.

e ownersPerRes is the maximum number of owners for a single
resource.

e 1 is the maximum number of identifiers occurring in a name
that is the subject of a certificate.

e identifiers is the number of distinct identifiers occurring in
the certificates.

e len(N) for a nameN is the length of the nam#'.

Authorized Access 11s a principalK authorized to permissioR?
This is determined in tim@®(ownersPerRes X authPerKey).
Authorized Access 2:Given a permissiorP and nameN, is N
authorized taP?

Authorized Access 3:Given a permissionP, what names are
authorized to acced3?

These two questions are answered the same way as questien 1; t
preprocessing for adding the certificates for reductiosutle takes
linear time in the length of the nam¥® for question 2; and for
question 3 this procedure needs to assign a valid stringeuttid

fiers of at most length, which would take&ey x identifiers?,

but the key is not bounded either so insteachathPerKey as

a factor, we havetauth. Notice that this exponential behaviour
for the third question comes from the nature of the problem,
since the set of names authorized to accBssight be an infi-
nite set. So the precise complexities for question 2 and Beres



tively are: O(ownersPerRes X #authPerKey + len(N)) and

O(ownersPerRes X #auth + key X identifiersl).

Shared Access 1Given two permission$; and P, which prin-
cipals are authorized for both? A straightforward analysss as
above shows that the complexity for the solution to this faobis
O(key + #auth X ownersPerRes).

Shared Access 2Given two principalskK; and K, and a per-
mission P, is both K; and K> authorized forP? This question
is answered in a constant time factor of the answer to the Au-
thorized Access 1 question, so it takes tifiéownersPerRes x
authPerKey).

Shared Access 3Given two principalsk; and K»; and a finite set
of permissionsPs = {Px,..., P,}, what is the subset aPs that
K, and K> are authorized for? This question is answered using the
rule in Shared Access 2, by checking for all element®inbut the
permission is not bound faranAccess, so it take<D (n + #owner

X authPerKey) time.

Compromisation Assessment 1 (also called Expiration Vulrre
ability 1): What permissions from a finite set of permissidhs =
{P, ..., P,} would a given principaK lose authorization for, if a
subsetC” of the original certificate set’ were to be removed? This
question is answered usinganAccess without p being bound,
checked for each element ifis, so it takesO(n + #owner x
authPerKey) time (since#auth2, the number of authorizations
inferred not using””’ is less thar#auth, we can ignore that part).
Compromisation Assessment 2 (also called Expiration Vulrre
ability 2): What principals would have lost authorization for a per-
missionP if a subset”’ of the original certificate sef' were to be
removed? This question is answered using the rule in Authtioin
Access 1 without binding, by checking for all keys in the system,
soitis answered i) (key + ownersPerRes X #auth) time (since
#auth2, the number of authorizations inferred not usigis less
than#auth, we can ignore that part).

Universally Guarded Access 1:Must all authorizations for per-
mission P involve a certificate signed by princip&l ? We answer
the negation of this question for simplicity, in other woals rule
gives a “no” for a “yes” instance and vice versa. This quest®
answered using the rule in Authorization Access 1 withoatbi
ing k, by checking for all keys in the system, so it is answered in
O(key + ownersPerRes X #auth) time (sincetauth2, the num-
ber of authorizations inferred not using certificates sigbg K is
less thartauth, we can ignore that part).

Universally Guarded Access 2Must all authorizations that grant
a given principalK’ a finite set of permissionBs = {P1, ..., P,,}
involve a certificate signed bj? Again we answer the negation
of this question for simplicity. This question is answereihg the
rule in Authorization Access 1 without binding by checking for
all elements inPs, so it takesO(n + #owner x authPerKey)
time (sincetauth?2, the number of authorizations inferred not using
certificates signed by is less thantauth, we can ignore that
part).

4.2 Constructing specialized rules

We demonstrate how to push constants to create specialifes] r
on one of the analysis problems. Consider the rule set argligwy
for the problem Compromisation Assessment 2:

canAccess (k,p,t), —canAccess2(k,p,t)
—compromisedPrinciples(p,t,k)
Query :compromisedPrinciples(P,T, k).

Now since the permissio® and timeT is given when the
question is asked, we push them inside the relations on g ri
hand side, yielding:

canAccess(k,P,T), —canAccess2(k,P,T)
—compromisedPrinciples(P,T, k)

Now it is easy to observe that the conclusion expresses the
constants unnecessarily, since the hypotheses are akeauatg of
the values of them. So we can rewrite :

canAccess(k,P,T), —canAccess2(k,P,T)
—compromisedPrinciples_PT (k)

This new rule is theompromisedPrinciples rule specialized
to constants” andT'; it returns precisely what we are looking for,
the resulting keys. Notice that this push-and-specializéhod can
be applied iteratively in general, and it is particularlyngie in this
case since there is no recursion. In other words, in this plam
canAccess(k,P,T) can be rewritten aganAccess_PT(k) by
pushing the constants into hypotheses properly.

5. Experimental Results

To experimentally confirm our time complexity calculatipmge
generated an implementation of our algorithm for computieg
duction closure in Python. The generated implementatiosists

of 180 lines of Python code. We analyzed sets of certificates o
varying sizes, to determine how the running times of theritlyms
scale with the number of given certificates. For each ceatiiset,
we report the CPU time for the analysis, using Python 2.3.50n
1.73 GHz Pentium M processor, with 366 MHz 448 MB RAM,
running Windows XP. Reported times are averaged over 18.tria
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Figure 4: Time to infer all name certificates only.
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Figure 5: Time to infer authorization certificates after reacertifi-
cates have been inferred.

For the experiments we first infer all name facts using rules 1
and 3, and then infer the authorizations by rules 2,4 and & Th



Authorized Access 1:

owner (o,p), auth(o,k|NIL,d,ps,v), p in ps, t in v — canAccess(k,p,t).

Query:canAccess(X,P,T).

Authorized Access 2:

Suppose the asked given namdéis- K I; I .. In, add new name certificates:
(K, I1,K1|NIL, V), (K1, I2,K2|NIL,V),...(Kn—1, In,Kn|NIL, V), where eacl; is a fresh keyy is a validity interval satisfied at

the current timeg.
Query:canAccess(Kn,P,T).

Authorized Access 3:

For all keys and identifiers, construct all possible nametuapdentifiers, and add new name certificates corresponding

to these names as shown above.
Query:canAccess(k,P,T).

Shared Access 1:

canAccess(k,pl,t), canAccess(k,p2,t) — sharingPrinciple(pl,p2,t,k).

Query :sharingPrinciple(P1,P2,T, k).

Shared Access 2:

canAccess(kl,p,t), canAccess(k2,p,t) — sharingResource(kl,k2,p,t).

Query :sharingResource (K1,K2,P,T).

Shared Access 3:

p in ps, sharingResource(kl,k2,p,t) — sharingResources(kl,k2,ps,t,p).

Query :sharingResources (K1,kK2,{P1,P2,...,Pn},T,p).

Compromisation Assessment 1:

p in ps, canAccess(k,p,t), —canAccess2(k,p,t) — compromisedResource(k,ps,t,p).

Query :compromisedResource (K, {P1,P2,..,Pn},T,p).

Compromisation Assessment 2:

canAccess(k,p,t), —canAccess2(k,p,t) — compromisedPrinciple(p,t,k).

Query :compromisedPrinciple(P,T,k) .

Universally Guarded Access 1:

canAccess(kl,p,t), canAccess2(kl,p,t) — needNotInvolve(p,t).

Query :needNotInvolve(P,T).

Universally Guarded Access 2:

p in ps, canAccess(k,p,t), canAccess2(k,p,t) — needNotInvolveMultiple(k,ps,t).

Query :needNotInvolveMultiple (K,{P1,P2,..,Pn},T).

Figure 3: Rules and queries for solving policy analysis fots.

does not affect the resulting facts and was just done fortinegse

of having separate experiments for the two parts of the dlgor

so that the effect of changing certain parameters can be A&sm

the data was generated in such a way that the number of given an
inferred certificates are of the same order.

Figure 4 shows the running times for inferring all name cer-
tificates. Two series of sets of certificates were used. I bot
series the number of certificates increases, however in tse fi
onenameKeyPerName remains constant. In the second test series
nameKeyPerName increases as the number of given certificates in-
crease, and both of these parameters increase at the sameheat
results show that CPU time for inferring all name certifisatelin-
ear in the number of given name certificateqdfhieKeyPerName
is a constant. Figure 5 shows the running times for inferaithgu-
thorization certificates, once name certificates have hefenred.
Three series of sets of certificates were used. In all threesse
the number of given certificates increases, however in thedire
authPerIssuer and nameKeyPerName remain constant. In the

second test series onuthPerIssuer remains constant, while
nameKeyPerName increases as the number of given certificates in-
creases, and both of these parameters increase at the sania ra
the third series botlauthPerIssuer and nameKeyPerName in-
crease along with the number of given certificates and atahees
rate as the number of given certificates. The results shanCiRb
time for inferring all authorization certificates is lindarthe num-
ber of given certificates, KuthPerIssuer andnameKeyPerName

are kept constant; CPU time grows faster if oalythPerIssuer
remains constant. These experimental results confirm owe ti
complexity analysis results. In all experiments the seamace
increases along with the number of given certificates, sbttiea
test results are not influenced by a disproportionately lsseakrch
space. The data was generated so that the ratio of the nurhber o
keys to the number of given certificates remains the same.



6. Related Work and Conclusion

Surveys of trust management are presented in [11, 5, 19]t Li e
al [22] define security analysis problems for trust managgme
systems and analyze their complexity.

SDSI was proposed by Rivest and Lampson [27], as a public-

type system [15]. The algorithm is also extended with infatire
error reporting to facilitate error detection and correcs.
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