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Abstract. We propose a way to increase the usability of password authertication systems by com-
pensating for transposition and substitution errors. We sh ow how to correct for these errors with low
false positive rates (i.e., low probability that an arbitra ry string will be accepted as the password for
authentication). Thus our techniques increase usability w ith provably little loss of security.

In particular, we propose applying a single password-corrective hash function to each entered password
attempt. The key property of the hash function is that two str ings di ering by a single data entry error
be likely to be hashed to the same key, while more substantially di ering strings are hashed to di erent
keys.

We develop precise analytical formulae for the precision/r ecall tradeo s for a variety of corrective hash
functions. We evaluate these methods at parameter values reecting common classes of keys/passwords.
Finally, we evaluate these schemes using a popular crack-Ist (dictionary) of 680,000 common words.
We show that we can correct for all user transposition errors while reducing the computationa | cost of
a crack attack by only 13%.

1 Introduction

The design of any password authentication system requires &radeo between security and usability. For
example, mandating longer passwords in a system improves @erity while complicating the user's ability to
remember passwords and enter them correctly.

The data entry problem is by no means trivial. Empirical studies of typing accuracy [1{3] suggest that
typists make data-entry errors roughly once every 30 keystokes on typical English text. Assuming ten-
character passwords, this implies that roughly one out of eery three login attempts by legitimate users
fail due to data entry errors. Indeed, typing error rates are presumably even higher on the cryptic, case-
sensitive, punctuation-intensive strings recommended fo high-security passwords. An inspiration for this
paper was the painful memory of repeatedly typing a 128-bit vireless encryption WEP key (consisting of
26 hexadecimal-characters) until achieving the required prfect delity. Finally, users juggling passwords for
several di erent systems can easily confuse typing errors ith recalling the wrong password [4]. Subsequent
cycling through passwords on other systems may may result inisers getting locked out, with a subsequent
need for a password reset.

In this paper, we propose a way to increase the usability of pssword authentication systems by correcting
for two common classes of data entry errors, namely transpdtion and substitution errors. Transpositions
and substitutions can arise from physical input errors or fom partial password recall. We show how to
identify and correct for these errors with low false positive rates (i.e., low probability that an arbitrary string
will be accepted as the password for authentication). Thus ar techniques increase usability with provably
little loss of security. Indeed, they may arguably evenincrease security in practice, because users bene ting
from our correcting schemes will be more inclined to choosetreong passwords, and not resort to insecure
practices such as writing down a password.

Some naive approaches to this problem suggest themselveshd@ rst would involve explicitly comparing an
entered string to the password on le to check for equivalene modulo single transpositions or substitutions.



However, this requires that the password le be stored as plan-text instead of being encrypted, which is
clearly a bad idea for security. The second approach invoh&automatic repeated login attempts using explicit
transformations of the entered string. Indeed, SAMBA appeas to employ such a method to relax sensitivity
to password case and character order [5]. However, such metts quickly get expensive, as there ara 1
possible transpositions andnm possible substitutions on ann-character password de ned on an alphabet of
sizem. Finally, one might generate all variants of a password, andhen store these encrypted. A login would
then check each possibility. Not only would this increase tle size of the password le, but it may also make
malicious decrypting easier if it is known that a set of encnpted keys di er by only a transposition.

Instead, we propose a simple technique of applying a singlpassword-correctivehash function to each
entered password attempt. That is, this hash function is appied to the entered password, and the resulting
key is then encrypted and stored. The important property required of the hash function is that two strings
di ering by a single data entry error (i.e. one transposition or substitution) be likely to be hashed to the
same key, while more substantially di ering strings are hased to di erent keys.

In this paper, we study the e ciency of a variety of hash functions in correcting single transposition
and substitution errors. We rigorously analyze the recall / false positive rate tradeo s for each class of hash
functions to determine the most appropriate choice for comnon password applications. In particular:

{ We develop precise analytical formulae for the precision/ecall tradeo s for correcting transposition errors
using sorting-network and block-sorting hash functions. These functions contain parameters trading o
security for usability; tradeo s which are made explicit th rough our analysis.

{ We do the same for two classes of alphabet-weakening hash fetions, which correct for substitution
errors. These alphabet-weakening schemes can be composeithwhe permutation-based functions de-
scribed above, yielding a function which can simultaneous! correct for transposition and substitution
errors.

{ We prove the curious property that the limiting case of both of our permutation-based methods (character
sorting) has the highest precision among all perfect-rechimethods for correcting transposition errors.

{ The explicit precision / recall performance of these method is very sensitive to the length and alphabet
size of the associated keys. Therefore, we evaluate thesatteo s at parameter values re ecting common
classes of keys/passwords (including system passwords,csal security numbers, WEP passwords, and
credit card numbers) to identify the most desirable hash furctions and parameters for each.

{ Finally, we evaluate these schemes using a popular cracksti (dictionary) of 680,000 common words. We
show that we can correct forall user transposition errors while reducing the computationa cost of a
crack attack by only 13%.

This paper is organized as follows. Previous work on passwdrsystem usability and corrective hashing
techniques is reviewed in Section 1.1. We introduce the notin of password-corrective hashing in Section
2. The next two sections present our analysis of hashing teafiques against transposition and substitution
errors, respectively. Finally, Section 5 details our expeiments using standard crack-lists.

1.1 Previous Work

The importance of user interaction in password authenticaton is well known. Basic facts about human
memory are in con ict with most password policies. Sasse anddams [6] stress human factors in developing
security. Sasse, Brosto and Weirich [4] note usability prablems with password authentication, such as the
number of passwords a user must remember, strict password fioies, varying systems, and memory demands.
Their studies found that users rarely completely forget a pasword. Instead, users often partially recall a
password or recall the wrong password (typically from anotter system the user is enrolled in). They note
that the user cannot know which of these two reasons apply afir a failed authentication attempt.

There have been many human factor studies of data entry methds. Grudin [1] investigated error rates by
typists, discovering that novice typists (20 wpm) had per-character error rates of about 32%, while experts
(60-90 wpm) had error rates of 04% 1:9%. Mackenzie [2] sought to partition these errors by type, dentifying
per-character substitution error rates of 0.962%, insertbn error rates of 0.218% and deletion rates of 1.045%.



Peterson [3] found that transpositions represented betwae 2:6% and 131% of all data-entry errors, while
substitutions accounted for between 280% and 400% of all errors.

There has been some previous work in developing password m@ry schemes that tolerates errors.
Frykholm and Juels [7] require users to supplies answers togysonal questions for authentication, but the
answers are not required to be entirely correct. Spector andsinzberg [8] propose a pass-phrase scheme that
matches phrase semantics, and is exible on syntax and actuavords used.

Cranor and Gar nkel [9] suggest system require more than 1& di erent potential passwords e ective
security. While most systems in theory allow this many, uses restricting themselves to dictionary words
use only about 1¢ dierent password keys. Our methods do reduce the theoretial number of potential
passwords for a system; however for added security, passwbtength can be made longer. The convenience
o ered by our system should make longer passwords less of a khlen.

2 Password Correction Hashing

In general, it is logical to assume that a minor di erence beiveen an entered password and the version on
le still represents an authorized attempt to access an accant. We will evaluate di erent hashing schemes to
withstand substitution and transposition errors. These shemes transform an input string into a generalized
representation; typically similar size to the original string. We will evaluate how these generalized represen-
tations correctly x transposition and substitution error s (recall) vs. how often they induce random strings
to collide (false positive rate).

2.1 Preliminaries and Notation

A transposition error is one in which two consecutive charaters of a password are switched. If the password is
C1C2 :::Cy, then a transpositionisciCy @1 G+1 G 1 ::Cq. A substitution is when any single character is replaced
by another. Thus forany b2 |, cic:::¢ 1bG+1 :icy.

In dealing with the password correcting systems, it is necesary to distinguish the types of errors the
system makes. A system that makes the error of not allowing athorized access is preferable to one that
allows unauthorized access.

We denote a pair of di erent strings which are considered eqivalent to be real positive. For equivalence
under transposition, the pair \12345" and \12435" represert a real positive. Similarly, \12345" and \67890"
are a real negative, since they are not equivalent. Therue positives are the real positives that the hashing
scheme correctly hashes to the same representative stringhe false positives are the real negatives that the
scheme incorrectly hashes to the same representative stign The de nition is symmetric for true negatives
and false positives.

We have the following relationship

true positives + false negatives = real positives (1)
true negatives + false positives = real negatives (2)

We will survey hash schemes on strings of lengtim over an alphabet of sizem. Recall is de ned as
recall = true positives=(real positives)

that is it is the fraction of positives the scheme correctly identi es as positive. Higher recall means easier
access to the system, whereas lower recall is less exible dhe errors in the password. TheFalse Positive
Rate is de ned as,

False positive rate = false positives(real negatives)

i.e. the frequency an unauthorized access (negative) is icrectly called a positive. The lower this value, the
more secure a system is.



3 Correcting Transpositions

In analyzing transposition errors, we note that the number o di erent positives and negatives depends on
n and m. Let Pyans [N;m] be the number of transposition positives, andNyans [n; m] be the number of
negatives. The positives are counted as follows. Choose amgp the n 1 possible spots for a transposition.
Then choose among than characters for then 2 spots not in the transposition. Finally we must choose
from the m characters, 2 di erent characters that are in the transpostion spot. We must choose di erent
characters, since choosing the same character results in aanhsposition that gives back the original string.
Thus

n2 M

Prans [m;m]=(n 1)m 5 ®3)
Since there arem” di erent strings,
mn
Puans [N;M]+ Nyans [N;m] = 2
and thus
m" m 1
Nians [om] =, Prans [n;m] = (m"=2)(m" 1) (0 1)——) 4

3.1 Character Sorting

Sorting is a natural choice for trying to eliminate transposition errors, since sorting will tend to impose its
own order on a string. Sorting the input sequence renders theriginal order inconsequential, so character
distribution is the only distinguishing feature of a sequerce. Thus all transpositions will be caught and hence

recallson =1 ®)

To count the false positives associated with character soihg, we rst count the true positives plus false
positives. Any pair of strings with the same character distribution will be hashed together to a true or false
positive. So we count pairs of strings with the same charactedistribution:

n

X o 1
tPsort + P sort = 12 " = E(
ki O ki

n
m" 6
ST ) ©)
Since we know the recall and total positives (from the previais section), we can use the formula for recall
to solve for true positives. We then subtract this from the above result to get false positives, and divide by
negatives to get
X=m" 1 n(m 1 X n 2
fp-rategy, = ( )'X = (7

mh 1 n(m 1) ° e o ki::ikm

In fact, character sorting o ers the highest precision way d correcting all single transposition errors:

Theorem 1. Character sorting has perfect recall for single transposibns, and has the lowest false positives
of any method that does so.

Proof. Character sorting must have perfect recall, since any two gtngs di ering by a single transposition
must have the same character set. Now consider another metldobM which also has perfect recall but fewer
false positives. There must be two stringsS and T that are a false positive under character sorting, but not
in the new method. S and T are hashed together under character sorting, so they have #h same character
set. Thus there is a sequence of string$;s;;sy;:::s;; T where each consecutive strings dier by a single
transposition. SinceS and T are not hashed together undemM , there must exist consecutive stringss;; Sj+1
in the sequence that are not hashed together undeM . Sinces; and s;.+1 di er by a single transposition, this
contradicts the assumption that M had perfect recall. Therefore character sorting has the baégerformance
of any perfect recall method.



3.2 Even-Odd Transposition Sorting Networks: Single Stage

We now consider weakening (hashing) a string by sending it though k stages of an even-odd sorting net-
work [10]. A sorting network is a computation graph. In an odd/even sorting network, at each stage adjacent
entries can be swapped or left alone. Even pairs may be swapg@en the even stages, and odd pairs in the
odd stages. We assume the rst stage is an even stage. The folling example illustrates a string as it is
transformed through each stage of the network:

14572463 14572434 14527348 14253744 ! 12344567

We rst consider the case of a single stage sorting network. Ker the rst stage of an odd-even network,
all even transpositions will be corrected, but odd transpogions will remain, so

even transpositions

recall = — 8

1 st29e = iotal transpositions ®
bn=2c

- =2 1= ©)

To calculate the false positives (fp) and the fp-rate, we rst calculate the sum of false positives and true
positives and then subtract the true positives (tp = recall positives). To determine tp + fp, we consider a
string with k possible even transposition locations (i.en k characters are repeats, so no real transposition
is possible). There are b”izc ways to choose thek transposition locations; mP"™=2¢ k ways to choose the

characters for the repeated character transposition locdbns; K ways to choose the characters for thek

transposition locations; and nally 2% ways to order the characters involved in the transposition bcations.
Each of these 2 strings di ers only in even transpositions, so all will get hashed together giving 22 colliding
pairs. Summing overk gives

K2 =2 « * 1
D1 soge 1 sage = s T meee K 2 Imdeom g w2 ()

Then we solve for false positives.

fpl stage = (tp 1 stage + fp 1 stage) tpl stage (11)
1 n - - 1 -
- émdn-Ze((zm 1)bn-2c r.nbn—2c b n=2c(mm )mbn—2c (12)

Finally,

(2 1=m)P=2c 1 b n=2¢(2-1)
mr1 (n 1)(m-1)

m "(2"=2¢ 1 n) (14)

fp'ratel stage = fp 1 stage :N[n’m] = (13)

3.3 2-stage Sorting Networks

By adding an extra stage of sorting some odd transposition eors will now be caught, depending on whether
the rst stage moved the characters involved in the transpostion. Consider the string fragment abcd The
odd transposition (acbd will be corrected in the second step whera b;c d. This gives m:{z corrected
transposition errors from %m3(m 1) possible transposition errors. Odd length strings have a extra odd



m+1

transposition, not surrounded by 4 characters, only 3, as inabc In this case, there are ™, transpositions
that get corrected from %mz(m 1) possible errors.
(dn=2e 1) ™;? mat 1
recall = (bn=2c+ +[nod 15
psiage = ( R A T e Y o ? (15)
(1:12)+(11=12xfrzéf) (16)

Where [nodd] evaluates to 1 if n is odd, and O otherwise. We do not have analytical results forthe false
positive rate of 2-stage sorting, so we instead ran simulatins to get results. See Section 3.5 for these results.

3.4 Block Sorting Methods

With block sorting, we divide the string into xed-size bloc ks, and completely sort each block. The following
example illustrates the transformation for blocks of size 4

173§5901987435091237! 137§0159478903591237

The only transposition errors not matched by such a scheme ar those that occur across block boundaries.
We rst consider the case of 2 blocks. The string is broken upiito a block of sizen; and one of size
n ng, typically n; = n=2. Only a transposition that crosses over the block boundarywill not be caught, so

recall pock = (N 2)=(n 1)

regardless of the block sizes. Now consider true positive€onsider the true positives that result from a single
transposition spot. We can choose among alin characters for every digit, except the transposition digits
must be dierent. Thus the m" *(m 1) term. There are (n  2) transposition spots (since we cant match
across the blocks). Finally, each match is counted twice, save divide by 2.

Py pock = (1=2)m" *(m 1)(n 2

Let fptp cg(k) be the true positives plus false positives for complete sding a string of length k. We get
the fp-rate by using the results from complete sorting. Sine within a block, the contents are completely
sorted, we have

02 bock = PP cs(N1)  fptpeg(n  Nn1) (7)

We can generalize for an arbitrary number ofk blocks. The only transpositions not found are still ones
occurring across block boundaries, so

recallk pocks =(n  K)=(n 1)

We again get the fp-rate by using results from complete sortig.

Y
Pk blocks = fptp cs(n;) (18)
j=0

3.5 Evaluation

In this section, we evaluate these transposition correctio methods on a variety of alphabet sizes and string
length pairs corresponding to important classes of passwds/keys. In particular, we consider:

{ System Passwordg Typical online account passwords. We consider three caseshe full English alphabet
with case, digits, underscore and period ifh = 64), a smaller case-independent alphabet of size 32, and
binary passwords on typical lengths.



{ WEP Keys { Wireless encryption (WEP) keys. We consider hexadecimal V\EP keys for 64 and 128-bit
WEP (n = 10;26, m = 16).

Social Security Numbers{ Nine digit identi cation numbers, ( n =9, m = 10).

Credit Cards { Credit cards numbers comprise 16 digit numbers, soif = 16, m = 10).

Proper Names{ The rst/last names of people average about seven charactes on the case-insensitive
English alphabet, so f =7, m = 26).

latn X ate Nate

Table 1 compares the performance ok-stage sorting networks, andk block sorting for correcting transposi-
tion errors. Most of Ilge results were calculated exactly ugig formulas 1 - 18, but some were approximated.

The X summation, . kl._r_‘k , that appeared in the character sorting analysis was compudtionally
evaluated for the di erent applicatlons, except for the cases (m = 64,n = 8) and (m = 16,n = 26), for which

it was approximated. The maximum of the ””r:‘ 1 terms in the summation is (r=ramm dn:n;”e!(n )
Thus

m+n 1 _
(n!:bn:mc!mdn:me!(n b n=m cm))z

X (19)

For the two-stage sorting network, the false positive rate 5 estimated by taking random samples and
doing a 2-stage sorting network, and then doing a reverse 2t:age sorting network on the result to determine
the set of starting strings that could have generated the realt code. This gives us the ratio of false positives
to true positives, which is then used to calculate the false psitive rate.

We see for most schemes, good recall is achieved at reasonaldw false positive rates. High recall and
low false positive rate will ensure that the added convenieoe of a system does not come with a loss of
security. The 2-Block scheme o ers the best balance between high rdcahd low false positive rates, and is
recommended. It should be noted that these schemes do become risky on smadliphabets, as the row for
m = 2 indicates. Fortunately secure systems use large alphaliesizes, so this will not be a problem.

Algorithm
Application 1-Stage 2-Stage Complete 2-Block 3-Block
n m Rec fp-rate |Rec fp-rate |Rec fp-rate |Rec fp-rate |Rec fp-rate
Passwords
8 64 0.571 3.75e-14 (0.609 3.92e-13 |1 2.17e-10|0.857 6.37e-13 |0.714 2.07e-14
10 32 0.556 2.11e-14 |0.596 3.64e-13 |1 8.20e-11|0.889 4.23e-12 (0.778 1.03e-13
20 2 0.526 4.93e-5 [0.645 0.0110 |1 0.125 0.947 0.0146 [0.894 0.002135
WEP Key
10 16 0.556 1.97e-11 |0.600 3.30e-10 |1 7.67e-7 |0.889 3.08e-9 (0.778 8.48e-11
26 16 0.520 2.67e-28 |0.568 3.57e-28 |1  2.39e-5 |0.960 5.96e-15 [0.920 2.58e-18
SSNs
9 10 0.500 8.43e-10 |0.587 1.60e-7 |1  5.48e-5 |0.875 5.93e-7 |0.750 1.77e-8
Credit Cards
16 10 0.533 1.62e-14 |0.585 1.45e-12 |1  4.12e-6 |0.933 4.30e-9 |0.867 4.06e-11
Names
7 26 0.500 1.75e-11 |0.598 5.96e-9 |1  4.15e-7 |0.833 6.43e-9 |0.667 1.34e-10

Table 1. Recall and False Positive Rate for correcting transpositio n errors for common password/key lengths

4 Correcting Substitution Errors

Another common class of entry errors is substitution errors where one character gets replaced by another
character. We now consider two classes of hash functions thaveaken the alphabet by making distinct
characters the same. Such schemes can overcome substituti@rrors, i.e. two strings should be hashed
together if they di er by only a single substitution. For sub stitutions, we have

Pl Mlaps = Zm"n(m 1) (20)

7



n

S Pims = sm'(m" 1 n(m 1) 1)

N [n; M]sups =

4.1 High-Low Weakening

In this scheme, we partition characters in the alphabet as being either high or low. This reduces the input
key to a binary string. For example, considering the digits 0 4 as low (I') and 5 9 as high ('h") transforms:

17385901987435091237 Ihlhhhllhhhllhihllih

A substitution error is found whenever the substituted characters map to the same symbol. Lek be the
size of the low set (and thusm k the size of the high set). The true positives follows since thre aren
character positions to perform a substitution, the other n 1 characters can be anything.

k m k
tPhigh 1w = NM" X 5 ¥ 5 ) (22)

We divide this by the number of positives to get

recalligh 1ow = Kk 1)+r(nn(1m I()1()m < (23)

To determine the false positives, we rst calculate tp+fp. We sum overj wherej is the number of characters
in the string belonging to the low set.

X ki(m k)N n 1
Phigh tow P high tow = ( 5 ) j = 5((2k2+ m?  2mk)" m") (24)
j=0

We then subtract the true positives and divide by negatives b get the false positive rate.

4.2 Weak Set Methods

In this scheme, a set ofk "weak' characters get replaced by a single character, whiléhe other characters
remain the same. For example, de ning the weak set as consistg of all non-alphabetic characters and
replacing them with the weak symbol ('.") yields the transformation

L1saS!mpsOn! L:saS:mps:n

This leaves an alphabet of sizen  k + 1. Only substitutions among these k characters are found, so

recallyeak set = % (25)
We get the false positives by rst calculating fp + tp.
Puca sec +Pucat s = “ wi?:%mkww m" (26)
j=0
Solving for fp-rate gets
T L T R L



Algorithm

Application High-Low Weak Set

n m Rec fp-rate | Rec fp-rate
Passwords

8 64 0.492 0.00391 |0.246 1.95e-5
10 32 0.484 9.77e-4 10,242 1.75e-6
WEP Key

10 16 0.467 9.77e-4 |10.233 3.10e-6
26 16 0.467 1.49e-8 |0.233 4.75e-15
SSNs

9 10 0.444 0.00195 |0.222 1.97e-5
Credit Cards

16 10 0.444 1.53e-5 |0.222 4.30e-9
Names

7 26 0.480 0.00781 |0.240 1.03e-4

Table 2. Recall and False Positive Rate for correcting substitution errors on common password/key lengths.

Algorithm
Application k=4 k=m/8 k=m/4 k=m/2
n m Rec fp-rate | Rec fp-rate | Rec fp-rate | Rec fp-rate
Passwords
8 64 0.003 5.17e-15 [0.014 5.14e-13 |0.060 9.20e-10 |0.246 1.95e-5
10 32 0.012 1.72e-14 |0.012 1.72e-14 |0.056 2.20e-11|0.242 1.75e-6
WEP Key
10 16 0.050 2.37e-10 [0.008 9.07e-13 |0.050 2.37e-10 |0.233 3.10e-6
26 16 0.050 1.03e-25 |[0.008 8.44e-31 |0.050 1.03e-25 |0.233 4.75e-15
SSNs
9 10 0.133 1.95e-6 - - 0.022 2.36e-9 |0.222 1.97e-5
Credit Cards
16 10 0.133 3.0le-11| - - 0.022 1.43e-15 |0.222 4.30e-9
Names
7 26 0.018 1.25e-9 [0.009 2.07e-10 |0.046 2.56e-8 |0.240 1.03e-4

Table 3. Weak Set performance in correcting substitution errors for di erent weak set sizes.

4.3 Evaluation

Tables 2 and 3 present our results for correcting single suligution errors using alphabet weakening. Table 2
shows High-Low weakening results for equal-sized high anaW sets; and "Weak set' weakening for a weak
set size ofm=2. Table 3 gives the tradeo s for "Weak Set' weakening as we @nge the size of the weak set.
Since an alphabet of size 2 cannot be further weakened, apphtions with m = 2 are not shown.

Our results show a clear recall / false positive rate tradeo; and the false positive rates are more prob-
lematic than we obtained for transposition error correction in Table 1. The weak set results of Table 3 has
more acceptable false positive rates, but very little recdlgain. The gures below show the performance for
varying the k parameter (the size of the weakened sets).

We see that substitution errors appear more di cult to corre ct than transposition errors. The loss of
information of the type of character makes any scheme capabl of high recall also have high false positive
rates.

5 Resistance to Crack-list Attacks

Users usually choose passwords from a much smaller key spaban that o ered by the system. One failing
of our analytical results is that we assumed a uniform distrbution of passwords over the space of possible
keys. Also, we assumed that all keys are the same length, whids not true in many domains.

To get a more complete sense of the performance of correcti@themes, we tested on them a crack list of
dictionary words and common names. We used the lists from ftg/ftp.cerias.purdue.edu/pub/dict/dictionaries,
which includes dictionaries in English, German, Italian, Svedish, Norwegian, and Dutch; as well as lists of
common names, organizations, abbreviations, popular moei and TV names, common slang, Internet words,



Block Sorting Sorting Network

Blocks |Recall [Unique Codes |False Pos. Rate [[Stages|Recall [Unique Codes |False Pos. Rate
1 1 593347 1.42e-06 Inf 1 593347 1.42e-06
2 0.89 656475 4.79e-07 9 0.93 596026 1.41e-06
3 0.79 670265 3.16e-07 8 0.89 600209 1.39e-06
4 0.68 676146 2.68e-07 7 0.85 607036 1.33e-06
5 0.57 678491 2.51e-07 6 0.80 618944 1.21e-06
6 0.47 679395 2.42e-07 5 0.75 632101 1.03e-06
7 0.38 679737 2.39e-07 4 0.70 648115 7.61e-07
8 0.30 679873 2.38e-07 3 0.66 658338 5.74e-07
9 0.24 679932 2.37e-07 2 0.60 668050 3.80e-07
10 0.18 679972 2.36e-07 1 0.55 672544 3.17e-07
Inf 0 680000 0 0 0 680000 0

Table 4. Performance of Transposition Correcting Methods on Dictio nary Data.

famous people, and a few other popular terms that appear in psswords. Combined, these lists had 680,000
unique terms.

Table 4 shows the ability of block sorting and sorting networks to correct transpositions on the crack lists.
We see that in the case of a complete sort, the number of uniqukeys is now only 593,347. That is, a cracker
whose initial crack-list of 680,000 words could now get by vth a list of 593,347 words; this is about 13%
shorter. This is not much to pay for eliminating all transposition errors. For more extreme security, 5-block
sorting still has over 50% recall, yet allows a reduction of aly 1509 names o the crack list, or 0.22%. The
performance of sorting networks is not quite as good, thougtstill reasonably e ective. Figure 1 illustrates
the false positive-recall tradeo s of the two methods.
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Fig.1. False Positive-Recall Tradeo s for Transposition (I) and S ubstitution (r) Methods
References

1. Grudin, J.: Non-hierarchic speci cation of components i n transcription typewriting. Acta Psychologica 54 (1983)
249{262

2. MacKenzie, I., Soukore ., R.: A character-level error an alysis technique for evaluating text entry methods.
proceedings of the second nordic conference on human-comper interaction. Nordic Conference on Human-
Computer Interaction (2002) 241{244

10



Peterson, J.L.: A note on undetected typing errors. Commu nications of the ACM 29(7) (July 1986)

Sasse, M.A., Brosto, S., Weirich, D.: Transforming the w eakest link ? a human/computer interaction approach
to usable and e ective security. British Telecom Technolog y Journal 19(3) (2001) 122{131

T's, J., Eckstein, R., Collier-Brown, D.: Using Samba. O' Reilly Media (2003)

Adams, A., Sasse, M.: Users are not the enemy. Commun. ACM 42(12) (1999) 40{46

Frykholm, N., Juels, A.: Error-tolerant password recove ry. In: CCS '01: Proceedings of the 8th ACM conference
on Computer and Communications Security, New York, NY, USA, ACM Press (2001) 1{9

Spector, Y., Ginzberg, J.: Pass-sentence? a new approachto computer code. Comput. Secur. 13(2) (1994)
145{160

Cranor, L.F., Gar nkel, S.: Security and Usability. O'Re illy, Sebastopol, CA (2005)

. Knuth, D.E.: The Art of Computer Programming. Volume 3. A ddison-Wesley Publishing Company, Reading,

MA (1973)

11



