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MAC vs. DAC

(10 points) Access control systems fall into two categories: discretionary and mandatory. In a
discretionary access control system, permissions on objects are entirely under the control of the
system’s users. In a mandatory access control system, the system places limits on the permissions
users can giver certain objects. Does the UNIX file permission system implement a discretionary
or mandatory access control system? How about Bell-Lapadula? Access Control Matrices?

Would you use discretionary or mandatory access control for:

• A file storage server in a small business

• A hospital patient record system

• A military intelligence system



CCured

(10 points) CCured was designed to prevent memory corruption via buffer overflows. Recall that
it ensures that the program is type-safe at runtime, including that it cannot accidentally confuse
an int and a pointer. Does CCured stop format-string attacks? Why or why not?



Mimicry Attacks

(10 points) Consider the following intrusion detection system model:
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The program starts in state 1. You discover a buffer overflow that enables you to take control of
the application when it is in state 6. After taking control of the application, your injected code
can perform any sequence of system calls. Give a sequence of system calls, with arguments, that
changes to user-id 0 and then writes to /etc/shadow without being detected by the intrusion de-
tection system. Note that the IDS does not monitor arguments to system calls, so you can choose
the arguments to the system calls as you see fit. The system calls take the following arguments:

void * mmap(void *start, int length, int prot , int flags, int fd, int offset);

int ioctl(int d, int request, ...);

int setuid(int uid);

int close(int fd);

int read(int fd, void *buf, int count);

int write(int fd, const void *buf, int count);

int open(const char *pathname, int flags);



Address-Space Randomization

(10 points) As we saw in class, an attacker can often defeat address-space randomization by guessing
the randomized layout of the program he is attacking. Since he only needs to try about 216 different
layouts, this is a realistic attack. We can strengthen address-space randomization by running the
program twice with different randomizations. Every time the two copies make a system call, we
verify that they make the exact same system call with the exact same arguments. We then return
the same answer to each copy and let them continue. A memory-corruption attack is unlikely to
succeed against both copies simultaneously.

• (5 points) If an adversary could break into one copy of the program with success probability
2−16, what is the probability he will simultaneously break into the two copies of the program
in our new system?

• (5 points) Give two advantages and two disadvantages of this scheme.



I/O Data Oblivious IDS

(10 points) Consider a very powerful Intrusion Detection System that knows exactly the sequence
of system calls the application will make, and knows all the arguments to those system calls, except
the data the application writes to files and the network. So, for example, the IDS will know which
files the application will open, but it doesn’t know what the application will write to those files.
Similarly, the IDS knows which network connections the application will make, but it doesn’t know
what data the application will transmit over those connections. List 5 security goals an attacker
may still be able to violate while evading this powerful IDS. For example, an attacker could cause
an e-commerce web server to send him the credit card numbers of other clients, because this would
not require changing the system calls made by the web server, only the content of the data it sends
to the attacker over the network.


