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Proof Carrying Code

○ Pre condition is met

○ then we execute the program

○ then we want to verify that some post conditions is valid after the run

- Verification Condition Generation
Example

Int A[10];

Int getA(int x)

x=-x;

Return A[x];

If(x<0)

{

}

If(x<-10 || x>10) abort();

x=-x

[x<0] [x>0]

0<x<10
0<-x<10

T=A[x]

Return t

Defination - the weakest precondition of a statement S w.r.t. a predicate 

P is weaked statement P s.t. P, s, P

Wp(x=e,P)=P[e/x]

Wp(if(b)S1 else S2,P)

= b->wp(s,p)

^7b->wp(S2,P)

Wp(S1,S2,P) = wp(wp(S2,P),S1)

Kernel Driver

P1

Ring0

Ring 3

Singularity with Virtual Machine which ran 33% slower

Future of OS Process Isolation?
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