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Abstract

We present a new system for automatically detecting for-
mat string security vulnerabilities in C programs using
a constraint-based type-inference engine. We describe
new techniques for presenting the results of such an anal-
ysis to the user in a form that makes bugs easier to find
and to fix. The system has been implemented and tested
on several real-world software packages. Our tests show
that the system is very effective, detecting several bugs
previously unknown to the authors and exhibiting a low
rate of false positives in almost all cases. Many of our
techniques are applicable to additional classes of secu-
rity vulnerabilities, as well as other type- and constraint-
based systems.

1 Introduction

Securing systems that interact with malicious parties can
be a tremendous challenge. Indeed, systems written in C
are especially difficult to secure, given C’s tendency to
sacrifice safety for efficiency. One of the more subtle pit-
falls facing implementors is the so-called format string
vulnerability. Since the discovery of this failure mode
in the past year, security experts have identified for-
mat string vulnerabilities in dozens of widely-deployed
security-critical systems [2, 4, 5, 8, 9, 10, 11, 22, 23, 24,
25, 27, 30, 35, 43], and attackers have begun exploiting
these security holes on a large scale [10, 27], gaining
root access on vulnerable systems. It seems likely that
many legacy applications still contain undiscovered for-
mat string vulnerabilities.

Format string bugs arise from design misfeatures in the
C standard library combined with a problematic imple-
mentation of variable-argument functions. Consider a
typical usage of format strings:

printf("%s", buf); (correct)�This research was supported in part by the National Science Foun-
dation CAREER Award No. CCR-0093337, NSF CCR-9457812,
NASA Contract No. NAG2-1210, NSF CCR-0085949, a UC Regents
Fellowship, and an equipment donation from Intel.

The first argument toprintf() is a format string that
specifies the number and types of the other arguments.
No checking is done, either at run-time or compile-time,
to verify thatprintf() was indeed called with the cor-
rect number and types of arguments. Thus the following
innocuous-looking simplification of the above call can
be dangerous:

printf(buf); (may be incorrect!)

If buf contains a format specifier (e.g., “%s”),
printf() will naively attempt to read nonexistent ar-
guments off the stack, most likely causing the program
to crash. The C standard library contains a number
of other, similar primitives that put the programmer at
risk for format string bugs. Other examples include the
message-loggingsyslog() function, as well asset-
proctitle() , which sets the X window name asso-
ciated with the current process.

A perhaps unexpected consequence of format string
bugs is that they can be devastating to security. When
a knowledgeable adversary has control of the value of
the format strings involved in a format string bug, they
can uses to write to arbitrary memory locations. For ex-
ample, including the “%n” specifier in a format string
causesprintf -like functions to store the number of
characters printed so far into a location pointed to by the
associated argument. When combined with other tricks,
this often leads to a complete compromise of security.
Techniques for exploiting format string bugs have been
described elsewhere [30]; for the purposes of this paper,
the details are unimportant.

The main contribution of this paper is to describe a sys-
tem for automatically detecting format string bugs at
compile-time. Our system applies static, type-theoretic
analysis techniques from the programming languages
literature to the task of detecting potential security holes.
We have implemented our system as a tool built on top
of an extensibletype qualifierframework [19]. We have
tested our tool on a number of real-world software sys-
tems, in the process independently re-discovering sev-
eral format string bugs that were unknown to the authors
at the time.



while (fgets(buf, sizeof buf, f)) f
lreply(200, buf);
...g

void lreply(int n, char *fmt, ...) f
...
vsnprintf(buf, sizeof buf, fmt, ap);
...g

Figure 1: A format string vulnerability found in
wuftpd 2.6.0, paraphrased for brevity.

Before describing the ideas behind our tool in more de-
tail, we discuss some of the alternatives to static analy-
sis; more are discussed in Section 6.

One natural alternative to static analysis is testing. The
main weakness of testing is coverage—it is extremely
difficult to construct a test suite that exercises all pos-
sible paths through a program. Unfortunately, a secu-
rity auditor is most interested in exactly the paths that
are never followed in ordinary operation. For example,
a major source of format string bugs comes from error
reporting code (e.g., calls tosyslog() ). Such code is
triggered only on rare, exceptional paths, and it is easy to
overlook such paths—and hence, such bugs—with run-
time testing. With static analysis, on the other hand, vul-
nerabilities can be proactively identified and fixed before
the code is ever run.

Another alternative to automated static analysis is man-
ual code review. Unfortunately, humans are not espe-
cially good at finding format string bugs by inspection.
Figure 1 shows a representative example, excerpted from
a recent version ofwuftpd [2, 43]. The code in Fig-
ure 1 reads a line of text from the network and passes
it to lreply() , where it will later be used as a format
string specifier tovsnprintf() . The correct syntax
would have beenlreply(200, "%s", buf) , but
the programmer omitted the"%s" . As before, this in-
troduces a serious security vulnerability.

In real code, the omission of a format string is of-
ten located far away from the place where the require-
ment for a trusted format string specifier becomes ap-
parent. In the case of ourwuftpd example, the of-
fending call tolreply() was not even in the same
file as the eventual use ofvsnprintf() . Figure 1
also shows why naive static analysis—e.g., searching for
all occurrences ofprintf(s) and replacing them with
printf("%s", s) —does not work in practice. Very
often format string bugs occur within wrapper functions

to printf() , and these non-localized bugs require
more sophisticated analysis techniques.

A third alternative would be to re-implement the appli-
cation in a safe language (such as Java). However, such
an approach is likely to be too costly for most legacy
applications.

1.1 Type Systems for Finding Format String
Bugs

Format string vulnerabilities occur when untrustworthy
data (i.e., data that could potentially be controlled by an
attacker) is used as a format string argument. Therefore,
in our analysis we treat all program inputs that could be
controlled by the adversary as “tainted,” and we track
the propagation of tainted data through each of the pro-
gram’s operations. Any variable assigned a value de-
rived from tainted data will itself be marked as tainted,
and so on. If there is any execution path in which tainted
data will be interpreted as a format string by some C li-
brary function, we raise an error.

Our approach is thus conceptually similar to Perl’s suc-
cessful taint mode [32, 42], but with an important dif-
ference. Rather than using run-time taint propagation
(which is more easily implemented for interpreted lan-
guages, such as Perl, than for compiled languages like
C), we apply a static taint analysis so that we can detect
bugs before the program is ever run.

We model tainting by extending the existing C type sys-
tem with extratype qualifiers. The standard C type sys-
tem already contains qualifiers such asconst ; we add
a new qualifier,tainted , to tag data that originated
from an untrustworthy source. We label the types of all
untrusted inputs as tainted, e.g.,

tainted int getchar();
int main(int argc,

tainted char *argv[]);

The first annotation specifies that the return value from
getchar() should be considered tainted. The second
specifies that the command-line arguments to the pro-
gram should be treated as a tainted value.

We construct typing rules so that taint information will
be propagated appropriately. Given a small set of initial
tainting annotations, we infer a typing for all program
variables indicating whether each variable might be as-
signed a value derived from a tainted source. If any ex-
pression with atainted type is used as a format string,
we warn the user of the potential security hole. This use
of type inference for automated detection of security vul-
nerabilities in legacy applications is, to our knowledge,
novel, and we conjecture that it may find applications



elsewhere as well.

We would like to emphasize that, although in this paper
we present type qualifiers in the context of finding for-
mat string bugs in C programs, in fact our implementa-
tion is expressly designed to be extensible to other kinds
of type qualifiers, and indeed the idea of a type qualifier
system can be applied to most standard type systems.

A key advantage to using type qualifiers is that they ex-
tend the existing type system in a backwards-compatible
way. Our tool comes with default type annotations for
the standard C library functions, which allows us to ana-
lyze legacy code for format string vulnerabilities with
little annotation effort from the code reviewer and no
modification to application source code. At the same
time, type qualifiers provide a way for developers to ex-
press more detailed assertions about trust relationships
in the program, and therefore programmers who are will-
ing to spend time adding application-specific annota-
tions can reap the extra benefits of this additional infor-
mation. In other words, type qualifiers have the benefi-
cial property that the value one obtains from the tool is
proportional to the effort invested.

Type systems have several advantages over other pro-
gram analysis techniques:

1. Types are a familiar way to annotate programs.
We want to make it convenient for programmers to
add information to their programs about tainted in-
puts and must-not-be-tainted variables. Type-based
methods meet this goal, because programmers are
accustomed to expressing invariants using types.

2. Types are a familiar way to express the output of
our analysis. To be useful, when errors are re-
ported, our tool needs to explain why the erroneous
code was rejected. Giving a typing on the relevant
program variables is a way to express this output in
a form that programmers can readily understand.

3. Type theory is well understood. There are many ef-
ficient algorithms known in the programming lan-
guages community for inferring and manipulating
types.

4. Types provide a sound basis for formal verification.
Once we have found and eliminated bugs from our
code, it is useful to have tools to verify that there are
no format string bugs left. Because it is well-known
how to build a sound type system (i.e., one where
all programs that typecheck will be guaranteed free
of format string bugs), types provide a single foun-
dation that can be applied both to bug-finding and
to software verification.

Prelude Files

Qualifier Lattice

Preprocessed SourceParser

Constraint Database Emacs GUI

Constraint Generation/Solving

Figure 2: The architecture of thecqual system. The
C source code and the configuration files are parsed,
producing an annotated Abstract Syntax Tree (AST).
cqual traverses the AST to generate a system (or
database) of type constraints, which are solved on-line.
Warnings are produced whenever an inconsistent con-
straint is generated. The analysis results are presented
to the programmer in an emacs-based GUI, which in-
teractively queries the constraint solver to help the user
determine the cause of any error messages.

In summary, we focus our attention on type-based meth-
ods primarily because types provide a uniform, under-
standable interface to our tool.

Although our work relies heavily on theoretical tech-
niques from the programming languages community, we
emphasize that our efforts are aimed at providing a prac-
tical tool. Thus, we set out to build a tool that is easy
to use, efficient on common hardware, effective at find-
ing typical format string bugs, and unlikely to generate
many false alarms.

2 Background

Our tool is built on top ofcqual , a C implementation
of an extensible type qualifier framework [19]. In this
section we describe the underlying theory and design of
cqual , which has broad applicability as an extension
of the C type system.

2.1 System Architecture

Figure 2 shows the structure of thecqual tool. The
main input to the tool is the preprocessed C code the user
wishes to analyze. The user also provides two types of
configuration files to customizecqual to the particular
checking task. The lattice file describes the type quali-
fiers the user is interested in (Sections 2.2 and 2.3). The
prelude files contain annotated function declarations that
override the declarations in the source being analyzed.

Given preprocessed C code and configuration files,



cqual performs type inference on the program (Sec-
tion 2.4). Finally, the results of the type inference phase
are presented to the user interactively usingProgram
Analysis Mode(PAM) for emacs (Section 3).

The configuration files makecqual usable “out-of-the-
box,” i.e., without making any changes to the source ex-
cept preprocessing. We were able to analyze all of our
benchmark programs with the same standard prelude file
and, in virtually all cases, no direct changes to the appli-
cation source code. Typically, a few application-specific
entries were added to a special local prelude file, to im-
prove accuracy in the presence of wrappers around li-
brary functions (though the GUI indicates which ones to
add). This goes a long way toward makingcqual an
easily usable tool.

2.2 Type Qualifiers and Subtyping

To find format string bugs, we use a type qualifier system
with two qualifiers,tainted anduntainted . We
mark the types of values that can be controlled by an
untrusted adversary withtainted . All other values
are given types markeduntainted . This is similar to
the concept of tainting in Perl [32, 42].

Intuitively, cqual extends the type system of C to work
overqualified types, which are the combination of some
number of type qualifiers with a standard C type. We
allow type qualifiers to appear on every level of a type.
Examples of qualified types areint , tainted int ,
untainted char � (a pointer to an untainted charac-
ter), andchar � untainted (an untainted pointer to
a character).

The key idea behind our framework is that type quali-
fiers naturally induce asubtypingrelationship on qual-
ified types. The notion of subtyping most commonly
appears in object-oriented programming. In Java, for
example, if B is a subclass of A (which we will writeB < A), then an object of class B can be used wherever
an object of class A is expected.

Consider the following example program:

(1) void f(tainted int);
untainted int a;
f(a);

In program (1),f , which expects tainted data, is passed
untainted data. In our system, this program typechecks.
Intuitively, if a function can accept tainted data (presum-
ably by doing more checks on its input), then it can cer-
tainly accept untainted data.

Now consider another program:

(2) void g(untainted int);
tainted int b;
g(b);

In this case,g is declared to take anuntainted int
as input. Theng is called with atainted int as a
parameter. Our system should complain about this pro-
gram: tainted data is being passed to a function that ex-
pects untainted data.

Putting these two examples together, we have the fol-
lowing subtyping relation:

untainted int < tainted int

As in object-oriented programming, ifT1 � T2 (readT1
is a subtype ofT2), thenT1 can be used whereverT2
is expected, but not vice-versa. We writeT1 < T2 ifT1 � T2 andT1 6= T2.
2.3 The Qualifier Lattice

The cqual tool needs to know not only how integer
types with qualifiers relate but also how qualifiers affect
pointer types, pointer-to-pointer types, function types,
and so on. Fortunately, standard results on subtyping
tell us how to extend the subtyping on integers to other
data types [1, 28].

We supplycqual with a configuration file placing the
qualifiers (in this case,tainted anduntainted ) in
a lattice [14]. A lattice is a partial order where for each
pair of elementsx and y, the least upper bound and
greatest lower bound ofx andy both always exist. Us-
ing a lattice makes the implementation slightly easier.
For finding format string bugs, we specify in the lattice
configuration file thatuntainted < tainted .

Given this configuration file,cqual extends the sup-
plied lattice on qualifiers to a subtyping relation on qual-
ified C types. We have already seen one of the subtyping
rules: Q1 � Q2Q1 int � Q2 int

This is a natural-deduction style inference rule. In gen-
eral, an inference rule says that if the statements above
the line are true, then the statements below the line are
also true. This particular inference rule is read as fol-
lows: If Q1 � Q2 in the lattice (Q1 andQ2 are qual-
ifiers), thenQ1 int is a subtype ofQ2 int (note
the overloading of�). For our example, it means that
untainted int � tainted int . The same kind
of rule applies to any primitive type (char , double ,
etc.).



For pointer types, we need to be a little careful. Naively,
we might expect to use the following rule for pointers:Q1 � Q2 T1 � T2Q1 ptr(T1) � Q2 ptr(T2) (Wrong)

Here the typeQ1 ptr(T1) is a pointer to typeT1, and the
pointer is qualified withQ1. Note thatT1 represents an
extended C type, and thus may itself be decorated with
tainted/untainted qualifiers. In C, the typeQ1 ptr(T1)
might be written

typedef T1 *ptr_to_t1;
typedef Q1 ptr_to_t1 q1_ptr_to_t1;

The rule (Wrong) says that ifQ1 � Q2 in the lattice
andT1 is a subtype ofT2, then we can conclude thatQ1 ptr(T1) is a subtype ofQ2 ptr(T2).
Unfortunately, this turns out to be unsound, as illustrated
by the following code fragment:

tainted char *t;
untainted char *u;

t = u; /* Allowed by (Wrong) */
*t = <tainted data>;

/* Oops! This writes tainted data
into untainted buffer *u */

According to (Wrong), the first assignmentt = u type-
checks, becauseptr(untainted char ) is a subtype
of ptr(tainted char ). Then *t becomes an alias
of *u , yet they have different types. Therefore we can
storetainted data into*u by going through*t , even
though*u is supposed to be untainted.

This is a well-known problem, and the standard solu-
tion, which is followed bycqual , is to use the follow-
ing rule: Q1 � Q2 �1 = �2Q1 ptr(�1) � Q2 ptr(�2)
The key restriction here is that�1 = �2. Intuitively, this
restriction says that any two objects that may be aliased
must be given exactly the same type.1 In particular, if�1
and�2 are decorated with qualifiers, the qualifiers must
themselves match exactly, too.

2.4 Type Inference

So far we have concentrated on thetype checkingprob-
lem: given a program fully annotated with type speci-

1Java uses the rule (Wrong) for arrays. In Java, if S is a subclass of
T, then S[] is a subclass of T[], where X[] is an array of X’s. Java gets
away with this by inserting run-time checks at every assignment into
an array to make sure the type system is not violated. Since weseek a
purely static system, Java’s approach is not available to us.

fiers on all expressions, confirm that the types are con-
sistent. Typechecking a program is straightforward. For
example, the assignmentx = y typechecks if and only
if the type ofy is a subtype of the type ofx . The func-
tion call f(x) typechecks if and only if the type ofx is
a subtype of the type of the formal parameter off . More
detailed rules, and a proof of soundness, can be found in
[19].

The type checking system described so far, however, is
not useful in practice. The problem is that it requires
all types to be annotated with qualifiers: for our running
example, all types would need to be marked as either
tainted or untainted at every level of each type.
Clearly this is an undesirable property for two reasons.
First, we are interested in finding bugs in legacy code
that does not have any type qualifier annotations. Sec-
ond, even if we are writing a program with type qual-
ifiers in mind, adding and maintaining annotations on
every type in the program would be prohibitively expen-
sive for programmers.

The solution to this problem istype inference. In this
model, the user introduces a small number of anno-
tations at key places in the program, andcqual in-
fers the types of the other expressions in the program.
cqual generates freshqualifier variables (variables
which range over type qualifiers) at every position in a
type, constrained by any annotations specified in the pro-
gram. cqual analyses the program and generatessub-
typing constraints—i.e., inequalities of the formT1 �T2 for qualified typesT1 andT2.
A solution to a set of subtyping constraints is a map-
ping from qualifier variables to qualifiers such that all
of the constraints are valid according to our subtyping
rules. Thus, in our system, we solve the constraints by
assigning every qualifier variable to eithertainted or
untainted .

In our type inference algorithm, qualifier variables are
introduced at every position in a type. We write quali-
fier variables in italics, and name them after the corre-
sponding program variables. Theith argument of func-
tion f has associated qualifier variablef argi, and the
return value of functionf has qualifier variablef ret.

Since qualifiers are implicitly introduced on all levels of
a type by the type inference algorithm, to name them
we modify the name of the outermost qualifier of a type.
For example, given the declarationchar *x , cqual
generates two qualifier variables: the variablex qualifies
the referencex itself, and the variablex p qualifies the
location *x . Moreover, the programmer may also ex-
plicitly introduce named qualifier variables into the pro-



tainted char *getenv(const char *name); getenvret p= tainted
int printf(untainted const char *fmt, ...); printf arg0 p= untainted

char *s, *t;
s = getenv("LD LIBRARY PATH"); getenvret � s

getenvret p= s p
t = s; s� t

s p= t p
printf(t); t � printf arg0

t p � printf arg0 p

Figure 3: An example of constraint generation. The left column is a code fragment; the right column gives the inferred
constraints on the qualifier variables.

gram; in this case, they begin with a dollar sign (“$”) in
the source code to distinguish them lexically from other
tokens.

For example, after the declarationchar *x; we as-
sign the qualified typex p char * x to x . Similarly,
a function declared with the prototype

tainted char *getenv(char *name);

is assigned the following fully qualified type:

getenvret p char * getenvret
getenv( getenvarg0 p char * getenvarg0 name);

(wheregetenvret p = tainted )

If we then encounter an assignmentx =
getenv(...) , our type inference algorithm will
conclude that the type ofgetenv() ’s return value
must be a subtype of the type ofx , i.e.,

getenvret p char * getenvret� x p char * x .

As a consequence, we can infer (using the subtyping
rules introduced in Section 2.2 and 2.3) that we must
have the following constraints on the qualifier variables:

getenvret p = x p = tainted ; getenvret� x:
In essence, our declaration ofgetenv() has ensured
that whatever it returns will be labeled as tainted. Note
that this might be used to model, for instance, a scenario
where environment variables are under the adversary’s
control.

We give next a more detailed example. Figure 3 shows
a fragment of code that manipulates tainted data in an
unsafe way, along with the typing constraints gener-
ated by the type inference algorithm. The constraint
getenvret p = s p encodes the conclusion that the re-
turn value ofgetenv() is treated as tainted (as dis-
cussed above). The prototype forprintf() (typ-
ically found in the global prelude file) specifies that

printf() must not be called with a tainted format
string argument, by requiring that its first argument be
a subtype ofuntainted char * .

The calls = getenv("LD LIBRARY PATH") gen-
erates the constraints

getenvret� s
getenvret p = s p

Notice the equality constraint, arising from our cor-
rected rule for subtyping pointer types. The assign-
mentt = s generates a similar constraint. Finally, the
call printf(t) generates a subtyping constraint on
the printf arg0 p becauseprintf ’s first argument is
const (see Section 4.4).

Taking the transitive closure of these constraints, we
have a chain of deductions

tainted = getenvret p = s p = t p� printf arg0 p = untainted ;
implying that for this example to type check, we would
needtainted � untainted . As explained in Sec-
tion 2.2, this does not hold in our lattice, so this code
fragment does not type check, indicating a possible for-
mat string bug. This demonstrates how our type infer-
ence algorithm can be used to identify unsafe manipula-
tion of format strings.

In our implementation, the subtyping constraints are
solved on-line as they are generated. If the constraint
system ever becomes unsatisfiable, an error is flagged at
the first illegal expression in the code. This allows us
to pinpoint the location of unsafe operations on tainted
data. The inference then continues after any errors,
though in this case the quality of the remaining error
messages can vary tremendously.

We observe that efficient algorithms for this type infer-
ence problem are known. Given a fixed-size qualifier
lattice andn constraints of the forml � q, q � l, or



tainted char *getenv(const char *name);
int printf(untainted char *fmt, ...);

/* Point 1 */
char *f3(char *s) { return s; }

/* Point 2 */
char *f2(char *s) { return f3(s); }

/* Point 3 */
char *f1(char *s) { return f2(s); }

int main()
{

char *s, *unclean;

/* Point 0 */
unclean = getenv("PATH");

s = f1(unclean); /* Point 4 */
printf(s); /* Point 5 */

}

Figure 4: An example of a taint flow path. The string
unclean is tainted by the call togetenv at Point 0,
and ultimately that data is passed toprintf at Point 5.q1 � q2, wherel is a lattice element andq, q1, andq2 are qualifier variables, a solution to the constraints
can be computed inO(n) time using well-known algo-
rithms [21]. The idea is to express these constraints as
a directed graph with qualifier variables as vertices and
subtyping constraints as directed edges: the constraintv1 � v2 induces an edge fromv1 to v2. The constant
qualifierstainted anduntainted are also vertices
in this graph, and a directed path fromtainted to un-
tainted corresponds to a possible format string bug.
We call this path ataint flow path. See Figure 4 for an
example.

3 User Interface

Thus far, we have presented the theory underlying our
tool. For a program analysis to be useful, however, one
needs both a sound theoretical foundation and an intu-
itive, efficient interface for understanding the results.

In the folklore of type inference, it is well known that
the more powerful a type inference system is, the harder
it is to understand why a program contains a type error.
For example, type errors from a C compiler, which per-
forms little inference, are easy to localize. The compiler
simply reports the line number where the type error oc-
curred, and this is almost always enough to tell the pro-
grammer why the error occurred.

In our type qualifier system, however, type errors occur
at the point where the type constraint system becomes
unsatisfiable, and that point can be distant from the ac-
tual source of the problem. Again, consider Figure 4.
In this example, the stringunclean is tainted by the
call to getenv at Point 0, and ultimately that data is
passed toprintf at Point 5. Given this input program,
our system will warn the user of a potential format string
bug at point 5. But program points 1–5 are all involved
in the error, and to understand and fix the error a pro-
grammer may need to examine all five program points.
In general these program points could be spread across
multiple files.

Thus reporting line numbers with error messages is no
longer enough. In this section, we describe the tech-
niques we use to display the results of our tainting anal-
ysis to the user. We emphasize that without the GUI
described in this section, performing the experiments de-
scribed in Section 5 would have been extremely difficult.

3.1 Program Analysis Mode

Our toolcqual presents the results of the tainting anal-
ysis to the programmer usingProgram Analysis Mode
(PAM) for Emacs [20], a GUI developed at Berkeley that
is designed to add hyperlinks and color mark-ups to the
preprocessed text of the program.

Figure 5 shows a screenshot of a run ofcqual onmuh,
an IRC proxy application.cqual initially displays a list
of all files analyzed and any errors that occurred. The
user can click on a filename to jump to that file or click
on an error message to jump to information about that
error (see below).

Each identifier in a file is colored according to its in-
ferred qualifiers. Tainted identifiers (those whose type
contains a tainted qualifier somewhere) are colored red,
untainted identifiers are colored green, and any identi-
fiers that could be either tainted or untainted are not col-
ored. Intuitively, this last set of qualifiers could all be
marked untainted, but it is easier on the user to reduce
the number of marked up identifiers.

The user can click on an identifier to display its fully
qualified type, with each individual qualifier colored ac-
cording to its taintedness.

3.2 Added Features

Beyond the basic coloring of qualifiers, we designed
several extensions to make it easy to find and fix po-
tential format string bugs. Many of these features are
applicable to other kinds of qualifiers, and perhaps to



Figure 5: Screenshot of a run ofcqual on themuhapplication.

other kinds of type inference systems as well.

Taint Flow Paths. Recall from Section 2.4 that the
subtyping constraints can be thought of as inducing a di-
rected graph among qualifiers. A path in the constraint
graph fromtainted to untainted indicates a type
error.

For each type error, we provide a hyperlink to a display
of the particular path fromtainted to untainted
that caused that error. Since each path in the constraint
graph typically corresponds to a flow of data through the
program, this helps identify the unsafe sequence of op-
erations that lead to a type error. However, since there
are typically many such paths (and possibly even cycles)
in the constraint graph, displaying all of them may over-
load the user. Therefore, to reduce the burden on the
user, we display the shortest such path, as computed with
a breadth-first search. In our experience, this heuristic is
very important for usability.

Figure 5 shows one example. Each qualifier in the path

is hyperlinked to the definition of the identifier with that
qualifier, which makes it easy to navigate the source
code to determine the cause of the error.

Unannotated Functions. Our standard prelude files
contain annotated versions of most standard library
functions. Programs, of course, can also use system- and
application-dependent libraries. In order to have a sound
inference, the user must provide annotated declarations
of these libraries.

To make it easy for the user to find and annotate these
functions, we generate a list of hyperlinks to declarations
of functions that have neither been defined nor have been
declared in a prelude file.

A common idiom in many programs is to write func-
tions that simply massage their inputs and then call a
library function. For example, a program might con-
tain a functionlog error(fmt, ...) that calls
fprintf(stderr, fmt, ...) . As described in
Section 4.3, for soundness and to improve the precision



of the analysis the user should add annotations to such
wrapper functions around potentially-vulnerable library
calls. To aid in the annotation process we provide a
hyperlinked list of unannotated variable argument func-
tions to the user.

Hotspots. Although many of the features of the system
are geared toward reducing false positives and, where
there are real bugs, reducing the number of resulting
warnings, occasionally the user will be faced with hun-
dreds of warnings.

To help the user decide which warnings to investigate
first, we attempt to determine “hotspots” in the code. For
each error message, we compute the shortest taint flow
path and increment a counter associated with each qual-
ifier on the path. We then present the user with a hyper-
linked list of the “hottest” qualifiers, i.e., those involved
in the largest number of (shortest) taint flow paths. The
idea—borne out by our experience—is that adding a sin-
gle annotation at an important point can dramatically re-
duce the number of warnings.

One extension to this idea, which we have not yet im-
plemented, is to find the hottest constraints rather than
the hottest qualifiers. This may help point the user to a
particular erroneous expression in the code, rather than
to an identifier.

4 Finding Format String Bugs

In Section 2 we described the basic workings of the
cqual tool. In this section we discuss extensions to
make the basic tool sound in the presence of type casts
and variable argument functions, and to decrease false
positives by using the programmer’s knowledge about
the program being analyzed.

4.1 Leaf Polymorphism

Type inference is a powerful tool for computing quali-
fiers given a few annotations. However, when inferring
types of functions, we need to introduce some new ma-
chinery to avoid getting a large number of false posi-
tives.

To understand the problem, consider the following sim-
ple example code:

char id(char x) { return x; }
...
tainted char t;
untainted char u;
char a, b;

a = id(t); /* 1 */
b = id(u); /* 2 */

Because of call 1, we infer thatx is a tainted
char , and therefore we also infer thata is tainted .
Then call 2 typechecks (becauseuntainted char �
tainted char ), but we infer thatb must also be
tainted .

While this is a sound inference, it is clearly overly con-
servative. Even though this simple example looks unre-
alistic, we encounter this problem in practice, most no-
tably with library functions such asstrcpy . This leads
to a large number of false positives.

The problem arises because we are summarizing mul-
tiple stack frames for distinct calls toid with a single
function type—x has to either be untainted everywhere
or tainted everywhere. The solution to this problem is
to introducepolymorphism, which is a form of context-
sensitivity.

A function is said to bepolymorphicif it has more than
one type. Notice thatid behaves the same way no
matter what qualifier is on its argumentx : it always
returns exactlyx . Thus we can giveid the signature� char id( � char x) for any qualifier�.

Operationally, when we call a polymorphic function, we
instantiateits type—we make a copy of its type, replac-
ing all the generic qualifier variables� with fresh quali-
fier variables. Intuitively, this corresponds exactly to in-
lining the function, except that instead of making a fresh
copy of the function’s code, we make a fresh copy of the
function’s type.

We need a way to write down polymorphic type
signatures—for example, we should be able to express
that if thestrcat() function is passed atainted
second argument, then its first argument should also be
tainted , but not vice versa. We can do this by writing
a polymorphic type with side constraints on the quali-
fiers:� char *
strcat( � char *dst, � const char *src);

(where� � �)

More generally, we want to be able to specify a poly-
morphic function� f( � arg0, Æ arg1, : : : ) ;
with some arbitrary inequality constraints on the quali-
fier variables�, �, Æ, etc. We define a concise notation
for expressing these inequality constraints by using the
following theorem.



Theorem 4.1 Let (P;�) be any finite partial order. Let(2N;�) be the lattice of subsets ofN with the set inclu-
sion ordering. Then(P;�) can be embedded in(2N;�),
i.e., there exists a mapping� : P ! 2N, such thata � b () �(a) � �(b) and�(x) is a finite sub-
set ofN for all x 2 P .

The theorem is formally proved in the appendix, and
may be viewed as a concrete example of the Dedekind-
MacNeille Completion [14].

This theorem enables us to define the partial order im-
plicitly by the naming of the qualifier variables on the
function arguments and return type. We represent a qual-
ifier a in the partial orderP by �(a), which we denote
as a ’ ’ separated string of the integers in the set. If�(a) = f1; 2g, thena is represented as$ 1 2. Hence,
the polymorphic declaration ofstrcat can now be
written as$ 1 2 char *
strcat( $ 1 2 char *, $ 1 const char *)

which means that the qualifier on the return type is the
same as the qualifier on the first argument, and that they
are both supertypes of the second argument. In other
words, sincef1; 2g � f1g, the names of the qualifiers
encode the implicit inequality constraint$ 1 2 � $ 1.
Hence for any instantiation ofstrcat() , we have

strcat ret p = strcat arg0 p� strcat arg1 p:
This avoids the need to write subtyping constraints on
the side for each polymorphic function. Instead, the con-
straints are encoded implicitly in the annotations them-
selves, which provides a concise framework for express-
ing subtyping annotations.

To keep our implementation simple, we only support
polymorphism for library functions, i.e., functions with
no code. To be more precise, any function may be
declared polymorphically, but the polymorphic proto-
type will not be typechecked against its implementa-
tion. This restriction is not fundamental; there are well-
known efficient algorithms for more general polymor-
phism [19, 33]. Our standard prelude files contain ap-
propriate polymorphic declarations for most of the stan-
dard library functions.

4.2 Explicit Type Casts

The treatment of type casts in the program’s source code
is very important to the correct operation of our tool. In
most cases, a pointer cast is used to implement generic
functions, to emulate object subtyping, or to otherwise

bypass the limitations of the C type system. Since a
pointer cast usually preserves the semantic meaning of
the data being pointed to, we want to preserve the taint-
edness of data through ordinary C typecasts. Consider
the following program fragment:

void *y;
char *x = (char *) y;

If y is tainted, thenx should also be tainted, even though
their types do not otherwise match.

Casts tovoid * are particularly problematic because
one can cast any type to avoid * . For example, a
programmer might write

char **s, **t;
void *v = (void *) s;
t = (char **) v;

Here the type structure ofv has two levels, while the
type structure ofs has three. Hence there is no direct
correspondence between the qualifiers of the two types.

We solve this problem by “collapsing” qualifiers at a
type cast. If we cast a typet to a typeu, then we
match up the qualifiers level-by-level betweent andu
as deeply as possible. For example, when castingchar
*x to a void * , we add the constraintsx � cast
andx p = castp, wherecast is the name we use for
the qualifiers on thevoid * . As soon the structures
of typest andu diverge, we equate all the remaining
qualifiers. For example, when casting achar **x
to a void * , we add the constraintsx � cast andx p = x p p = 
ast p. Putting this together, in the
above example if if either*s or **s is tainted, then*v
becomes tainted. Whenv is cast tochar **t , both
*t and**t will become tainted.

We also allow the knowledgeable programmer to in-
dicate that some program data has been validated and
should consequently be considered untainted despite its
origins. Such an annotation can be expressed in our sys-
tem by writing an explicit cast to anuntainted type.
To enable this, we do not add any constraints in case of
an explicit cast containing a qualifier. For example, in
the following code

void *y;
char *x = (untainted char *) y;

the assignment does not taintx , regardless of the in-
ferred taintedness ofy .

This feature allows the security-aware developer to im-
plement functions that parse an input string and filter out
dangerous substrings without departing from our frame-
work. We assume that the programmer will add such
an annotation only after ensuring that the string is vali-



dated by some rigorous checking procedure. There is no
way to verify this assumption automatically. However,
our syntax is designed to make it easy to manually audit
all such annotations, since they can typically be easily
identified by simplygrep ing the source code for the
keyworduntainted .

Collapsing the qualifiers at casts is conservative but
sound for the most common casts in a program. There
are two ways in which our implementation is currently
unsound with respect to casts. First, we have found
that if we collapse qualifiers on structure fields at type
casts, the analysis generates too many false positives
(too much becomes tainted). Thus in our implementa-
tion if one aggregate is cast to another, we ignore the
cast and do not collapse type qualifiers.

Second, because we use a subtyping-based system, the
qualifier-collapsing trick does not fully model casts from
pointers to integers. Consider the following code:

char *x, *y;
int a, b;

a = (int) x; (1)
b = a; (2)
y = (char *) b; (3)

For line (1), we generate the constraintsx p = x = a.
For line (2), we generate the constrainta � b. And for
line (3), we generate the constraintsb = y p = y. Notice
that we havex p � y p but we do not havey p � x p,
so our deductions are unsound.

We leave as future work the solution to these problems.
We believe that the best solution will be to combine
techniques that attempt to recover the semantic behavior
of casts with conservative alias analysis for ill-behaved
casts [12, 36, 37].

4.3 Variable Argument Functions

C allows functions to have a variable number of argu-
ments, through thevarargslanguage feature. However,
there is no obvious way of specifying constraints on the
individual varargs: even their type is not fixed. For ex-
ample, in the expressionsprintf(s, "%s", t) , if
t is tainted, then we would like our type inference algo-
rithm to forces to be tainted as well.

We have extended the C grammar so that the varargs
specifier “... ” can be annotated with a type qualifier
variable. In thesprintf() example, we would like
the first argument ofsprintf() to be tainted if any of

its varargs is tainted, so we use the type declaration

int sprintf($ 1 2 char *,
untainted char *, $ 2 ...);

Consequently, if any ofsprintf() ’s arguments (ex-
cluding the first two) are tainted, we will infer that the
first argument must be tainted as well. More precisely,
for each qualifierq on any level of a type passed to the
... of sprintf() , we add the constraintq � $ 1 2.

The type inference system ignores parameters beyond
the last named argument of an unannotated varargs func-
tion. Thus for soundness the user must annotate all
potentially-vulnerable varargs functions; as mentioned
in Section 3.2, we provide a list of unannotated varargs
functions to the user to help with this task. Our imple-
mentation also does not model varargs function pointers
fully. Both of these issues can be easily addressed, and
we plan to do so in the future.

4.4 const Allows Deep Subtyping

As described in Section 2.3, we use a conservative rule
for pointer subtyping. This rule can lead to non-intuitive
reverse taint flow, which often causes false positives. For
example, consider the following code:

f(const char *x);
char *unclean, *clean;
unclean = getenv("PATH");
f(unclean);
f(clean); /* ’clean’ gets tainted */

Here thegetenv() function call imposes the condition
uncleanp = tainted . The first call tof adds the
constraintf arg0 p = uncleanp. The second function
call generates the constraintf arg0 p = cleanp, thereby
marking*clean as tainted, which is counter-intuitive.

Observe, however, thatf ’s argumentx is of typeconst
char * , sof can not make*x tainted if it is not tainted
in the first place. Consequently, we modify the con-
straints in Section 2 as follows: For an assignment

const char *s;
char *t;
...
s = t;

we add the constraintst � s andt p � s p, if *s has a
const qualifier. This is to be compared with the con-
straints p = t p which we would otherwise have im-
posed. In this way we can use “deep subtyping” to im-
prove precision for formal parameters markedconst .

This extra precision, which helps avoid many false posi-
tives (especially in library functions), is the main reason



we work in a subtyping system. Note that we rely on
the C compiler to warn the programmer about any casts
which discard theconst qualifier, i.e., we assume that
a variable that isconst is never cast to anything that is
notconst .

5 Real-World Tests

We tested the effectiveness ofcqual on several popu-
lar C programs that are potentially vulnerable to format
string attacks. Some of them had known vulnerabilities;
others did not. In all cases, attackers from across the
network have control over some string input to the pro-
gram. If this input is used as a format string, a carefully
chosen input can crash the program or give the attacker
root access.

5.1 Metrics

The ideal bug detector would detect all extant bugs with-
out flagging correct code as being incorrect. The initial
output fromcqual is a list of warnings that indicate a
type error somewhere in the program. Some of these cor-
respond to real bugs; others arefalse positivesstemming
from our conservative tainting approach (and lack of full
polymorphism).False negativesare also of interest: we
would like all vulnerabilities to show up as warnings.
One complicating factor is that many warnings can re-
sult from the same bug—for example, if many functions
reading network data call a single function that has a for-
mat string bug, then all the warnings may go away when
that bug is fixed.

We chose the following metrics, measured per-program:� How many known vulnerabilities were detected
and how many went undetected?� How many false positives were there?� How easy was it to check whether a warning was a
real bug?� How long did the automatic analysis take, and what
were its resource needs?� How easy was it to prepare programs for analysis?

5.2 Test Setup

Testing was performed on a dual-processor 550MHz
Pentium III Xeon machine running the Linux 2.2.16-
3smp kernel. Only one processor was used in test-
ing. The machine had 2GB of memory. Tools used in

preparation and testing were gcc, version egcs-2.91.66;
emacs, version 20.7.1; and PAM (Program Analysis
Mode for emacs), version 3. Some programs were pre-
pared (preprocessed) on an UltraSparc-based machine
running Solaris 7 and gcc 2.95.2.

To test our system, we chose several widely-used dae-
mons written in C that were likely to contain security
vulnerabilities. We also included several programs with
reported format string bugs in order to test the coverage
(false negative rate) of our system. Two of these cases—
mingetty [24] and marsnwe [25]—are particularly in-
teresting because hand audits had revealed potentially
dangerous function calls, but owing to the difficulty of
manual verification, no actual bugs had been reported.
In some other cases, such as cfengine [35] and bftpd [4],
we detected bugs that were unknown to us at the time of
the experiment, but that we later discovered had already
been known to others.

5.3 Results

Following is a brief description of the analysis results on
some test samples:

cfengine: The first run gave many warnings; hotspot
analysis led to a real format string vulnerability pre-
viously unknown to us. The vulnerability turned
out to be known to others [35]. In addition, there
were a few warnings unrelated to taint analysis.

muh: The first run generated many warnings. After
looking at the hotspots and the list of unannotated
functions, six library function wrappers were anno-
tated with polymorphic types in the local prelude
file. A subsequent run showed twelve warnings,
one of which was a real vulnerability (known to
others [22]).

bftpd: The hotspots from the first run guided us to
mark one function with a polymorphic type. Af-
ter this, there were two warnings, one of which was
a bug of which we were not previously aware. We
later found that this bug had already been discov-
ered by others [4].

mars nwe: In the first run, there were a few hundred
warnings, but the hotspots suggested making two
functions polymorphic. When this was done, there
were no more warnings. Note that others had pre-
viously reported questionable function calls where
the auditor was not able to determine whether the
property could be exploited [25]; our tool gives
strong evidence that they are not exploitable.



Name Version Description Lines Preproc. Time Warnings Bugs
cfengine 1.5.4 System administration tool 24k 126k 28s 5 1
muh 2.05d IRC proxy 3k 103k 5s 12 1
bftpd 1.0.11 FTP server 2k 34k 2s 2 1
marsnwe 0.99 Novell Netware emulator 21k 73k 21s 0 0
mingetty 0.9.4 Remote terminal control utility 0.2k 2k 1s 0 0
apache 1.3.12 HTTP server 33k 136k 43s 0 0
sshd 2.3.0p1 OpenSSH ssh daemon 26k 221k 115s 0 0
imapd 4.7c Univ. of Wash. IMAP4 server 43k 82k 268s 0 0
ipopd 4.7c Univ. of Wash. POP3 server 40k 78k 373s 0 0
identd 1.0.0 Network identification service 0.2k 1.2k 3s 0 0

Figure 6: Results of our experimental evaluation of the tool. The size of the program is measured unpreprocessed and
preprocessed, in thousands of lines of code, excluding comments. Time is the wall clock time for a run ofcqual .
Warnings counts the total number of warnings issued bycqual after the GUI’s recommendations were followed,
and Bugs is the number of real vulnerabilities found.

mingetty: No warnings issued. As with marsnwe, an
auditor had previously reported a suspicious func-
tion call of unknown exploitability [24];cqual
made it easy to verify that these calls were safe.

apache: In the first two runs, there were some warn-
ings due to inconsistent declarations in the prelude
and the source files. After these were set right, no
warnings were issued.

sshd: The first run suggested annotation of twelve
vararg functions. After these were made polymor-
phic, there were no more warnings.

imapd, ipopd, andidentd: No warnings issued.

5.4 Evaluation

Our system reliably found all known bugs in the tested
programs, including bugs we were not aware of when we
applied our tool. Code without known bugs, and which
was later examined by hand and found to be unlikely to
contain bugs, yielded few false positives. Indeed, in our
tests all false positives occurred in programs with actual
bugs once varargs functions were annotated. The heuris-
tics described in Section 3.2 were extremely useful in
such cases. The annotation of varargs functions flagged
bycqual was usually enough to remove most false pos-
itives. The hotspots pinpointed the actual bug in most
cases. The GUI was invaluable in the analysis, mak-
ing quick detection and correction of bugs possible. The
source of most bugs was found within a few minutes of
manual inspection of unfamiliar code. Thus, our experi-
ence shows that false positives—a common drawback of
many tools based on static analysis—do not seem to be
a problem in our application.

The automated analysis usually took less than a minute,

and never more than ten minutes. The manual effort re-
quired for each program was usually within a few tens
of minutes.

Preparation of the programs for analysis typically took
between thirty and sixty minutes each. Note that we
were not familiar with the layout and particular structure
of the source code for any of the test programs. Prepara-
tion consisted of modifying the build process to output
preprocessed, filtered source. In practice this could be
more systematically added to the build process.

In summary, we evaluated our tool on a number of
security-sensitive applications, demonstrating the ability
of our tool to find security holes that we were not previ-
ously aware of. We feel that this validates the power of
our approach.

6 Related Work

Lexical Techniques. pscan [15] is a simple tool for
automatically scanning source code for format string
vulnerabilities. pscan searches the input source code
for lexical occurrences of function calls syntactically
similar to, e.g.,sprintf(buffer, variable) .
Becausepscan operates only on the lexical level, it
cannot reason about the flow of values through the pro-
gram and fails in the presence of wrappers around C
libraries (see, e.g., Figure 1).pscan also cannot dis-
tinguish between safe calls when the format string is a
variable and unsafe calls—it flags any call where a for-
mat string is non-constant.

Others have exploited lexical source code analysis to
find security bugs [7, 38]. The main advantages of lex-
ical analysis are that it is extremely fast, it can find
bugs in non-preprocessed source files, and it is virtu-



ally language independent. However, because lexical
tools have no knowledge of language semantics, many
errors—such as those involving aliasing or non-local
control paths—cannot be detected.

Taint Analysis. Our use of tainting, inspired by Perl’s
taint mode [32], bears some resemblance to a Biba in-
tegrity model [6] and thus is distantly related to previ-
ous work on enforcing information flow policies through
typing [29, 39, 40]. However, because we do not have
to deal with maliciously constructed code, we avoid the
need to solve many of the most vexing challenges (e.g.,
covert channels) in enforcing information flow policies.

Type Qualifiers. The basic framework for type qual-
ifiers, as presented in Section 2, is due to Foster et al.
[19] and has been used to build Carillon, a tool for find-
ing Y2K bugs in C programs [16]. As described in Sec-
tion 4, we developed several refinements to make taint-
ing analysis practical: improved handling of casts and
variable-argument functions; the notation for polymor-
phic type signatures; and the improved user-interface.
However, the one feature present in previous tools that
is missing from our system is automated type inference
of polymorphic types for all functions. We are planning
to incorporate polymorphic recursion [33] in the future
to remedy this.

Static Bug Detection. Many authors have noted that
static analysis can be a useful tool for detecting bugs.
For instance, LCLint [18] uses dataflow analysis to
search for common errors in C programs; Engler et al.’s
Meta-level Compilation [17] statically simulates the be-
havior of a user-defined finite state machine and has been
successful at finding many new bugs; and the Extended
Static Checking system (ESC) [26] uses theorem prov-
ing to verify the validity of annotated Java source code.

These systems have been very successful at detecting
many common bugs. However, they are not well suited
to detecting format string vulnerabilities, for two rea-
sons. First, they focus primarily on local properties,
whereas format string vulnerabilities often arise due to
global mishandling of strings. Second, many of them
(e.g., ESC and, to a lesser degree, LCLint) require ex-
tensive annotations from the user, which we would like
to avoid. Our type-based techniques address these chal-
lenges directly.

Run-time Techniques. Another defense against for-
mat string vulnerabilities is to dynamically prevent ex-
ploits through appropriate modifications to the C run-
time [3], compiler, or libraries.libformat , a library
designed to halt execution of any program that might

be susceptible to a format string bug, follows this ap-
proach: it intercepts calls toprintf -like functions and
aborts the application if the format string specifier con-
tains%nand the format string is in a writable portion of
the address space [34]. However, this approach is frag-
ile, since thelibformat mechanism must be kept in
perfect synchronization with thelibc implementation
of all printf -like functions.

FormatGuard, a compiler modification, injects code to
dynamically check and reject allprintf -like function
calls where the number of arguments does not match the
number of “%” specifiers [13]. Of course, only applica-
tions that are re-compiled using FormatGuard will ben-
efit from its protection. Also, one technical shortcoming
of FormatGuard is that it does not protect user-defined
wrapper functions (see, e.g., Figure 1).

Moreover, a common limitation of bothlibformat
and FormatGuard is that programs with format string
vulnerabilities remain vulnerable to denial of service at-
tacks. Nonetheless, an important advantage of these run-
time techniques is that they are cheap and require almost
no human intervention. Thus, we feel that run-time and
static measures are both useful and complement each
other well.

7 Conclusions

We have described a tool for automated detection of for-
mat string vulnerabilities in legacy source code. We have
shown that our tool has very low false positive and false
negative rates and is useful in practice at detecting even
security holes that were unknown to us. Therefore, we
feel that our work represents a strong step toward a us-
able bug-detection system.

The key technique we exploit is type qualifier inference,
applied to the problem of static taint analysis. This ap-
proach allowed us to scale to large programs with hun-
dreds of thousands of lines of code and to present an in-
tuitive user interface to the programmer. Consequently,
we conjecture that these techniques may find use in fu-
ture applications as well.

Acknowledgments

We would like to thank David Gay for developing the C
front end we used, Chris Harrelson and Henning Niss for
developing PAM, Martin Elsman for his work on Caril-
lon, the precursor tocqual , and the anonymous refer-
ees for their comments.



References

[1] Martı́n Abadi and Luca Cardelli.A Theory of Objects.
Springer, 1996.

[2] Lamagra Argamal. “ftpd: the advisory ver-
sion.” bugtraq mailing list, 23 June 2000.
http://www.securityfocus.com/archive/
1/66544 .

[3] Todd M. Austin, Scott E. Breach, and Gurindar S. Sohi.
“Efficient Detection of All Pointer and Array Access Er-
rors.” In Proceedings of the ACM SIGPLAN ’94 Confer-
ence on Programming Language Design and Implemen-
tation, June 1994.

[4] Christophe Bailleux. “Asynchro,” bug-
traq mailing list, 8 December 2000.
http://www.securityfocus.com/archive/
1/149977 .

[5] D.J. Bernstein, “Re: Logging question.”qmail mailing
list, 13 September 1996.http://www.ornl.gov/
its/archives/mailing-lists/qmail/
1996/12/msg00314.html .

[6] K. J. Biba. “Integrity considerations for secure computer
systems.” Technical Report ESD-TR-76-372, MTR-
3153, The MITRE Corporation, USAF Electronic Sys-
tems Division, Bedford, MA, April 1977.

[7] M. Bishop and M. Dilger. “Checking for Race Condi-
tions in File Accesses.”Computing Systems, 9(2):131–
152, Spring 1996.

[8] CERT Advisory CA-2000-13. “Two Input Validation
Problems in FTPD.” 7 July 2000.

[9] CERT Advisory CA-2000-17, “Input Validation Problem
in rpc.statd.” 18 August 2000.

[10] CERT Incident Note IN-2000-10, “Widespread Exploita-
tion of rpc.statd and wu-ftpd Vulnerabilities.” 15 Septem-
ber 2000.

[11] CERT Advisory CA-2000-22. “Input Validation Prob-
lems in LPRng.” 12 December 2000.

[12] Satish Chandra and Thomas W. Reps. “Physical Type
Checking for C.” In Proceedings of the ACM SIG-
PLAN/SIGSOFT Workshop on Program Analysis for
Software Tools and Engineering, Toulouse, France,
September 1999. , pages 66–75.

[13] Crispin Cowan, Matt Barringer, Steve Beattie, Greg
Kroah-Hartman, Mike Frantzen, and Jamie Lokier. “For-
matGuard: Automatic Protection From printf Format
String Vulnerabilities.” This volume.

[14] B. A. Davey and H. A. Priestley.Introduction to Lattices
and Order. Cambridge University Press, 1990.

[15] Alan DeKok. “PScan: A limited problem
scanner for C source files.” Available at
http://www.striker.ottawa.on.ca/
˜aland/pscan .

[16] Martin Elsman, Jeffrey S. Foster, and Alexan-
der Aiken. “Carillon—a System to Find

Y2K Problems in C Programs.” Available at
http://www.cs.berkeley.edu/Research/
Aiken/carillon/doc.ps.gz .

[17] Dawson Engler, Benjamin Chelf, Andy Chou, and
Seth Hallem. “Checking System Rules Using System-
Specific, Programmer-Written Compiler Extensions.” In
Proceedings of the Fourth Symposium on Operating Sys-
tems Design and Implementation, San Diego, CA, Octo-
ber 2000.

[18] David Evans. “Static Detection of Dynamic Memory Er-
rors.” Proceedings of the 1996 ACM SIGPLAN Confer-
ence on Programming Language Design and Implemen-
tation, Philadelphia, Pennsylvania, May 1996, pages 44–
53.

[19] Jeffrey S. Foster, Manuel Fähndrich, and Alexander
Aiken. “A Theory of Type Qualifiers.” InACM SIGPLAN
Conference on Programming Language Design and Im-
plementation (PLDI’99), Atlanta, Georgia, May 1999.

[20] Christopher Harrelson. “Program Analysis Mode.”
http://www.cs.berkeley.edu/˜chrishtr/
pam.

[21] Fritz Henglein and Jakob Rehof. “The Complexity of
Subtype Entailment for Simple Types.” InProceedings,
Twelfth Annual IEEE Symposium on Logic in Computer
Science, Warsaw, Poland, July 1997, pages 352–361.

[22] Maxime Henrion. “muh IRC bouncer remote vul-
nerability.” FreeBSD Security Advisory FreeBSD-
SA-00:57. http://www.securityfocus.com/
advisories/2741 .

[23] Maxime Henrion. “format string bug in muh.”
bugtraq mailing list, 09 September 2000.
http://www.securityfocus.com/archive/
1/81367 .

[24] Jarno Huuskonen. “Some possible format string errors.”
Linux Security Audit Project mailing list, 25 Septem-
ber 2000. http://www2.merton.ox.ac.uk/
˜security/security-audit-200009/
0118.html .

[25] Jarno Huuskonen. “syslog(prio, buf) in marsnwe.”
Linux Security Audit Project mailing list, 27 Septem-
ber 2000. http://www2.merton.ox.ac.uk/
˜security/security-audit-200009/
0136.html .

[26] K. Rustan M. Leino and Greg Nelson. “An Extended
Static Checker for Modula-3.” In Kai Koskimies, editor,
Compiler Construction: 7th International Conference,
CC’98, volume 1383 of Lecture Notes in Computer Sci-
ence, pages 302-305. Springer, April 1998.

[27] Robert Lemos. “Internet worm squirms into Linux
servers.” Special to CNET News.com, 17 January
2001. http://news.cnet.com/news/0-1003-
200-4508359.html .

[28] John C. Mitchell. Type inference with simple subtypes.
Journal of Functional Programming, 1(3):245–285, July
1991.



[29] Andrew C. Myers and Barbara Liskov. “Protecting Pri-
vacy using the Decentralized Label Model.”ACM Trans-
actions on Software Engineering and Methodology, 9(4),
April 2001.

[30] Tim Newsham. “Format String Attacks.” Guardent, Inc.
September 2000.http://www.guardent.com/
docs/FormatString.PDF .

[31] Robert O’Callahan and Daniel Jackson. “Lackwit: Prac-
tical Program Understanding With Type Inference.”
In Proceedings of the 19th International Conference
on Software Engineering, pp. 338-348, Boston, Mas-
sachusetts, May 1997.

[32] Perl Security.http://www.perl.com/pub/doc/
manual/html/pod/perlsec.html .

[33] Jakob Rehof and Manuel Fähndrich. “Type-Based
Flow Analysis: From Polymorphic Subtyping to CFL-
Reachability.” InProceedings of the 28th Annual ACM
SIGPLAN-SIGACT Symposium on Principles of Pro-
gramming Languages, London, United Kingdom, Jan-
uary 2001.

[34] Tim J. Robbins. libformat. Available at
http://box3n.gumbynet.org/˜fyre/
software .

[35] Pekka Savola. “Very probable remote root vulnera-
bility in cfengine.” bugtraq mailing list, 1 Oc-
tober 2000.http://www.securityfocus.com/
archive/1/136751 .

[36] Michael Siff, Satish Chandra, Thomas Ball, Thomas
Reps, and Krishna Kunchithapadam. “Coping With Type
Casts in C.” InACM Conference on Foundations of Soft-
ware Engineering (FSE), September 1999.

[37] Bjarne Steensgaard. “Points-to Analysis in Almost Lin-
ear Time.” In Proceedings of the 23rd Annual ACM
SIGPLAN-SIGACT Symposium on Principles of Pro-
gramming Languages, St. Petersburg Beach, Florida,
January 1996, pages 32–41.

[38] John Viega, J.T. Bloch, Tadayoshi Kohno, and Gary Mc-
Graw. “ITS4: A Static Vulnerability Scanner for C and
C++ Code.” In16th Annual Computer Security Applica-
tions Conference (ACSAC 2000), December 2000.

[39] D. Volpano, G. Smith, and C. Irvine. “A sound type sys-
tem for secure flow analysis.”Journal of Computer Secu-
rity, 4(3):1–21, 1996.

[40] D. Volpano and G. Smith. “A type-based approach to pro-
gram security.”Proceedings of TAPSOFT’97, Colloqium
on Formal Approaches in Software Engineering.

[41] David Wagner, Jeffrey S. Foster, Eric A. Brewer, and
Alexander Aiken. “A First Step Toward Automated De-
tection of Buffer Overrun Vulnerabilities.” InProceed-
ings of the Network and Distributed System Security Sym-
posium, San Diego, California, February 2000.

[42] Larry Wall, Tom Christiansen and Jon Orwant.Program-
ming Perl, 3rd Edition. July 2000. O’Reilly & Asso-
ciates.

[43] “WuFTPD: Providing remote root since at least
1994,” bugtraq mailing list, June 23, 2000,
http://www.securityfocus.com/archive/
1/66367 .

A Proof of Theorem 4.1

Theorem A.1 Let (P;�) be any finite partial order. Let(2N;�) be the lattice of subsets ofN with the set inclu-
sion ordering. Then there exists a mapping� : P ! 2N,
such that8x; y 2 P; x � y () �(x) � �(y) and�(x) is a finite subset ofN for all x 2 P .

Proof : We prove the theorem by induction onjP j.
Base Case : LetjP j = 1. Then the claim trivially holds.
Induction Hypothesis : Let the claim hold for allP such
thatjP j � k.
Induction Step :jP j = k + 1.
Let (P;�) be a partial order such thatjP j = k + 1.
Since P is finite, P has a minimal element, saya.
Consider the partial order(P n fag;�). Clearly this is
a partial order andjP n fagj = k. Hence by induction
hypothesis, there exists� : P n fag ! 2N, such that8x; y 2 P n fag; x � y () �(x) � �(y) and�(x) is a finite subset ofN for all x 2 P n fag. Letn = maxifi 2 [x2Pnfagg�(x)g. Define�0 : P ! 2N
as follows.�0(x) = 8<: fn+ 1g ifx = a�(x) [ fn+ 1g ifx 6= a and x � a�(x) otherwise
Sincea was chosen to be a minimal element, the only
relations involvinga are of the forma � x, and for
these, by definition,�0(a) = fn+1g � �(x)[fn+1g =�0(x). For allx such thata 6� x, we have�0(a) = fn+1g 6� �(x) by choice ofn. For relations not involvinga, the show below that the set containment relations are
preserved. Let�(x) � �(y). Since�0(y) � �(y), the
case when�0(x) = �(x) is trivial. So assume�(x) ��(y) and�0(x) = �(x) [ fn + 1g. This implies thata � x, andx � y, and thereforea � y. Thus�0(y)
would be defined as�(y)[ fn+1g, and hence�0(x) ��0(y).Thus the induction step holds.


