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Abstract. We present a new, on-the-fly algorithm that given a push-down model
representing a sequential program with (recursive) procedure calls and an ex-
tended finite-state automaton representing (the negation of) a safety property,
produces a succinct, symbolic representation of all counter-examples; i.e., traces
of system behaviorsthat violate the property. The classof what we call minimum-
recursionloop-free counter-examples can then be generated from this representa-
tion on an as-needed basis and presented to the user. Our algorithm is also applica-
ble, without modification, to finite-state system models. Simultaneous consider-
ation of multiple counter-examples can minimize the number of model-checking
runs needed to recognize common root causes of property violations. We illus-
trate the use of our techniques via application to a Java-Tar utility and an FTP-
server program, and discussa prototypetool implementation which offers several
abstraction techniquesfor easy-viewing of generated counter-examples.

1 Introduction

Model checking [18, 5] isawidely used technique for verifying whether a system spec-
ification possesses a correctness property expressed in temporal logic. If the specifica
tion failsto satisfy the property, a counter-example, in the form of aseguence of events
leading to theviolation of the property, is produced. The sequence can then be analyzed
to determineif itisavalid counter-example, or is due to an imprecise/erroneous speci-
fication of the system or property. Such an event sequence is sometimes referred to as
an error trace.

Counter-examples play a prominent role in the recently developed technique of
abstraction refinement [1,11,12,7,17,16,19,6]. In this setting, the model-checking
process uses abstract models of system specifications, as concrete models tend to be
intractably large or even infinite. The counter-exampl es generated, however, may bein-
feasiblein the concrete model, and hence the need for refinement of the abstract model .

Counter-examples also play an important role in ensuring the security of mobile
code in the Model-Carrying Code (M CC) framework of [21]. In thisapproach, generic
security policies, specified as correctness properties, can be too restrictive for cer-
tain mobile-code applications, resulting in security violations that could otherwise be
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main() {

.. Policies

1. seteuid(root);

2.if (... 1. —~(read Vv write)

3. read; 2. read A write with preceding seteuid(root)
ese 3. read with preceding seteuid(root) A —write

4. write 4. write with preceding seteuid(root) A —read

}
Fig. 1. (a) Example program. (b) Policiesto verify.

avoided if the mobile-code consumer were willing to live with more lenient properties
that would alow the mobile code to carry out its intended function. In the MCC ap-
proach, a piece of mobile code comes equipped with an abstract model of the code's
security-relevant behavior. Counter-example generation can thus be used to reveal the
extent by which the consumer’s generic policies are viol ated; subsequent refinement of
the policies by the consumer enables the execution of the application to proceed nor-
mally. Note that the refinement here is on the policy, rather than on the model as in
traditional abstraction refinement.

In both abstraction and policy refinement, the refinement is typicaly performed
iteratively by considering one counter-example a atime. We argue, however, that such
an approach may be overly simplified and the refinement process can be accelerated
by accounting for all counter-examples a once. In particular, it is often the case that
a shared sub-sequence of multiple counter-examples reveals a common root cause for
refinement.

To illustrate this point, consider the policy-refinement example of Figure 1. Model
checking the code fragment of Figure 1(a) against policy 1 of Figure 1(b), which disal-
lows any read or write operations, reveals that the policy is violated and two traces are
generated: 1 — 2 — 3and 1 — 2 — 4. Examination of these counter-examples reveals
acommon pattern—programpoint 1 isvisitedin both traces—and by refining the policy
to alow reading and writing only when preceded by aset eui d(r oot ) system cal
(policy 2 in Figure 1(b)), thedesired policy is attained and no further counter-examples
are produced.

Note that it was the simultaneous consideration of all counter-examples that made
it possible to carry out the requisite policy refinement in one step. If counter-examples
were considered one at atime, multiple steps (two in thiscase) would have been needed
to reach the desired refinement. The intermediate policiesin such an iterative process,
policies3 or 4, are givenin Figure1(b).

Most of the proposed approaches to abstraction refinement are targeted to finite-
state system models. A natural question that arises then is: How are counter-examples
generated in the case of push-down systems (PDSs) and what form should these counter-
examples take? Since push-down models are a natural representation of sequential pro-
grams and play a crucia role in the treatment of potentially infinite state spaces that



arise in validating recursive programs, the importance of this question becomes appar-
ent. Although model checking of PDSs is an active area of research [4, 10,8, 9], the
topic of counter-example generation for push-down models has gone largely uninvesti-
gated till now.

In this paper, we address the i ssues highlighted above by virtue of a new agorithm
for the automatic generation of all counter-examples in a push-down system. Our main
contributionscan be summarized as follows.

1. Weintroducethe notion of minimum-recursionloop-free (MRLF) counter-examples
for the reachability analysis of PDSs (Section 3). An MRLF counter-example con-
gtitutesafinite representation of apotentially infinite sequence of statetransitionsin
aPDS and assumes the form of a sequence of control-location/stack-contentspairs.
The minimum-recursion loop-free aspect assures that these counter-examples do
not reflect any “unnecessary” recursive procedure calls, and are thus as “ succinct”
as possiblein avery precise sense of the word. To the best of our knowledge, this
isthefirst proposa for PDS counter-examples to appear in theliterature.

2. We present anew two-phasealgorithmthat given aPDS and an extended finite-state
automaton (EFSA) representing the negation of a safety property, automatically
generates all relevant counter-examples of the property (Section 4). Thefirst phase
of the agorithm operates in an on-the-fly, property-driven fashion to generate a
succinct, directed-graph representation of al possibleerror pathsin the PDS-EFSA
product, while the second phase deploys a simple stack-content-guided backward
reachability analysis to construct actual MRLF counter-examples as needed.

3. The agorithm utilizes a mixture of symbolic and concrete representations. In par-
ticular, the graph representation produced by phase 1 uses regular expressions to
symbolically encode potentially infinite sets of PDS-EFSA state-pairs. Moreovey,
the calculation of MRLF paths in phase 2 of the agorithm uses a symbolic encod-
ing of the PDStransition rel ation to determine the set of statesthe EFSA can end up
in as aresult of arecursive procedure call. Phase 2 generates MRLF counter exam-
ples by projecting abstract traces in the symbolic representation of the PDS-EFSA
product onto the concrete PDS model.

4. The agorithm also utilizes a notion of a frontier of final states in the PDS-EFSA
product: the execution paths leading to the set of fina states reachable from an ini-
tial state without visiting any other final states. Constraining the generated MRLF
counter-examples to fall within this frontier minimizes the number of violating
paths presented to the user while still providing enough information for the com-
prehension of common patterns among counter-examples.

5. Theagorithm has been carefully designed and implemented so that it is applicable
to finite-state system models aswell as PDS models. Finite-state models are treated
by the algorithm as degenerate PDS models in which the stack depth is aways
equa to one.

6. Our algorithmisapplicableto propertiesaugmented with state variables. State vari-
ables are needed, for exampl e, to identify security-critical system behaviors, specif-
ically those related to system- and/or method-call arguments. Extended finite-state
automata are used to represent properties augmented with state variables.



7. We have devel oped a prototypeimplementation of our counter-exampl e-generation
algorithm and a sophisticated graphical user interface that utilizes severa abstrac-
tion techniques to render the counter-examples more comprehensible to the user
(Section 5). These include sdlective counter-example generation, folding and un-
folding of counter-examples based on anotion of “interesting event”, and selective
viewing of counter-example traces.

8. We have applied our techniques to a number of red-life systems including a Java-
Tar utility and an FTP-server program (Section 6). A push-down model was used
in the former application and a finite-state model in the latter, thereby illustrating
our techniques on both kinds of system models.

2 Prdiminaries

Push-down system (PDS). A PDSisatripleP? = (P, I', A) where P isafinite set of
control locations, I" is afinite set of stack alphabetsand A C (P x I')x (P x I'*) isa
finiteset of transitionrules. We shall use~, +/, . . . to denoteelements of I" and u, v, w,
... todenoteelementsof I'*. Wewrite (p, v) — (p’, w) tomean that ((p, ), (p’,w)) €
A. We restrict our attention to PDSs where for every rule (p,v) — (o', w), |w| < 2;
any PDS can be put into thisform with at most alinear increase in size.

A stateof P isapair (p, w) wherep € P isacontrol locationand w € I'* isastack
content. If (p,v) — (p’, w), then Vv € I'* the state (p’, wv) isan immediate successor
of (p,yv). We say tha (p, yv) hasatransitionto (p’, wv) and denoteit by (p, yv) —
{p’,wv). A run of P is a sequence of the form (po, wo), (p1,w1), ..., (Pn,wy), ...
where (p;, w;) — (pi+1,w;+1) foral i > 0. A run can befiniteor infinite.

In modeling the execution of a program, the stack content can be used to encode
execution snapshots, whereas the control location captures vauations of global vari-
ables. The top of the stack points to the current program position, and the rest of the
stack records the return positions of al unfinished procedure calls. Each transition rule
thus specifies a change at the top of the stack. The set of control locations degenerates
into a singleton set {.} when procedures do not share variables. Henceforth, we shal
consider PDSs with P asingleton set. Figure 2(a) depicts one such PDS; since thereis
only one control location, it is omitted from thetransition rules. This PDS shall be used
asarunning example in the paper. Note that procedure P of thisPDS has multiple paths
between sy and s,. Among these, one has a loop between s5; and sg, and another can
make multiplerecursive calls before reaching ss.

Extended Finite Sate Automata (EFSA). An EFSA is an 8-tuple £= (Q, Qo, F,
X,E, G, A, T),where @ isafinite set of states augmented with variablesin X, Qo C
Q isthe set of gtart states, F' C @ isthe set of final states, E isthe set of events, G is
a set of boolean conditions defining equality or dis-equality constraints over elements
in X, Aisaseat of assignments which are of the form x := y with z,y € X, and
T CQx(ExGxA)xQisaset of transitions. A transition (g, (e, 9,a),q’) is
enabled if in state ¢ the event e € F is present and the boolean conditiong € G is
satisfied. The EFSA then executes a € A and moves from state ¢ to state ¢’. We write
q 222 ¢ to denote that (¢, (e, g,a),¢') € T. A sequence of events is accepted by an
EFSA if it corresponds to a sequence of transitionsfrom a start state to afinal state.
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my 83 S6 <S4> - <€>’ any any
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\J (s5) < (s5),
s4 (86) = (s5),
(s6) — (84),
(80) = (s2),
(82) <= (s4)}
@ (b)

Fig. 2. (a) Control-flow graph and corresponding PDS. (b) EFSA.

To illustrate the definition, Figure 2(b) depicts the EFSA corresponding to the 8-

ny,tt,. 21, tt,. ny,tt,.
tuple({qu ql}a {QO}, {ql}a {}a {61, a‘ny}a {tt}a {}a {qO QL 4o, 90 el—) q1,q1 QL
q1}), where the event any is the “wildcard event” (matches any event). This EFSA ac-
cepts the sequence consisting of the event e; .

Reachability Analysis. Given aPDS P and a reachability property expressed as EFSA
E,let A C P x I' x E beareation that identifiesan event in E of EFSA £ based on
the control location and the top stack element of the PDS P. Reachability analysisis
performed by computing the product of P and £ and then checking for an accepting
path in the product. We require that, foral p € Pand v € I, (p,~,any) € A. The
product is a push-down automaton (PDA) PE = (Ppe, Py, I'ps, Ape, Gps) Where

Ppe C (P x Q) istheset of control locations.

Py C Ppg isthe set of initial control locations(Py C (P x Qp)).

Ipe=T

Ape = {{(p,0).7): (P, @), w) | (p,7) = (', w),qa =22 ¢, (p,7,¢€) € A, and
g evauatesto truein ¢}

5 Gpe ={(p.q)| g € F'}

Asweareonly considering PDSswith asingletonset P of control locations, by con-
trol locationsin the product PE, we mean statesin EFSA £. It followsthat astate of PE
isapair (¢, w), whereq € Ppg(= Q) isacontrol locationand w € I isastack con-
tent. Moreover, arun of PE isasequence of states (qo, wo), (g1, W1), - - -, {Gn, Wn), - - -
such that for all @ > 0, (gi+1,w;+1) isan immediate successor of (g;, w;) in the tran-
sitionrelation. Let Ips C {(q,w) | ¢ € Po,w € I';¢} betheset of initial states and
Fpe = {{(q,w) | ¢ € Gpe,w € I'};} bethe set of final states of PE. An accepting
pathin P& isarunof PE along which afina stateisvisited.

PO PR



Toillustratethe definition, Figure 3(a) presentsthe PDA corresponding to the prod-
uct of the PDS of Figure 2(a) and the EFSA of Figure 2(b), where (., s3,e1) € A. The
only initia stateis (go, mo). Any state with ¢; asitscontrol locationisafinal state.

Pre = {qo0,q1}, Po = {qo}
Ipe = {mo,ma, s0, s1, S2, 53, 54, 55, 56}, Gre = {q1 }
Ape = {{qo,m0) — (qo, s0m1), {q1,m0) — {(q1, $0m1), (g0, M1) — {qo, M),

(g1, m1) = {q1,m1), (o, s0) = (qo, 51), {qo, S0) — (o, 52),
(q1,50) = {q1, 1), (g1, 50) — (q1,52), (g0, 61) < {(qo, 5083),
@ (q1,51) = (q1, 8083), {qo, 83) — (q1,54), {qo, 83) — (qo, 84),
(q1,53) = (q1, 84), (qo, 82) — (qo,54), {q1, 82) — (qu, 54),
(g0, 54) = (qo, €), {q1,81) — (q1,€), (g0, 0) — (qo, 85), {qo, 85) — (qo, S6),
(90, 36) = (o, 85), (q0, S6) — (qo,54), {q1, 50) — (q1, s5),
(q1,85) — (q1,56), {q1,56) — (q1,5), (q1,56) — (q1,54)}

Ire = {{qo,m0)}
Fre = {{q1,w) |w € I'pe}

{(q0, 50, 90), (qo, 50, q1), (q1, 50, 1), (q1,50,q1), (qo, 52, qo), (q1, 52, q1), (qo, 51, qo),
(®) (qo,51,q1), (q1,51,q1), (0,53, 90), (q0,53,q1), (q1,53,q1), (qo, 54, 90), (q1, 54,q1)
(qo, 85, 90), (4o, 6, q0), (q1,55,41), (q1,56,q1) }

Fig. 3. (8) Product automaton. (b) Corresponding erase relation.

3 Minimum-Recursion Loop-Free (MRLF) Counter-Examples

Given a PDS P and an EFSA £ representing the negation of an invariant property o,
the existence of an accepting path in the product P£ impliesthat P does not satisfy the
invariant. A run in P€ from an initia state to a fina state is referred to as a witness
trace. Counter-examples are obtained by projecting witness traces to the PDS as fol-
lows. Given awitnesstrace (g1, w1), (g2, w2), . . . (gn, wy), the corresponding counter-
exampleis (w1), (wa), ... (wy).

Notethat, due to unbounded recursion, there can be an infinitenumber of final states
inPE corresponding to an infinite number of stack configurations. Hence, there can also
bean infinite number of witnesstraces. The notion of minimum-recursion can be used to
identify thefinite subset of witnesstraces that do not contain any unnecessary recursive
procedure calls. Our definition of minimum-recursion loop-free (MRLF) witnesstraces
is based on an Erase relation and an Effect (of the Erase relation) function.

Definition 1 (Eraserelation) A tuple (¢;,w,q;) € Erase if there existsa run in P&
from (g;, w) to (g;, €).

Computing the Erase relation. Given an EFSA state ¢; and a program point y; of a
procedure, we would like to compute the state ¢» the EFSA will end up in when the



procedure exits. This is achieved by the least-model computation of the relation erase
defined as follows[3]:

1. (q1,71, g2) € eraseif (g1, 71) — (g2, €)

2.(q1,71, q2) € eraseif (q1,71) — (¢,7) ad (¢, 7, q2) € erase

3. (q1, M, q2) € eraseif (g1, 1) — (¢,772), (¢,7,¢) € eraseand
(¢, 72, q2) € erase

The three rules apply respectively to the cases where PE makes a transition exiting,
within, and entering a procedure from the state (g, ). Figure 3(b) gives the erase
relation corresponding to the product automaton of Figure 3(a).

Predicate Erase liftserase from I'p¢ to I'; . asfollows:

(qla yw, q2) € Eraseif (qla Vs q) € erase /\ (q7 w, QQ) € Erase

Tuple (¢1, w, g2) € Erase impliesthat there exists a run from (g, w) to (g2, €). Refer-
ring back to the example in Figure 3(b), tuples (qo, s3, q0), (g0, $3, q1), (¢1, 83, ¢1) and
(90, 5353, 90), (qo, 5353, q1), (q1, 5353, ¢1) arein Erase.

Definition 2 (Effect of Erase) The Effect of the Erase relation on control location g;
with respect to w € Ip. (“the effect of erasng w on ¢") is
Effect(q;, w) = {q;|(gi, w, ¢;) € Erase}.

The essence of deciding whether a recursive call to a procedure is necessary de-
pends on the effect of erasing the stack content accumulated since the first call to the
procedure. Let (g1, w1), (g2, wa), .- ., (qn, w,) bearunin PE. The consecutive states
(qi, wi) = {q,yw) and (g;+1, wi+1) = {¢',¥'~"w) represent a call from the program
point v to a procedure started at point v, with v/ being the continuati on point upon re-
turnfromthecalled procedure. Notethat the” inw; 1 = v'+"w referstothelatest oc-
currence of 4" inw; 1. Alternatively, we can expand w; 11 asy w1y usz, v’ & ug, with
~'" being its earliest occurrence in the stack and states (g, yuo) and {(qx+1, 77" u2)
being two consecutive states in the run such that £ < 4. Hence, w represents the stack
content accumulated before the recursive cal at state 4, and uo (a suffix of w) is the
accumul ated content before the first such call at the state indexed by k. It follows that
wp = v"'(w — ug) denotes the increase in the stack due to recursive cals. Note that
wp isjusty” if thecdl at state : isthefirst such call.

Assume conservatively that each recursive call can move the PE to any control
location ¢; € Ppe before exiting the call, i.e,, when +"" is at the top of the stack. For
each such ¢;, the effect of erasing the stack increase dueto recursionsis Effect(q;, wp).
Therefore, if, between two consecutive recursive calls, the effect of such erasing isthe
same for every possible control location, the latter recursive call is unnecessary.

Definition 3 (Minimum-recursion loop-freewitnesstrace) Awitnesstracein PE is
minimum-recursion loop-freeif the following conditions hol d:

1. Each state appears exactly once.
2. If w and v are the stack increases due to recursion for two consecutive recursive
calls of a procedure, then 3¢ such that Effect(q, w) # Effect(q, v).



Condition 1 ensures that the witnesstraceis cycle-free. Condition 2 states that if the
effects of two consecutive recursions of aprocedure areidentical, then the second recur-
sion is unnecessary. In fact, because we have considered al possible control locations
incomparing the effects of the current set of consecutive recursive cals, any subsequent
recursions upon exiting will reach one of those control locations and produce the same
effect. Therefore, no more recursions are necessary.

To illustrate the definition of minimum-recursion, consider the example of Fig-
ure 2, the corresponding product in Figure 3(a), and the witness trace W = (qq, mo),
(g0, som1), {qo, s1m1), {qo, S0s3mu1), (qo, s153m1), (qo, S0s353M1), (Qo, S25353M1),
(qo, s48383m1), (qo, s3s3ma1), (q1,s483m1). W contains consecutive recursive cals
to procedure P from states (go, s1m1) and (qo, s1s3m1). Since Vi, Effect(q;, s3) =
Effect(q;, s3s3) based on the Erase relation computed above, W is not a minimum-
recursion witnesstrace.

Notion of Frontier Set. Thefrontier of P£ final statesis defined to be the set of witness
traces leading to fina states reachable from an initial state without visiting any other
final states. By considering only minimum-recursion witness paths that fall within this
frontier, we can further constrain the collection of counter-examples that should be
presented to the user.

4 Algorithm for Counter-Example Generation

Our agorithm for counter-example generation proceeds in two phases. The first phase
constructs an abstract graph representation, the B-graph, of al possible witness traces.
Each node in the graph isa pair consisting of a control location and the top element of
the stack, annotated by aregular expression defining the rest of the stack content. That
is, a B-graph node symbolically encodes the set of concrete states of the PDS-EFSA
product that share the same control location and top element of the stack. B-graphs are
constructed in a goal-directed fashion where exploration ceases upon visiting all final
states of the PDS-EFSA product. In phase 2, the B-graph is traversed starting from
the nodes encoding the final states and minimum-recursion loop-free witness traces are
constructed.

B-graph construction proceeds in two steps. In the first step, the transition rules
of P& are used to generate an intermediate graph called the rule-graph. Each node
in the rule-graph is a tuple of the form (¢,~) where ¢ € Ppg and v € I'pg. The
transition relation ~» of the rule-graph reflects changes of control locations and stack
contentswhen PE moves between states: the source and destination nodes of an edgein
the rule-graph signify changes in the control location and the top e ement of the stack,
whereasthe edgelabel capturesthe change in the rest-of-stack content. An edge labeled
by e indicates no change to the rest of the stack. An edge labeled by a stack-al phabet
symbol ~ indicates that + is pushed onto the rest of the stack in the destination state
when the transition istaken. Finally, an edge labeled by “—~+" indicates that the rest of
stack of the destination state can be obtained by removing aleading v from the rest of
the stack of the source state. For illustrative purposes, the rule-graph corresponding to
the push-down automaton of Figure 3(a) is presented in Figure 4(a).



qo, Mo qo, Mo

my my
S: s
Sr‘ o So 3r~ o, So (s5m1)
€ €
€ €
‘/F \ / . \ )
qo, $1 qo, S2 0, 51 (s3m1) 0, 52 (s5m1)
q0, S5 40, 85 (s5m1)
€
€
€ € € €
e , 0,51 e Q0,51 (s5m

40, S6 -~ ) € Q. S (s5ma) : €
-my 753 ’ -my %3

0,1 0,53 Q0,1 0, 53 (55m1)
ie xa
Q15 54 1, Sa (s5m1)
@ ()
Wi i (o, m0), (qo, som1), (qo, s1m1), (qo, Sos3ma), (qo, s553m1), (qo, S653M1),
(o, s483m1), {qo, s3m1), (q1, S4ma)
W2 i (g0, m0), (qo, som1), (qo, s1m1), (qo, Sos3ma), (qo, s253m1), (qo, S4s3M1),
<QO7 53m1>, (qh 54m1>

©

Fig. 4. (a) Rule-graph. (b) B-graph. (c) Witnesstraces.

Step 2 of the B-graph-construction procedure annotates each node of the rule-graph
with aregular expression defining the corresponding rest-of-stack content. Consider a
node (g, ~) in the B-graph. If we view the rule graph as a finite-state automaton with
fina state (q,~), then the regular expression we seek is the one that denotes the set
of strings accepted by this automaton. Specia consideration, however, must be paid to
the interpretation of the concatenation operator on symbols of the form —~. In partic-
ular, we have: v.(—y) = ¢, (—7).7 = ¢, e.(—y) = —y and (—v).e = —~. For dl
other cases, concatenation involving —+ is undefined. Figure 4(b) depicts the B-graph
corresponding to the rule-graph of Figure 4(a).

Figure 5 contains the pseudo-code of our agorithm. Phase 1 of the algorithm in-
vokes procedure const r uct B- gr aph which first generates the rule-graph from the
product transition rules. Each node isidentified by a uniqueindex from 1 to n wheren
isthetotal number of nodesin the rule-graph. Next, the B-graph is generated from the
rule-graph by annotating each node of the rule-graph with the corresponding regular
expression. Note that the edge labels for the rule-graph and the B-graph are the same.
Generation of regular expressions is performed by function r egExp [14, Chapter 2]:
the result of the function call r egExp(i, j, k) is a regular expression representing the
set of strings defined by the sequences of transitionsfrom node+ to node j such that the
indices of the intermediate nodes are less than or equal to k.

Phase 2 of the algorithm runs procedure const r uct Pat hs, which generates al
minimum-recursion loop-free witnesstraces viaa backward-reachability analysis of the



contructB-graph {
/* create Rule-graph:
nodesand transition relation */

1=1;
make-node(go, 70); setld(qo, Y0, 9);
I* qo, o isaninitial state of PE */
foreach (¢, v) € Ppe x I'pe {

i++; make-node(q, y);

setld(g, v, 1);

n =1; I* number of nodes*/

foreach (¢, v) —(¢’,7') && ¢ ¢ Gpe
add transition (g, v)~5 (g, v');

foreach(q, v) —(¢’,v'7"") && q ¢ Gpe

"
~

add transition (g, v) ~ (¢',7');

regexp(i, , k) {
if exp(i, j, k, e) € storethen return(e);
else {
if (k=0) then {
getNode(i, ¢, ~); getNode(j, ¢", 7');
if (q,7)~>(q’,7") then {
insertStore(exp(s, j, k, €)); return(e);

else { /* unreachable*/
insertStore(exp(z, j, k, L)); return(_L);

else {
e1 = regexp(k,k, k—1);
e =regExp(s,j, k—1) U
regExp(i, k, k —1).e].regexp(i, k, k —1);

foreach (g, ) — (¢, €) && q & Gpe {

insertStore(exp(é, 4, k, €));
foreach (g1, v1) — {(g2,7'~"")

! return(e);
add transition (g, v) <> {¢’,+""); }}
}
}
/* create B-graph: annotatenodeswith Paths(B- h
the associated regular expressions */ cc;r;trzug aths(B-graph) {

foreach (g, v) {
i= getld(q,v);
setRegEXp(q, 7, regexp(1, 4, n));
* regExp returns theregular expression
associated with nodei, i.e. (g, v) else {

*/ N =findAllPaths((¢, ~ ), init-state);
} /* generateall minimum-recursion loop-free paths
} and return number of such pathsas IV */
if N!=0 thenlen++; else break;
}
}
}
}

foreach (q, v) € B-graph&& q€ Gpe {
getExp(q, v, 7);
foreach s € S,- && length(s) =len {
if thereisno such string s then len++;

Fig. 5. Pseudo-codefor construction of B-graph and counter-example traces.

B-graph. Starting from each node (¢, v), ¢ € Gpg in the B-graph, let r be the regular
expression annotating the node, S, the set of strings accepted by r, and S* = {s | s €
Sy, |s| = k}. The procedure concretizes the stack content of each PE state represented
by the node, those with minimum stack depth first, and validates their reachability from
theinitia state by traversing backward through the edges. That is, it starts with the set
of stack contents {yw | w € SI""*)}, exhaustively validates all the corresponding

states before moving on to the next set of stack contents, {yw’ | w’ € Sy,
For example, referring to node (g1, s4) in Figure 4(b), the procedure first analyzes state
<q1, 54m1), then the state <q1, 5453m1), and so on.

Backward reachability proceeds as follows. Given an edge from node (g, ) to node
(¢',~") with label [, a concrete state (¢, v'w) at node (¢’,~'), we compute the corre-
sponding concrete state at node (g, ) as:

1 {(g,yw)ifl=¢
2. (g,y)ifl=+"andw =+"v
3. (g, 'w)ifl=—

10



A trace of concrete states is constructed by depth-first traversal starting from a con-
crete final state leading to the initia state following the above-mentioned backward-
reachability process.

A newly constructed trace may not be minimum-recursion loop-free. Whenever we
congtruct a trace, we check whether the minimum-recursion loop-free condition is sat-
isfied. Procedure const r uct Pat hs terminates when, for a particular set of strings
St on > min(k), it fails to generate any minimum-recursion loop-free traces. From
Condition 2 of Definition 3 it followsthat for al m > n, there exists no MRLF trace
for thestrings S)".

Because the B-graph encodes all transition rules starting from a control location ¢ ¢
Gpe and ending at al possible control locations, any counter-example in the frontier
set will have a matching trace in the B-graph that reaches afina state. The procedure
const ruct Pat hs ensuresthat all MRLF witness traces are exhausted.

Figure 4(c) lists the minimum-recursion loop-free witness traces 1W; and Ws, gen-
erated from the B-graph of Figure 4(b). Projecting these traces onto the program model
yields the following counter-examples: (mqg), (som1), (s1m1), (sossm1), (s5s3m1),
<5553m1), <5453m1), <53m1), <54m1) and <m0), <Som1>, <51m1>, <5053m1), <5253m1),
<5453m1), <53m1), <54m1), respectlvely

Note that both counter-exampl es contain the intermediate state (s;m, ), acommon-
ality that would not be evident if counter-examples were presented one at atime. Upon
examination of both counter-examples, the user may decide to introduce another event
es, (., $1,€2) € A, and refine the property so that EFSA £ only accepts sequences a ong
which event e; isobserved without any preceding es event. Subsequent model checking
will reveal that no such sequence is present in the PDS.

Complexity. B-graph construction amounts to the computation of regular expressions
for each of the nodes. This can be performed in O((|Ppe| x |I'pg|)?) time, where
|Ppe| % |I'pgl is the number of nodes in the B-graph. The process of generating all
witness traces from the B-graph requires time exponentia in the number of nodesin
the graph. The number of possible fina states (determined by the stack content) is
exponential in the number of stack a phabets (| I'p¢|). For each such state, we consider
al possible paths (2/77¢1*11'7¢1) from the initial state making the overall complexity
exponential in |F’pg| + (|P7D5| X |F’pg|).

Counter-Example Generation for Finite-StateModels. The above discussionson reach-
ability and counter-example generation for push-down systems are directly applicable
to finite-state system models. A finite-state model can be viewed as a push-down sys-
tem where the stack depth is always one: the top-of-stack aphabet is aways replaced
by anew stack a phabet |eading to no changein the stack depth. The product of afinite-
state model and an EFSA can be computed in exactly the same way as described above.
Likewise, the rule-graph and B-graph construction procedures do not change.

Counter-example generation becomes simpler as we do not need to consider mini-
mum-recursion paths: there are no recursive procedure cals in finite-state systems.
Therefore the only condition imposed on witness traces is that they should be loop-
free.

11



5 Prototype I mplementation

A prototypeimplementation of our counter-example generation algorithm along with a
sophisticated graphical user interface has been carried out in XSB Prolog [22], atabled
logic-programming environment built &t SUNY, Stony Brook. XSB extends Prolog-
style SLD resolution with tabled resolution. The principal merits of this extension are
that XSB terminates more often than Prolog (e.g. for all datalog programs), avoids
redundant sub-computations, and computes the well-founded model of normal logic
programs. These capabilitiesalowed usto effectively encode the transition rel ations of
the given PDS and EFSA as logical relations, as well compute the least relation Erase
defined in Section 3 and the function r egExp (4, 4, k) of Figure5.

For displaying counter-example traces to the user, we use XVCG [20], a graph-
viewing utility for displaying call-graphs, flow diagrams, and thelike. Counter-examples
are presented with annotations on both states and transitions. Each state is identified
by the entire stack content at that particular program point; the user can also select a
simplified view where only the top-of-stack content is shown. Transitions are labeled
by cal | /di r ect /exi t depending on whether they represent a procedure call, direct
transfer, or procedure exit, respectively.

Our implementation provides several facilitiesthat aid the user in counter-example
visualization and comprehension. One basic one isto alow the user to pre-select any
number of counter-examples to be generated, particularly useful when there are large
numbers of counter-example traces to the same fina state. The implementation will
also identify the shortest such counter-example. Further, the user is given the option of
viewing any subset of generated traces.

Another feature is counter-example abstraction. This is performed by hiding al
uninteresting method or system calls, thus folding sequences of states into a single
abstract state. By uninteresting method/system calls we mean actions for which there
is no state-change in the property automaton. For example, in Figure 4(b), the only
interesting transition is the return from the procedure cdl to P; i.e., the transition from
configuration (qo, s3(s3m1)) to (g1, sa(sim1)), with concomitant state-change from
qo t0 ¢1 in the property automaton. Abstracted counter-examples help the user focus on
the most critical aspects of violating traces. Users can aso unfold abstracted counter-
examplesto view the individua stepsin thetrace.

Frontier sets are computed by the implementation to eliminate redundant counter-
examples. Minimizing the number of counter-examples presented to the user can sig-
nificantly aid overall comprehension of system behavior.

6 CaseStudies

We describe two applications of our counter-example-generation techniques. Both in-
volve the Model-Carry Code (MCC) framework of [21] for ensuring the security of
mobile code, abrief discussion of which was givenin Section 1. The first applicationis
apublicly availabletar-utility package writtenin Javathat allowsusersto read and write
tar archives using Javainput and output streams. One important feature of the program
isthat if adirectory is specified in the input stream, it recursively descends down the
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javaio.FileOutputStream. (init)(name,_)

name # archive
com.ice.tar.tar.createTar(archive, To-Tar)
any
———————(po(archive, To-Tar)

any javaio.FilelnputStream. (init) (name)
(a) prefix(name) # To-Tar

== @M@w

Fig. 6. (a) Tar Policy. (b) Ftp Policy.

(b)

specified directory hierarchy and presents the archived files in the output stream. Such
recursive behavior cannot be adequately represented by finite-state automata because of
the presence of a stack. Hence, we used a push-down model to represent the behavior
of the tar-utility program.

For security purposes, the code consumer requiresthat the utility does not read from
or writeto files not specified as input arguments. The negation of thispolicy is specified
as the EFSA given in Figure 6(a). It records in state p, the input arguments of the tar-
utility, with Ar chi ve theoutput fileand To- Tar thefile/directory to bearchived. The
final stateps isreached viatransitionslabeled by actionson input or output streamswith
argumentsthat do not match To- Tar or Ar chi ve.

i
[[ s(main.com.ice.tar.tat.createTar, [archivename, file], 206110) ]}

‘
‘
|

i
(s(main.sun.misc.URL ClassPath$Fil el oader.getResource, [1,780641) )

‘
|

“
(s(main.misc.URL ClassPath$Fil eL oader.getResource, [1,780642) )
i

v
[[s(main.java_io.FiIeI nputStream.<init>, [name],5810) ]]

Fig. 7. Snapshot of vcg output for Tar-utility example.

Model checking our push-down model of the utility reveals that the policy is vio-
lated; dl counter-examples are presented in a convenient tree-like layout as illustrated
in Figure 7. The counter-examples indicate that the program reads files not specified
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as an input argument; in particular, it requires access to dynamically loaded class files.
Presentation of al counter-examples expedites recognition of thisroot cause of al vi-
olating pathsin the system. After refining the policy to allow reading of class files, the
model checker reportsthat the PDS model satisfies the refined policy.

The second example is an ftp-server program for Linux, available from
ft p. openbsd. or g. Among other things, this program allows a remote user to ex-
ecute commands such as| s and cd a the ftp server-site. Before doing so, however,
the ftp-daemon must check that the user is authorized to issue these commands. This
is accomplished by password-validation for which the ftp-daemon has to read from the
/ et c/ passwd file. Once the user is successfully authenticated the ftp daemon estab-
lishesthe ui d for running such commands withset r esui d. Aninteresting property
to check therefore is: before issuing the system call set r esui d there should beacall
toopen(/ et c/ passwd) .

We encoded the negation of this policy using the EFSA of Figure 6(b). The final
state (p3) is reachable only when thereis no open( et ¢/ passwd) system call pre-
ceding set r esui d. Model checking a finite-state model of the ftp program against
this policy produced numerous counter-examples, closer inspection of which revealed
that the violations occurred due to abstraction performed during model generation. The
abstraction in question introduced non-deterministic branch pointsinto the model; this
resulted in infeasible paths which were the source of the counter-examples.

7 Related Work

Related work in the areas of abstraction refinement and model checking of push-down
systems has been discussed previously in Section 1. In other related work, [11] presents
atechnique where multiple counter-examples are used iteratively (one at atime) for re-
fining an abstract system model. In [2, 13], the generation of counter-examples from the
model checking of sequential-program models (control-flow graphs and labeled transi-
tion systems, respectively) is considered. The goal isto identify the root cause of error
traces resulting from multiple executions of the model checker.

In contrast to these approaches, our agorithm produces a succinct symbolic rep-
resentation of al possible withess traces of a push-down system, and subsequently
generates all minimum-recursion loop-free counter-examples from this data structure.
Collective analysis of these counter examples may then be used to identify the com-
mon root cause of security-policy violations and to refine policies where appropriate.
Asemphasized in [15], the presentation of al possible counter-examples minimizesthe
number of model-checking runs required.

8 Discussion

In this paper, we presented an algorithm that given a push-down model represent-
ing a sequentia program with (recursive) procedure calls and an extended finite-state
automaton representing (the negation of) a safety property, generates al minimum-
recursion |oop-free counter-examples. Our agorithm is aso applicable, without modi-
fication, to finite-state system models. The utility of our techniques was illustrated via
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applicationto aJava-Tar utility and an FTP-server program, and a prototypetool imple-
mentation offering a number of abstraction techniques for easy-viewing of generated
counter-exampl es was discussed.

As future work, we are exploring the use of machine-learning techniques to auto-
matically identify commonality between counter-examples; the main ideais to recog-
nize thelongest common subsequence of action sequences on multiplecounter-exampl es.
Such pattern recognition enhances the usability of thetool. Another important avenue
of research isto extend our techniquesto the model checking of push-down systems for
liveness properties. The major issue here isto define a finite representation for counter-
examples and to extract such violating traces from model-checking results.

Acknowledgements. The authors are grateful to the anonymous referees for their valu-
able comments on an earlier version of this paper.
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