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Abstract.  We introduce a novel conditional e-cash protocol allowing fu-
ture anonymous cashing of bank-issued e-money only upon thesatisfaction

of an agreed-upon public condition. Payers are able to remunerate pay-
ees for services that depend on future, yet to be determined aitcomes
of events. Once payment complete, any double-spending attempt by the

payer will reveal its identity; no double-spending by the pa yee is possible.
Payers can not be linked to payees or to ongoing or past transactions. The
ow of cash within the system is thus both correct and anonymo us. We
discuss several applications of conditional e-cash includng online trading

of nancial securities, prediction markets, and betting sy stems.

1 Introduction

Electronic cash (e-cash) instruments allow digital paymen for goods and ser-
vices. Desirable properties of such protocols include: thability to e ect anony-
mous payments, the detection and prevention of malicious bieavior (e.g., double
spending), as well as the transactional consistency of the grticipants' nancial
state. A multitude of e-cash protocols have been proposed irthe recent past.
The main desiderata in such e orts has often been achieving igitally, a level of
similarity and ease of use comparable to physical cash.

There are scenarios however, where basic e-cash propertiae not su cient.
Here we consider the case of payments conditional on unknowfuture outcomes.
In such settings, payers require the ability to anonymouslyremunerate payees for
items that depend on future, yet to be determined outcomes ofevents. Promi-
nent examples include trading of nancial market instruments such as futures
and securities [7, 8, 23], and other online protocols involwmg deferred conditional
payments such as betting.

Correctness assurances are essential. Payees need to be dent that payment
will occur with certainty for favorable future event outcomes. Payers should be
able to cash back un-cashed issued conditional payments favents with unfavor-
able outcomes. Overall monetary consistency needs to be merved.

We note that trivial designs for such mechanisms can be envisned, e.g., in-
volving the e-cash issuing institution (i.e., bank) as a trusted arbitrator. Such
assumptions, however, are rarely desirable. Requiring kneledge about the se-
mantics of each and every considered future event at the banks not scalable
for even moderate transaction throughputs, considered evds, and number of



parties®. Moreover, an important concern in such scenarios is the priacy of par-
ticipants. It is important to protect the privacy of interac tions between payer and
payee entities. Revealing identities should only be posslb as a counter-incentive
for faulty behavior (e.g., double spending) and speci caly not during a correct
run of the protocol.

Thus, one of the main challenges of a sound design is assurifgrticipants'
privacy while guaranteeing the conditional nature of payments. Payers and payees
will naturally know each other, either by knowing each others identity or at
least by having access to a pre-authenticated channel throgh which to transfer
public keys. No other party however should be able to assocta them with each
other and the conditional payments. While many existing e-@sh protocols provide
for participant anonymity, they cannot be directly deployed for payments of a
conditional nature.

In this paper we introduce a new conditional e-cash protocol featuring the
following properties. A payer can ask her bank to issue an angymous payment
token that can be cashed by any potential payeepnce and if and only if a trusted
publisher* will publish a specic secret (which only the publisher can do) in
the future. In e ect, payers are now able to remunerate payes (e.g., merchants)
anonymously, for services that depend on future, yet to be dermined outcomes
of events. Once payment complete, any double-spending attept by the payer will
reveal its identity. Moreover, no double-spending by the paee is possible. Payers
can not be linked to payees or to ongoing or past transactionsThe ow of cash
within the system is thus both correct and anonymous.

We explore a series of applications for conditional paymert, including the
online trading of securities, prediction markets, and onlhe betting protocols.

The paper is organized as follows. We discuss the operatiohand adversarial
models in Section 2. We introduce and analyze the payment priocol in Section 4
and explore several applications such as anonymous onlineetiing in Section 5.
We discuss related work in Section 3 and conclude in Section. 6

2 Model

A payer remunerates a payee by providing a payment token thatcan be acti-
vated and cashed at a specic bank, but only when a secret is polished by a
trusted publisher upon the completion of a certain agreed-pon event with a \fa-
vorable" outcome (e.g., stock price below given thresholdhorse won race). Events
with two possible outcomes will be considered (\favorable"{ payment should be
honored, and \unfavorable"). No other party but the publish er can generate the
secret (under computational intractability assumptions) . Without sacri cing gen-
erality, we will consider a single such event/secret combiation, but possibly many
payees and payers exchanging conditional payments for onevent. The protocol
guarantees the following:

3 Additionally, arguably, very few banks would enter such an a rbitration business.
4 The publisher can be considered a \manager" of events { e.g., a stock market admin-
istrator, a race organizer.



P1. The bank is not able to associate previously issued condi-
tional payments (to payers) with identities of principals ( payers
or payees) cashing them later.

P2. Double spending by both the payers and the payees is pre-
vented. Moreover, if a payer re-uses the payment token for aift
ferent payee, its identity is revealed to the bank.

P3. The payer is able to cash back the payment token in the case
of an unfavorable outcome.

P4. Once the payee accepts the conditional payment from the
payer, she will be able to cash it in with high probability in t he
case of a favorable outcome, when the publisher publishes ¢h
associated enabling secret. In this case, if the payer attepts to
spend the payment token the payer's identity will be revealal to
the bank (this is discussed in P2).

P5. The publisher cannot infer any information about the exis-
tence of payer-payee-bank interactions solely through th@rotocol.
P6. The bank cannot infer any event-speci ¢ detalils.

P7. Neither the payer nor the payee should be able to prove to
outside parties that they interacted in a conditional payment pro-
tocol (deniability).

2.1 Operational Model

Let A be the payer, C the payee,B the bank and T the trusted publisher. Fac-
toring large composite numbers is hard. There exists a PKI ifrastructure based
on RSA. For any party X, we denote byid(X) its identity, Ny its public RSA
modulus, ex its public key and dx its private key. Network anonymizers [17] ex-
ist and can be deployed by bothA and C to communicate to B. Let Mix be a
notation for such an anonymizer. Whenever possible point-o-point communica-
tion will be encrypted semantically secure®, including links passing through an
anonymizer towards the bank. These will be encrypted with noforward security
by using a session key generated by the anonymous party (e,gC, when commu-
nicating with B). The meaning of all messages in the system is explicited asapt
of the message; we will not detail this in the protocols. The lank B manages client
accounts and assists clients by generating or cashing trational and conditional
e-cash payments.

Let b denote the public \name" of the considered future event. Lett the
corresponding secret published byT in the case of a favorable (for payment)
outcome. Without loss of generality we will considerbto be a large prime number,
andt=b ! mod (Nt), where () is Euler's totient (this is discussed further in
Section 4.3). If the event's outcome is not favorableT is trusted to immediately
discard any information that could enable other parties to reconstructt or portions
thereof. We stress it is important for T to not collude with the payee to reveal
the payer's identity by publishing t and allowing C to cause a payer double-
spending condition. The publishing process of could be as simple as maintaining
an authenticated website. For scalability, outside of the publishing process, no
interaction between T and other participants is required by the protocol.

® With keys being generated using authenticated DH or equival ent.



2.2 Adversary

As discussed above we are concerned with a computationallydunded adver-
sary. Because the message exchanges are encrypted, and thetpcol only uses
anonymizers when no authentication is required, we will cosider here mainly the
insider threat. Both the bank and the publisher should not be able to infer any
additional information about ongoing or past conditional payment transactions.
Speci cally, without their direct cooperation, A and C should not be identi able
as conditional payment partners. Additionally, no subset d participants should
be able to collude and violate any of the properties above.

2.3 Crypto Tools

For completeness, we will brie y discuss blind signature potocols.

Let a party A engage in a blind signature protocol withB (B is the signing
party). At the end of a correct run of the protocol, A will be in the possession of
a \well-formed" (e.g., \$10\) message signed byB, such that B does not know
the message contents but is (su ciently) con dent of its \we [l-formed"-ness. It
can be considered thatB's signature semantics in fact speak only about the fact
that the message is \well formed". Thus, this \blind" signat ure should not be
interpreted to mean anything else. We now overview an instane, namely the
cut-and-choose protocol [12{15].

Let Sg (M) denote B's signature on messag® . A generatesn \well-formed"

115 Sg (Mp)g) would satisfy A as an end-result.A \blinds" all n messages with
di erent blinding factors and sends them to B. A blinded message cannot be read
unless the corresponding blinding factor is knownB requestsn 1 randomly cho-
sen blinding factors from A. It un-blinds the corresponding messages and veri es
that they are \well formed". B is now convinced that with probability 1  1=n,
the remaining message is also well formed. By making arbitrarily high, this
con dence can also be made su ciently high. B then signs the remaining blinded
messageM; and sends it back toA, who simply un-blinds it. The blinding mecha-
nism is designed such that a message rst blinded by, then signed byB, can be
transformed into its simple signed (un-blinded) correspomling messageSg (M)
by A, knowing the blinding factor. We say that B blindly signed M; for A.

For illustration purposes, we considerB's signature to be simple RSA expo-
nentiation with private key dg. The blinding mechanism of a messagéM can
then be M s . The corresponding un-blinding process is simply divisionby
the blinding factor s. We note that blind signature protocols can be run through
anonymizers (with simple precautions).

3 Related Work

Prediction Markets. Prediction markets generate assets whose value is condi-
tioned by speci c events. Example markets include the lowa Hectronic Markets
(IEM) [2], Intrade [1], and TradeSports [6]. IEM is an educational prediction
market of University of lowa, based on real money, where pays are based on
real-world events such as political or economic outcomesntrade and TradeSports
allow their members to speculate for real money on the outcom of a multitude
of future events, ranging from politics to sports and pop cuture.



Companies such as Hewlett-Packard, Eli Lilly, Microsoft ard Google use in-
ternal prediction markets, where employees trade futures antracts on sales and
prots, success of products or supplier behavior [21,24]. Tie lowa Health Pre-
diction Market [3] attempts to forecast the future activity of a wide variety of
infectious diseases and related phenomena, by using the upie and fresh knowl-
edge of health-care workers. University of Miami released alurricane Futures
Market in an attempt to better understand the information th at people rely on
when forecasting hurricanes.

Conditional payments will enable novel applications for prediction makers and
companies with an interest in future outcomes of events. Prdiction makers can
receive rewards for accurate predictions, while allowing empanies to purchase
safety for important decisions.

Time release encryption. Dodis and Yum [18] introduce a novel problem
called the time capsule signature It allows for the construction of a signature
that becomes valid at a time in the future when a trusted third party publishes a
trapdoor associated with the current time. The time capsulesignature allows the
recipient of the signature to immediately verify its validi ty. Moreover, the third
party has no interaction with the generator or recipient of the signature. It may
seem possible to use the time capsule signature to solve themditional payment
problem. The payer could ask the bank to generate a time capda signature on a
blinded e-cash such that the capsule can be removed only if &dain event occurs.
Besides the technical di culty of the payer un-blinding the time capsule, this so-
lution would require the bank's knowledge of the event, its publishing procedure
and ultimately the identity of the publishing institution. However, for privacy rea-
sons, the conditional payment problem requires the decoujhg of the publishing
institution from all other participants. In particular, th e bank's operation should
be oblivious of the nature of the event determining the condiion.

Blake and Chan [9] propose a protocol for transferring timeencrypted mes-
sages between users. A message becomes valid only after asted server publishes
a signed piece of information on a speci c time value. Their slution requires no
interaction between the trusted server and the users and als preserves the user's
privacy from the server. Cathalo et al. [11] propose a more ecient solution for
this problem, that also improves the user's anonymity. However, none of these
schemes allows the receiver of a timed release message toifyeits validity before
release time, making them unsuitable for conditional e-cas transfers.

E-cash. The use of blind signatures and of the cut-and-choose protait for
providing untraceable electronic cash payments was propesl in [12{15]. Franklin
and Yung [20] proposed the use of a trusted entity (trustee) hat collaborates
with the bank at withdrawal and deposit to provide a computat ion e cient on-line
cash system. Trustees (either on-line or o -line) were prowsed to provide variable
degrees of anonymity for e-cash [10, 16, 19, 22]. Stadler et. §22] introduced the
notion of coin tracing and introduced several tracing mechaisms, requiring the
trustee to be on-line at withdrawal. Camenisch et al. [10], Fankel et al. [19]
and Davida et al. [16] proposed payer and coin tracing mechasms using o -line
trustees. In our work however, the payer and payee anonymityis essential and
requires the bank to be unable to link the payer and payee evemhen colluding
with one of them.



Simon [26] proposes a simple e-cash protocol in a network wieanonymous
communication is possible. The payer generates the e-casly having the bank sign
f (x) where x is the payer's secret andf is a one-way function. The e-cash can be
transferred by revealingx to the payee. The payee can then either cash the money
with the bank or further transfer it by providing the bank wit h x and asking it to
sign f (y) for which it knows vy. If the communication between the payee and the
bank is anonymous, the payee remains anonymous and can trafes the money
further. The bank can link the start and end points of a transfer chain, however,
for long chains this information may be meaningless. Moreogr, the end point
of a transfer chain may repeat this protocol with itself, to arti cially increase
the length of the chain. Even though we also require the use o&nonymizers,
the solution of [26] does not provide support for conditiona transfers. Even if
conditional transfers would be provided, the payer could eaily spend the e-cash
transferred to the payee before the condition is satis ed { & the e-cash does not
encode any information about the payer for anonymity reasos.

4 Conditional Anonymous Payments

The solution is composed of a set of logical sub-componentshe generation of
conditional payments, the validated transfer of the paymerts from the payer to
the payee, and their spending by the payee in the case of a suessful event
outcome, or the cashing of the un-spent payments by the payeotherwise. All the
above will also be designed to prevent double spending by bbtthe payer and the
payee. In the following we detail each of these components.

4.1 Payment Generation (PG)

Let n; and n, be security parameters. To generate the conditional paymet) the
payer A will contact the bank B as follows (A holds an account with B).

A generates 2; random numbersXs;::; Xn, and Ry;::; Ry, . Using a standard
secret splitting algorithm [25], A constructs n, shares for each of the valueX;
id(A), for i = 1::n1. We denote thej-th share corresponding toX; id(A) by
share; for j = 1:ny. For any X; id(A), all its n, shares are required for its
correct reconstruction.

A then constructs n; blocks, each ofn, +1 elds. The i-th block consists of

mi. = [id(A); Xi;Ri;v;"left"]; myr =[share; ;Ri;v; " "right"];

where v represents the value and currency of the payment (i.e. $1). left" and
"right " are text messages used to di erentiate between them; value and the
mir Shares.

Next, A asks the bank to blindly sign one of then; message pairs using the
cut-and-chose protocol discussed in Section 2.3. In this ggi c case however, the
bank signature consists of a signature on botm;_, and mjz as well as on each
and everyshare;j in mjr . The bank will do so after verifying \well formed"-ness
of n; 1 random pairs as well as their associated shares. Speci dgl the bank
will verify

{ that each set ofn; shares in then; 1 \right" messagesmjr can be used to
reconstruct the correspondingX; id(A) values.



{ that XOR-ing these reconstructed valuesX; id(A) with the second elds of
m;_ Yyield indeedid(A).

{ that the third eld of mj_ is equal to the second eld ofmjr . This value, R;
helps to e ectively associate these messages later on.

{ the correctness of the enclosed currency valuevy.

If any check fails, B aborts the protocol. Otherwise, A's account is debited in
an amount of v and A is able to retrieve (after un-blinding) the following payment
document signed by the bankB:

M_ = ml‘,’_B mod Ng; Mjr = m,‘j’; mod Ng;
wherej =1:ny and | 2 [1;n1] was randomly chosen byB.

Intuitively, M_ can be later used byA to cash any un-spent payment in the
case of an un-successful event outcome (see Section 4.4),ilwtthe n, bank signed
e-cash sharesMr , can be used byA for payments to potential payees such a<C
(see Section 4.3).

4.2 Preventing Double Spending (PDS)

Before we proceed with describing the actual transfer of thee shares to payees,
we will rst discuss a simple token attribution mechanism designed as one of the
tools we will use to prevent the payer from double spending. Beci cally, A will
be prevented from transferring the payment to more than one @yee. Moreover,
at the completion of this step, at most two participants, one being A, will be able
to cash the payment.

To achieve this, B will issue two unique \use tokens" for each signed payment
(identi ed so anonymously by its uniqgue R, value). Each of these tokens will
be issued on-demand, in an online interactive protocol, though an anonymizer.
Speci cally, before interacting with C but after retrieving the signed payment
document fM_ ;Mg g from B, A will use the anonymizer Mix to send B the
currency amountv and the R, value occurring both in M_ and Mjr ,j =1:n2. B
will respond with a fresh random token token, . B will also store an association
betweenR, and this token R, : f token, g for future reference. We call the payment
\activated" once this happens. If B has already seerR, it ignores the message.

Before transferring the actual payment document,A sendsR; andv to C. C
then forwards R, anonymously to B who proceeds as follows:

{ if B does not nd any record of R, it noties C and then simply ignores the
message as the payment has not been activated yet.

{ otherwise, if R| is associated with asingle token token_, B generates a new
random token tokeng, associates it also withR, (R, : f token, ;tokengg), and
sends it back to C (through the Mix ). It is important to note that only C
and B know tokeng. C will use tokeng later to cash the payment upon a
successful event outcome, as will be discussed later.

{ if B already storestwo tokens associated withR,, it noties C, who in turn
then aborts the protocol, knowing that A attempts to double spend.

4.3 Conditional Transfer (CT)

The PDS protocol above allowsC to assert the fact that the payment that will
follow from A has been activated and has not yet been spent. In this sectiowe



discuss achieving the \conditional" properties of the protocol. We introduce here
a randomized probabilistic solution.

The main idea here is forA to generate a quantity that can both (i) convince
C to accept this payment because it is indeed valid cash-able oney signed byB,
(i) allow its cashing only if t is published by T. A uses eventb and T's modulus
Nt (see Section 2) to blind eachMr = m;j’g mod Ng, j = 1::n,, separately, by
computing

S = M mod Nr:

A and C then engage in a cut-and-chose protocol (see Section 2.3)rtbugh which
C becomes convinced that with 1 1=n, probability, all of the S; values are indeed
well formed and signed byB, as follows.

A sends all suchS; values to C, along with the R, value and currency amount
v. C selects a random one of them (e.g.S,) and asksA to prove that all the
remaining ones are indeed validVjr messages. To do soi sendsC all Mg =

mﬁg mod Ng values for allj 2 [1;n2] nfug and C can verify that indeed S; =

Mj% mod Nt for these values.

At this point, C will verify the \well-formed"-ness of all revealed Mjr values.
After removing B's signature from Mjr , C veri es that the fourth eld of mjr
equals the constant string \right" and that the second and third elds equal the
R; and v values previously sent byA for the present transaction. This veri cation
prevents A from re-using shares from di erent protocol instances.C also veri es
that there are no duplicates among the rst elds (share; ) of the n 1 myr
values recovered. As a reminder, alh, shares are required for the reconstruction
of the correspondingX; id(A) value later on. If any of these checks fails,C
aborts the protocol.

Later, for a successful event outcomeT will publish

t=b Ymod (Nt)

Sincebis prime (see Section 2), it has an inverse mod(N+). Only T can compute
this inverse, knowing the factorization of Nt. Using t, C can retrieve the missing
M,r value as

Mur = SEJ mod Nt

By removing B's signature fromM g, C yield the last unknown share,sharey, ,
to construct the secretX; id(A). We next discuss the payment cashing procedure.

4.4 Spending The Money (SM)

In the case of a favorable event outcomeC should be able to interact with B and
get her account credited appropriately. To achieve this, wepropose a three-stage
protocol. In the rst stage C contactsB anonymously and provides proof of credit.
In the second stage,C and B engage in a blind signature protocol (see Section
2.3) in which B blindly signs an untrace-able piece of currency of equivald value
to the credit that was proven in the rst stage. In the nal sta ge, the payeeC
directly contacts the bank B through an authenticated channel and exchanges
this piece of currency for credit to her account.

We note that, technically, the three-stage anonymous protaol is apparently
super uous here for purposes of providing anonymity, as thé has already been
ensured by previous anonymization and the lack of any information about A's



identity in the proof of credit. Nevertheless, we chose to dicuss it here for ease
of presentation. Its purpose will become apparent later wha we discuss specic
applications of conditional payments such as online bettimg.

We now detail the above.C uses the anonymizeMix to send toB the message

tokeng; Mjr ;j =1:ny;

containing the n, shares recovered fronA and T. Similar to C (see Section 4.3)B
immediately veri es the validity of each share Mjr . If at least one share does not
verify, B aborts the protocol. Otherwise, it uses the shares to recowveX; id(A).
B then veri es that tokengr is the second token associated with the R, value
contained in all Mjr shares. If the check fails,B aborts the protocol.

Next, B investigates potential double spending. If theM;r shares have been
previously spent, it simply drops the message. If the left pat of the payment, M
has been spent (byA), B can immediately recoverA's identity by computing the
XOR of the rst eld of the corresponding m_, X, with X, id(A).

At this point, B has proof to believe thatC is entitled to a credit equal to the
v value stored in the third eld of Mjz . Now C and B can anonymously engage
in a blind signature protocol in which B blindly signs an un-traceable temporary
piece of uniquely identi able currency of equivalent valueto this credit.

Finally, the payee C directly contacts the bank B through an authenticated
channel and exchanges this piece of currency for credit to meccount. B will rst
verify if this currency has been already spent, creditC's account, and store the
unique identi er of the currency for future double spending detection.

4.5 Analysis
In this section we informally discuss the security propertes of the above protocol.

Double spending (P2). The payer could try to double spend during the PDS
step by registering with the bank the same e-cash under di eent R, values and
transfering each value to a di erent payee. This is preventel during the CT step,
by having the payee verify that the R, value encoded in the e-cash matches the
R; value received during the PDS step.

Alternately, during the SM step, the payer could try to spend her e-cash (using
M_) even in the case of a favorable outcome published by . However, once the
payee performs her SM step, the payer's identity will be immeliately revealed.
The payer could also try to spend the e-cash she sends to the pee, before the
payee has a chance to do it. For this, the payer would have to dain the tokeng
value associated with the uniqueR, of the e-cash, shared by the payee and the
bank. If the payer retrievestokeng from the bank before the payee, the payee will
be unable to get it and will abort the protocol.

The payee cannot double spend, since both her share#(r ) and the unique
identi er generated at the end of the SM step (see Section 4 Ylare recorded by the
bank. The payer and the payee could try to collaborate in orde to double spend
e-cash without having their identities revealed. This is prevented by the fact that
the e-cash generated during the PG step ensures w.h.p. (1 1=n;) the fact that
spending both M and the Mjr shares reveals the payer's identity. Moreover,
both M_ and the Mjr shares can only be spent once.

Guaranteed Payment or Rollback (P3,P4). During the cut-and-choose
sequence of the CT step, the payee receivas, 1 shares of its choice of the



payee's e-cash. If eventb occurs and the correspondingt value is published by
T, the payee can recover the missing share and spend the e-cashevent b does
not occur, the payer is certain that the payee is unable to reover the e-cash. The
payer can then safely cash back its payment, without fear of duble spending. At
this point T is trusted to never reveal the factoring of the currentNt value. We
stressed before the existence of a collusion vulnerabilityT can collude with the
payee to reveal the payer's identity by publishingt and allowing C to cause a
payer double-spending condition.

Un-linkability and deniability (P1,P5,P7). The payer obtains the payment
signed by the bank, containing aR; value that is unknown to the bank. Moreover,
the payee cannot prove payment origin to other parties as no on-repudiable
identi cation tokens are revealed in any steps outside of dable spending. This
prevents the bank from colluding with payees to trace paymets to their payer.

The payer could collaborate with the bank and attempt to reveal the identity
of the payee. To achieve this, the payer could spend her e-cagM | ) or the payee's
e-cash (theMjr shares) in order to signal the bank the moment when her e-cash
will be spent by the payee. However, before spending the e-sh in person, the
payee performs two additional stages, both through an anonmizer (see Section
4.4). The second additional stage generates the anonymousaash the payee will
spend then in person.

Since the publisher does not directly interact with any participants, except
possibly for publishing event outcomes, property P5 is trivially satis ed.

5 Applications

In this section we brie y overview just a few of the application scenarios requiring
conditional e-cash payments: nancial securities, predition markets, and anony-
mous online betting.

5.1 Securities Trading

A particularly relevant application scenario for conditio nal payments can be found
in trade systems involving (atomic) securities. Securities are nancial instruments
that deliver future value as a function of event outcomes. A émple illustrative
instance is the following contract:

\The Smart Financial Group will pay the bearer of this certi cate
$50 at the end of the current nancial year, if and only if the D OW
Jones will increase by 5%."

Financial institutions can now sell such securities onlinewith full privacy and
assurances of payment for their clients.

5.2 Prediction Markets

Yet another application for conditional payments is in prediction markets [1, 2, 4{

6]. For example, manufacturers may use futures markets to dect investments.

Additionally, a sense of con dence can be gained if conditinal monetary transac-
tions are involved. A prediction maker can express its con cence in a prediction
by associating a payment to the manufacturer that is to take gace if the outcome
of the prediction is unfavorable. In return, the manufacturer agrees to reward the
prediction maker if the outcome of the prediction is favorabe.



For instance, the Smart Motors Company (SM) may propose the 6llowing
trade to any willing prediction maker:

\If crude oil is traded at under $60 a barrel until the end of 2007,
the Smart Motors Company will pay $6. If the price goes above
$60, SM will be paid $10. No money changes hands now."

SM and a prediction maker may sign as many of such contracts athey desire.

Manufacturers and prediction makers signing such contract online are now
able to preserve their interactions private, even from the nancial institution
handling the money. This is important in cases where manufaturers want to hide
certain decisions from the competition and where predictim makers may posses
insider information.

5.3 Online Betting
Interestingly, the conditional payment mechanisms discused here can be deployed
in the design of anonymous online betting protocols. We brigy outline how.

Without loss of generality, we will consider A as being the betting party and
C the \bookie" (the party taking bets). Then, a simple online b etting protocol
can be constructed as a symmetrical conditional payment saerio. For example,
A will provide a conditional (on a certain race outcome) $1 toC, while C will
reciprocate with $10 conditional on the negated outcome. Tle race organizerT
will publish di erent t valuestyi, and tj,se for a win or a loss respectively.

Even though the payments sent are conditional, eitherC or A may choose
not to reciprocate if the other party sends its payment rst. One simple (yet
more costly) solution to address this issue is to break eachgyment into multiple
smaller payments. For instance, for a 2:1 bet for $100A may initiate a 10 step
protocol, by sending C a $10 conditional payment. A then waits to receive a $20
conditional payment from C before sending the next payment. While imposing a
larger communication overhead, this ensures that no partigpant may loose more
than 1/10th of the expected value. We also designed a few loweoverhead solutions
(of increased exposition complexity) we will not discuss hee.

Full Anonymity. The above solution provides a simple betting protocol gearé
towards achieving anonymity of both C and A with respect to B or T. Often
however, online betting protocols would benet from one addtional property,
namely full anonymity:

P8. The payer and payee should not be required to know each
other's identities nor should they be able to infer these idetities
from the betting protocol.

This is particularly important in hostile environments wit h concerns of collu-
sion (of either C or A) with outside parties with incentives to reveal participat ion
in the protocol of either the better or the bookie.

To achieve full anonymity we will require the interaction between A and C to
be performed either through a special anonymous IP rendezeus point, similar
to the ones in Tor [17] or through IRC channels as follows.

C anonymously advertises its public key as well as the servici provides. C
also registers its public key along with several introductbn points in a lookup
service (built to be censorship resilient [27]).



A nds the advertisements and then uses the lookup service to etrieve the
introduction points of the bookie. It then chooses an anonynous rendez-vous point
as the place where the transaction is to take place and regists its coordinates
(encrypted with the public key of the bookie) on one or sever&of the introduction
points. If the bookie decides to accept the better, it retrieves the bet anonymously
from the rendez-vous point while it reciprocates with its own conditional payment
or engages in a more complex multi-stegimultaneous payment protocol as above.

A simpler idea is to use IRC channels and messages steganoghed into posted
media les to also achieve plausible deniability of participation claims in the case
of compromised rendez-vous points.

6 Conclusions

In this paper we introduced a novel conditional payment protocol that allows
future anonymous cashing of bank-issued e-money only uporé satisfaction of an
agreed-upon public condition. We discussed a set of appliti@n scenarios including
online trading of nancial securities, prediction markets, and betting systems.

In future work we believe it is important to allow payees to further transfer
their payment tokens to third parties. This is of interest for example in nan-
cial securities/options trading where securities and optons are subject to multi-
ple sell-buy cycles before maturation. Additionally, we are currently working on
lower overhead methods to enable conditional transfers. Wénave designed a few
solutions based on bilinear maps that seem particularly pronising.
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