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C rypto C raS h CO u rse Stony Brook Network Security and Applied Cryptograp hy Lab

« Randomness

e Crypto Hashes

e Encryption

* Public key encryption
e Signatures

e Ciphers

e Semantic Security

e Forward Secrecy

e Performance
 Merkle/Hash trees
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Crypto: Meet the cast

Stony Brook Network Security and Applied Cryptograp hy Lab

Trent
k<« (trusted guy)

v

Alice

(innocent) does
stuff
too

Mallory
(“malicious”, bad guy)

Bob
A (mostly innocent,
just listens sometimes malicious)

Eve
(eavesdrops,
passive malicious)

Secure Data Outsourcing (VLDB, September 2007)



Crypto: Randomness

Cryptographically random numbers: a sequence of numbers
X1, Xy, ... such that for any integer k > 0, it is impossible for
an observer to predict X, even if all of Xy, ..., X,_; are known.

Problem: True RNGs cannot be deterministically algorithmic
In a closed system. “Anyone who considers arithmetic
methods ... is In a state of sin” (von Neuman)

Being creative: simulate a sequence of cryptographically
random numbers but generate them by an algorithm.

Pseudo-random numbers: a sequence of numbers X, X, ...
such that for any integer k > 0, it is hard for an observer to
predict X, even if all of X, ..., X,_; are known.

Secure Data Outsourcing (VLDB, September 2007) & o6



C rypto H aS h eS Stony Brook Network Security and Applied Cryptograp hy Lab

* A hash is a one-way, non-invertible
function of that produces unigue (with
high likelihood), fixed-size outputs for
different inputs.

* The probability of any bit “flipping” in the
output bit-string should be always ¥ for
any change (even one bit) in the input
(“randomness”).

Secure Data Outsourcing (VLDB, September 2007) & 7
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oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

oooooooooooooooooooooooooooooooooooooooooo

@ 4
«— S{(time,expiration,“Bob”,publig)

@EpublicB(M)
Alice / \ M=D privatqg(EpublicB(M))
— no problemo
“certificate
authority”

“public key
certificate”

Mallory
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Crypto: Signatures

M=D privateA( EpublicA(M)):DpublicA(EprivateA(M))

private, public, public; private;

] A(M): EprivateA(M) I

/\

no problemo M=D

@
Sa(M)) ?

publicA(

Mallory
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Crypto: RSA in a nutshell

Stony Brook Network Security and Applied Cryptograp hy Lab

messagen<n

RSA Encryption Alice

v

/Extended Euclidean

d =elmod (p-1)(g-1)

»
|

c=memod n

RSA Decryption

\ 4

v

m=c“ mod n5
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C rypto CO n d e n Sed R SA Stony Brook Network Security and Applied Cryptograp

messagesn}

1

RSA Signature

\4

{s=m.“ mod n}

@)

2
“Condensed RSA Signature

un-forgeable 550 s
against adaptive \ ®)

chosen message verification: N
attacks | check thas = O m)¢

Secure Data Outsourcing (VLDB, September 2007)
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Crypto: Ciphers

- My M, My cipher

v

v

cipher?t

v

ml m2 m3

The compromise of
iIndividual blocks
should not lead to the
compromise of past
communication !

Mallory
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C rypto Se m antl C S eC u rlty Stony Brook Network Security and Applied Cryptograp hy Lab

® P,S
P
®
G )
Ep(M X) (T
Mallory | ] Alice
X=x"?

E() is indistinguishable under a chosen plaintext

attack (IND-CPA, “semantically secure”) if no probabilistic
polynomial time-bounded Mallory can succeed in finding
X', significantly better than guessing.

Secure Data Outsourcing (VLDB, September 2007) & 13



C rypto S e m antl C S eC u rlty Stony Brook Network Security and Applied Cryptograp hy Lab

E(M)

>

Oracle

v

Es( M X)CZD—

X

Mallory
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C rypto S e m antl C S eC u rlty Stony Brook Network Security and Applied Cryptograp hy Lab

e Deterministic + stateless = insecure !

e Semantic security implies bit security !
 RSA : not semantically secure ! Why ?!
« RSA + padding (e.g., RSA-OAEP): ok

Secure Data Outsourcing (VLDB, September 2007) & 15



C rypto FO rward Se C re Cy Stony Brook Network Security and Applied Cryptograp hy Lab

Future compromise (e.g., of PK secrets)
should not propagate backwards in time.

Secure Data Outsourcing (VLDB, September 2007) & 16



C rypto P e rfo rm an Ce Stony Brook Network Security and Applied Cryptograp hy Lab

[llustrative baseline.
approx. Pentium 4. 3.6GHz.
1GB RAM. 11000 MIPS.
OpenSSL 0.9.7f

DES/CBC: 70MB/sec = Modular MUL 1024: 273000/sec
RC4:. 138MB/sec RSA1024/2048 sign/s: 261/50
MD5: 18-615MB/sec RSA1024 verify/s: 5324/1600
SHA1: 18-340MB/sec 3DES: 26MB/sec

Paillier1024 enc/dec:12/30 / sec

Secure Data Outsourcing (VLDB, September 2007) & 17



Crypto: Merkle/Hash trees

trust this (store or authenticate) compare
- Idea: sign stuff
11O (when ?)
ldea: no need
to be binary @

HO). H() H() H()

SN N N

Hixy) | [ H%) | | HXs) | | H(Xq) | || HXs) J|[| H(Xg) || | H(x7) | | H(Xs)
A A A = T A A

X4 X5 X3 X, Xs Xg X+ Xg

Secure Data Outsourcing (VLDB, September 2007) & 18



Crypto: Hash chains

Stony Brook Network Security and Applied Cryptograp

hy Lab

trust these (store or authenticate)

h,=H(X,|hg) | | h,=H(X5|hy) |- h=H(x;|h;.;)
hy X X X
Can we break
the chain ?
Secure Data Outsourcing (VLDB, September 2007) & 10
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Data O utSO u rC| n g Stony Brook Network Security and Applied Cryptograp hy Lab

assuranced | {query correctness, data confidentiality, access privacy}

Data Pre- @ : g mE O
Processor x “outsourcing” 2
A [ | [ |
............................... Q W encrypted
) @
gueries < |- B plaintext
=3 HEOB@O
3) 5] OoEOm
J query reSU|tS, assurances gh Outsourced
o ® Data -
uery : Nt
Pre/Post- ?" 'é’;
Processing .| Query Processor =
data client(s!) ~ data server (un-trusted)
% =
K \ 4
Mallory Eve

Secure Data Outsourcing (VLDB, September 2007) & 21



Outsourcing Challenges

L 5 &

Secure Data Outsourcing (VLDB, September 2007) & 22



H aC | g u m u S (2 OO 2) Stony Brook Network Security and Applied Cryptograp ~ hy Lab

Database
HTTP Application Request

Request . Request

{JDBC)
Serviet

Engine
HTTP

| Results " JDBC

Response — Backup/
(HTML) (HTML) Response DEMS Recovery
|
|
Database Warm Stand bYI
s Application . Request :
| R ) 1
equest Servlet (JDBC) I
Engine g = T | NN . _:

JDBC

(HTML) ) Response Warm Standby
DBMS

System architecture of NetDB2

Stored Data Confidentiality
SELECT decrypt(discount,key)

\'ijHCDE'\élliEréeit(t?g‘ 200 H. Hacigumus, B. R. lyer, and S. Mehrotra.
ustid = Providing database as a service, ICDE 2002.

Secure Data Outsourcing (VLDB, September 2007) & 23
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Correctness

Client requires quantifiable assurances that query
results are correct, for arbitrary query types in the
presence of a server that could be ...

... lazy

... and/or fully malicious (!)

Secure Data Outsourcing (VLDB, September 2007) & 25



Devanbu et. al. (2000)

pk. ., sk database «
070 gsummary-signature _ PXo
Owneri -~ Publisher
query
response
verification-object
pko
User

The owner provides database updates and summary
signatures to the un-trusted publisher. When users
make inquiries with the publisher, they get responses
which can be verified using a returned verification-
object. Only sk 5 is secret, pk 5Is authenticated.

Secure Data Outsourcing (VLDB, September 2007) & 26



Devan b u et. al . (2000) Stony Brook Network Security and Applied Cryptograp hy Lab

A Merkle tree, with a continuous sub- 0

range ¢, with a least common ancestor A

LCA(Q), and upper and lower bounds.

Note the verifiable hash path “I" from

LCA(Q) to the root, and the proximi Path "1"
sub-trees (thick lines) for the “p&ar miss”

tuples for LUB(q) and GLB(g) which

show that g is complete

authenticated
via sighature

Proximity LCA(q)
Subtree
Proximity
C’ Subtree
LUB(q)

q

Secure Data Outsourcing (VLDB, September 2007) & 27



Devanbu et. al. (2000)

Supported claimed operations:
* selections
* projections
* (1) maintaining VOs before duplicate elimination
* (2) pre-computing VOs for common projections
* equiJOIN
* (1) keep materialized cartesian product S x R
 construct VO on sorted version of product
(according to difference (S.A-R.A)) — this yields
3 types of leaf nodes (“0”,"<",">") in Merkle tree
* (2) all kinds of other tricks
* Set operations
 union (client does it and verifies VOs for input sets)
* intersection (?)
» multi-dimensional range queries (generalizing hash
tree to “multi-dimensional range tree”)

Secure Data Outsourcing (VLDB, September 2007) & 28



Devan b u et. al . (2000) Stony Brook Network Security and Applied Cryptograp hy Lab

Al - - '-" ) L ®
..f"”@““x \ / \
- ~ 2
x / 4_5 33 13,56
/\ /\12 1,5 ;,2,4 ﬂi,a; 1_3,5,6
O \

'.\'-'.i

| =

|t

K=le
\

Vopii Covering canonical roots (CCR):
cces  roots of the canonical sub-trees
/ precisely covering the leaves

with values in the interval.

Secure Data Outsourcing (VLDB, September 2007) & 29



Devan b u et . al . (2000) Stony Brook Network Security and Applied Cryptograp hy Lab

sorted over projection
attribute 4

— SOr ted over selection
attribute A;

sorted over selection
attribute A2

sorted over join attribute A4,

SELECT S. A4 FROMS,R
WHERES.A1=R.A1 AND A2<10 AND A3>17

Secure Data Outsourcing (VLDB, September 2007) & 30



Devan b u et . al . (2000) Stony Brook Network Security and Applied Cryptograp hy Lab

Issues:
* query expressiveness
 query flexibility
e works only on data with VOs
 “universe split” phenomenon
e Use timestamps, expiration times
e expensive operations (!)

Secure Data Outsourcing (VLDB, September 2007) & 31



Mykl etu n et . al . (N DSS 2004) Stony Brook Network Security and Applied Cryptograp hy Lab

Discusses the use of batch verification of
signatures and similar techniques

(condensed RSA) to authenticate results.

Condensed-RSA | Batch-DSA | BGLS

Sign | signature 0.82 3.82 3.54
| signature 0.16 8.52 62

Verify t=1000,k=1 44.12 1623.59 184.88

t=100, k=10 45.16 1655.86 463.88

t= 1000,k =10 441.1 16203.5 1570.8

Cost comparison (in msecs): verification and signing. No-
tation: t —# signatures, kK — # signers

Secure Data Outsourcing (VLDB, September 2007) & 32



Pang et. al. (ICDE 2004)

“*edge computing”

Trusted
DB Client

Result
Query +VO \ /
Unsecured §_X; §X;
Edge Server <P\= v <§\= 5

\ / DB +MHT
HDD

Trusted : ]
Central DBMS

Secure Data Outsourcing (VLDB, September 2007) & 33



Pan g et . al . (I C D E 2004) Stony Brook Network Security and Applied Cryptograp hy Lab

Claimed problems with [Devanbu 2000]

* A hash tree is needed for every sort-order

* VOs need to contain links all the way to the root,
* VOs grow linearly to query result and logarithmic
to base table size

* Projections may have to be performed by clients

* No provision for dynamic updates on the database

Aim 1: VO size just linear in query result
Aim 2: do not push projections to client

Secure Data Outsourcing (VLDB, September 2007) & 31



Pan g et . al . (I C D E 2004) Stony Brook Network Security and Applied Cryptograp hy Lab

|dea: use different hash function

* h(X) = g*mod ¢

* h is commutative, h(x+y) = h(y+x)
 Digests can be combined arbitrarily
* Projection can be performed at the edge servers
 Facilitates insertion of new tuples with minimal
effect on other digests

e but: significantly (1000-10000 times) slower
o trade-off: computation vs. communication

Secure Data Outsourcing (VLDB, September 2007) & 35



Pang et. al. (ICDE 2004)

Root

Enveloping
Subtree

Query Result \

Verification object = [ + Dg p
where 3 = {D,, Dy, D, Dg} S

Tuples

Verifying Selection

(no need to go up to the root
as everything is also signed)

Secure Data Outsourcing (VLDB, September 2007) & 36



Pan g et . al . (S I G M O D 2005) Stony Brook Network Security and Applied Cryptograp hy Lab

Similar expressiveness. But ...

Asks: what about access control rules ?
(Devanbu seems to reveal too much: boundary tuples)

Also claims: lower overheads for queries
and updates.

Introduces “precision” (only data
matching the query should be returned)

Secure Data Outsourcing (VLDB, September 2007) & 37



Pang et. al. (SIGMOD 2005)

ldea: use signature chains — thus no
need to reveal boundary elements.

sig(r) = s(h(g(ry) [ 9(r) | 9(ks0)))

e I r I r
Server I-1 | I+1 1+2
----------------------- T — i —, )
User

- g(r) a(n) a(he) 9(rep) -

N/

SUsig(R)?  SYSig(h.))?

Secure Data Outsourcing (VLDB, September 2007) & 38



Pan g et . al . (S I G M O D 2005) Stony Brook Network Security and Applied Cryptograp hy Lab

But what is gg(r) = H(r)
ReEgItQ
r..-1 - R
g

Distributor: h " " (t.) ry oy -« I (o)

User: J - \ 1

lard) ==+ O()

d t
equire 1, |/

Ssig(r))?  SYSig(f.p)?
Query:. 7t

Secure Data Outsourcing (VLDB, September 2007) & 39



Pang et. al. (SIGMOD 2005)

RelatlonaIQuery Si(sig)?
ResUlt: {] &, Fyypoos Ty |} / | \
g(r) 9(ras)
/ T
U K-](ra_ll K) HaaKeLs J( h(rA)
a-1 Merkle
Ba_sh | \ free
h et li-r,:} 1K) h(I’a +A) o (L AR)

Rec:ordg1 [K A A,

Secure Data Outsourcing (VLDB, September 2007) & 40



S I O n (V L D B 2 OO 5) Stony Brook Network Security and Applied Cryptograp hy Lab

Asks: What about arbitrary queries ?

a,,...,af()

fa)=2 —© a,,...a

n

f0

— f(@)....f(a,) ——

&= i) = b,,...,b,,....b

Alice @

X=x? * f(by),...,f(b,)

_x"@-

P. Golle and I. Mironov,”

Uncheatable Distributed

Computations”, RSA 2001 (Cryptographer's track)

Secure Data Outsourcing (VLDB, September 2007)
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Sion: Execution Proofs

| Data Pre- @ ) > g m 0O
Processor . “outsourcing” =~
r(CD B encrypted
@ E _
< O plaintext
=) EO@O
@ ) DEO®
i guery results| C() o Outsourced
o ® Data N
uery : e o
Pre/Post- ' % %2
Processing Query Processor K
data client data server (un-trusted)

C(@v X, E) — {H(E‘ ‘IO(QX))v E}

A challenge token (computed by client) is sent together with the
batch of queries. Upon return, batch execution is proved if x=x".

Secure Data Outsourcing (VLDB, September 2007) & 4



S I O n C h e a_tl n g P ro bab I I Ity Stony Brook Network Security and Applied Cryptograp hy Lab

80 , |
P(w,=2) (%) ——
P.(w,r=2) (%) ——

P’ (w,r=2,£=2) (%) -

P’ (w,=2.=4) (%) ——=—

X

60 |

40

=T 10nly handles

-0 4 |lazy server!
() R et , , .
4 6 8 10 12 14 16

W

The behavior of P/(w, r, f) (fake tokens) plot-
ted against P.(w, r) (client-side result checking mecha-
nism) showing that the query execution proof mecha-
nism (with fake tokens) significantly decreases the abil-
ity to “get away’ with less work.

Secure Data Outsourcing (VLDB, September 2007) & 43
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H aC I g u m u S (S I G M O D 200 2) Stony Brook Network Security and Applied Cryptograp hy Lab

: Client Site | qyery f : Server Site :
: «--p| Temporary |¢—Encrypted Results— ;
- Executor Results | :

2 ‘?_\ E : !l

E , L . > |: P

N Q Query over Encrypted Data :

ue . 5 .

= IR — > Translgnr . _ —— .

2 Service Provider :

u [ ]

< | ; ; Cb :
( Meta Ilr H'II .. : - \“‘*L“:::’;*A .
. Data |/ Ongmal Query ) Encrypted .
Y : : Client

SUCEh

Web Browser
(USER)

Secure Data Outsourcing (VLDB, September 2007) & 45



H aC I g u m u S (S I G M O D 200 2) Stony Brook Network Security and Applied Cryptograp hy Lab

Main Steps:

1. Partition sensitive domains
e Order preserving. supports comparison
« Random: query rewriting becomes hard

2. Rewrite gueries to target partitions
3. Execute queries and return results
4. Prune/post-process results on client

Secure Data Outsourcing (VLDB, September 2007) & 46



Hacigumus (SIGMOD 2002)

Stony Brook Network Security and Applied Cryptograp hy Lab

SELECT emp.name FROMemp
WHEREemp.salary >

( SELECT AV@Galary) FROMemp WHEREdid=1) Tename

MTename

€T
N Yavg(sal)—avgsal

Odid=1

emp

(a) Original query
tree.

.

emp.sal>avgsal

\
....f?.l. _________ . Yavg(sal) —avgsal
emp® |
t Odid=1
: . |
. ' Di
P QQ° emp® i

(b) Replacing en-
crypted relations.

Secure Data Outsourcing (VLDB, September 2007)
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Hacigumus (SIGMOD 2002)

Stony Brook Network Security and Applied Cryptograp hy Lab

Client pruning

Tename
DJ could be
expensive
QWW&ILQS\M

pemnns %I_:)- weermeaes 7&@9[3&94@5}5&!
Lemp®
o
E QS gMﬂmcond(dzdzl} E
: emp® §

(¢) Doing selec-
tion at server.

Q° E Tename

i Temp.sal>avgsal : C||ent

...............................

T

E Y g(saﬁ)—mvgsai

client ¢ | O

------------------------------

(d) Multiple interactions
between Client and Server.

Secure Data Outsourcing (VLDB, September 2007)

& 48



H aC I g u m u S (S I G M O D 200 2) Stony Brook Network Security and Applied Cryptograp hy Lab

Confidentiality-Overhead Trade-off

Larger segments ==
Increased privacy ==
Increased overheads

Secure Data Outsourcing (VLDB, September 2007) & 49



H O re (V L D B 2004) Stony Brook Network Security and Applied Cryptograp hy Lab

Goal: For a uniform distribution of queries
- minimize any leaks to any adversaries
(even) knowing segmentation parameters.

ldea 1: Maximize variance of distribution
of values in segment
ldea 2: Increase segment entropy

Issue: What about performance ?

Secure Data Outsourcing (VLDB, September 2007) & 50



H O re (V L D B 2004) Stony Brook Network Security and Applied Cryptograp hy Lab

Solution: “Controlled Diffusion”

ldea:

1. design for efficiency, then ...

2. ... diffuse (re-distribute) elements
Inside the segments to increase
per-segment entropy and variance

Secure Data Outsourcing (VLDB, September 2007) &

51



H aC I g u m u S (DAS FAA 2 OO 5) Stony Brook Network Security and Applied Cryptograp hy Lab

Asks: Similarly, how to structure query
trees to optimally balance the security-
efficiency trade-off in [Hacigumus 2002].

ldea: client generates optimal partitioned

guery execution plans given statistics and
metadata input from the server.

Secure Data Outsourcing (VLDB, September 2007) & 52



Tingjian and Zdonik (2007)

Stony Brook Network Security and Applied Cryptograp

hy Lab

Figure 2: ¢
the genera
The left-h;
containing

For n = 1024 bits
Final decryptionspeed << 50 tuples/sec
Homomorphism: 50M records & days !

IV;‘. ."1 .‘Ivb-i 1" block G
fvel |
5 | Issue:speed ? Paillier operates ia!H
{ | | Specifically:
1 ' ] L 2
T c=g¢g -r modn
+s 'l'- r‘
.rr = . i
- mecZ, TEL,
——

L[~ [ —1

—

2K bit nu
ciphertext

MDeT,

blocks L—WW
ciphertext large numbers, when decrypted back, corresponds to the

sum of the 32K plaintext large (2K-bit) numbers.

Secure Data Outsourcing (VLDB, September 2007)

& 53
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QR PIR

Stony Brook Network Security and Applied Cryptograp hy Lab

—

R, |
QR |
QR
P(V[i]*d[i])=QNg -
.......... I, | QR !
yes [ |
.......... ‘ i QR.; i
d[i] =1 | '
E QRn-Z:E
QR |

Question d[i] =? | o, |

v[i] ’

P (v[i]*d[i])?

client

bit string d[n]

1

—| escape O(n) costs

X

X
Perform same
protocol per "
column and X
look at returned 2
product of X n-1
interest X n

server

Secure Data Outsourcing (VLDB, September 2007)
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Q R P I R Stony Brook Network Security and Applied Cryptograp hy Lab

The n bits of the database are organized logically at
the server as a bi-dimensional matrix M of size \/n x /n. To
retrieve bit M (z,y) with computational privacy, the client:

e randomly chooses two prime numbers p and q of similar
bit length, computes their product, N = pg and sends
it to the server.

e generates \/ﬁ numbers 81,82, ..., /o such that s,
is a quadratic non-residue (QNR) and the rest are
quadratic residues (QR) in Zxy.

~ to the server.

e sends s1,52,...,5 %

For each “column” j € (1,y/n) in the /n x \/n matrix,

the server:

e computes the product r; = [],_, <y i where ¢i;; =

2if M(i,j) =1 and q;; = s; otherwise 2.

S
e sends ry,...,7 5 to the client

The client then simply checks if r, is a QR in Z which
implies M (x,y) =1, else M(x,y) = 0.

Secure Data Outsourcing (VLDB, September 2007) & 56



P I R IS (Stl I I) I m p raCtl Cal Stony Brook Network Security and Applied Cryptograp

1995-2006: cost of one multiplication vs. cost of 1 bit transmission

0.001 F I I | ‘ — _

| fommmmmm—= +-- ir ==—+=- 1

i AR home connection **Hl
0.0001 Rl PO Ethernet LAN * % * —

i H.. "'“--...h__ commercial inter—site =4 + -

- ST . """ l -‘--"-..__._' T
le=05 £ pR LTSN 4

I A | """'--:u-

le-06 - A~ ERegm.,, -
= - * e ..., N
g le07F ® A - A L
E r \ a

L o |
le—08 £ x ® A .

B e . - 4
le—09 :_ » x L R - . .-_1
le-10 B T
le—11 L | | | | | T

1994 1996 1998 2000 2002 2004 2006
year

Comparison between the time required
to perform PIR and the time taken to transfer the
database, between 1995 and 2005. (logarithmic)
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S earC h O n E n C rypte d D ata Stony Brook Network Security and Applied Cryptograp hy Lab

e Sequential Scan
* |ndex-based

Secure Data Outsourcing (VLDB, September 2007) & 59



Song (2000)

Stony Brook Network Security and Applied Cryptograp hy Lab

Encryption :

m bits
<€ >
Wi \ m bits
/& B -
I—i Ri
“nbits _ m-n bits
L. - G, (seed), R— F(L;)
Secure Data Outsourcing (VLDB, September 2007) 60



Song (2000)

Decryption :

L. - G, (seed), R~ F¢(L;)

Secure Data Outsourcing (VLDB, September 2007) & 61



S O n g (2 OOO) Stony Brook Network Security and Applied Cryptograp hy Lab

Search:

provided by client

~~

Check: R/ =F, (L' )? L' |[R/

| |
Yes match, Y Dbits ___m-n bits

( false positive rate = 1 /2M" )
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“Hidden” Search

m bits

provided
by client

E()

@ E,(W)
L; R;
nbits __m-n bits
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G, (seed),
Ri o FKi ( I—i )
where Ki = F' ( E;(W,))

m bits

A
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Index Files

H  BEEEEE BN EEN | '
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Index

Dl

H NN BN
[ [ [T
H EEEE B

ermuted Index

Pseudo Random Permutation

random\seed s1

v B T

server-hosted

(T
[ [ ]
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Mask random seed s2
D] l
t et PP frg Pseudo Random Function
HREEEEEEEEEEEEn J,
HNEEEEEEEEEEEEE
@ e @ @ e @

D pseudo random seeds

Pseudo Random Function

(T T T IT] %%%% ..... %%
S s
oo oo - 0 O
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Mask Permuted Index
a4 |D| [

t LI T T T I T [T T T 7T T N N
LI TTTIT T I TIT I T] Hl BN EEEEEEE |
HEEEEEEEEEEEEER LT TT T T N [ [ ]
LTI T T Tl ] [(TT T TTTTITTTT N

N
LTI T T T Tl ] lH Bl Bl EEEEN |
v LI T T TITIIlITT N T [T TTT]
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random seed s2 Masked Index

Pseudo Random Function HEEE N -:.i
 HE Bl BEEEEN

l HEEEE B B

Pseudo Random Function

l

% H BN BN EEEEN
"W EEEEE BN

]
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Server stores capabilities for conjunctive
gueries (linear in the total number of
documents). These can be transferred offline.

The client Is required to know before-hand
future conjunctive queries.

Query part is sent online at the time of
search. It is of constant size (number of
keyword fields per documents).
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Asks: What about correctness + privacy ?

query: {k , ,k2}>
- ) qry
@ 6 d 1 d 2 d 3 d 4*
Kk, X X
Fl K, X
> Cid, d, d; d,...
@ kl X X retrieve: d, u dl: kl
k .
2 L XIX B odyk,
verify > Ky (d1+X)(d3+X) mod p > m d32 k, Kk,
hecksums V 4
"k (d2+X)(d3+X)M) B d,;ksk,
) " datacllent ........... document server

ldea: Deploy modified version of computational PIR targeted at a
server-side index. Augment with “multiplicative checksums”.
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Crypto Crash Course

Data Outsourcing

Query Correctness

Data Confidentiality

Access Privacy

Searching on Encrypted Data
Trusted Hardware
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Trusted Hardware

IBM 47xX
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IBM 4764 Architecture

IBM 4764 PCI-X Cryptographic Coprocessor

K
Security Detecting and
CPU e ')
PRC 405 Supervisor 8 Responding
PR : Circuitry

FPGA
o ’ Data Maovers

A roftration

Butterng Contro

HOST Svstem PCLX Bus Bridge
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IBM 4764 Architecture

Physical CPU SDRAM Battery— Flash ROM FPGA

—] Security - Backed Flash
(Sense and EAM (ROMmed —
response) PPC 405GPr (RAW) Flash)

Hardware lock {access control), EEFROM

Custom Cryptogr. engines (IBM UltraCypher 2) Hardware Real-Time
COMm. Random Clock
hardware TDES | AES SHA-1| MD5 Pubkey Number

(DES) (RSA) Generator

e External interface (PCI-X etc.) : Secure enclosure I_
| )
PCI-X Bateries Mise. support circuitry
bridge
PCI-X base board
Card PCI-X interface RS5-232 port Ethernet port
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Trust Propagation

Software:
, e Applications
_O_f-f_|c_er_s,l> ¢ Environment/OS
e Kernel
e Loaders

Firmware:
_____ > e Post

e Miniboot Truist

Hardware:
e Processor
IBM e Flash, RAM, ROM
* Locks
e Tamper-responding unit
e Crypto functions "
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SCPU Performance

RSA1024 Sign: 848/sec
RSA1024 Verify: 1157/sec
3DES: 1-8MB/sec

DES: 1-8MB/sec

SHA1: 1-21MB/sec

IBM 4764-001: 266MHz PowerPC. 64KB battery-backed
SRAM storage. Crypto hardware engines: AES256, DES,
TDES, DSS, SHA-1, MD5, RSA. FIPS 140-2 Level 4 certified.
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Possible Benefits

|
secure
> [ [
insert/update [ |
[ > [
arbitrary [ |
; > m
private query Secure
Memory
encrypted query u Secure Co- u
< Processor Outsourced
response * Data
(encrypted) .
Bl encrypted item
data client vp
> Host CPU >
Server Storage
data management server

A secure co-processor on the data
management side may allow for significant
leaps in expressivity for queries where privacy
and completeness assurance are important.
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Searching

secure

\ 4

insert/remove

update index
index
| O

conjunctive keyword

>
search query Secure u u
: Memory

encrypted query Secure Co- D -
< Processor Outsourced
response * Documents
(encrypted)

data client
> Host CPU >

Server Storage

document server

For conjunctive keyword searches on document
(email, files) servers, oblivious search index
structures could be queried in secure memory
achieving a novel zero-leak query model.
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I I
Hp W P
PxQ ] >
- >
private query Secure
Memory
encrypted query — Secure Co- Q
< Processor Outsourced
response * Relations
(encrypted)
data client
> Host CPU

Server Storage

database server

Hash-JOIN could be naturally accommodated.
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Merge-JOIN

H B
H B
PxQ " E
- >
private query Secure
Memory
encrypted query — Secure Co- P Q
< Processor Outsourced
response * Relations
(encrypted)
data client
> Host CPU >
Server Storage

database server

For Merge-JOIN, order-preserving encryption
primitives could be deployed to minimize the amount
of data parsing required in the sorting phase.
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queries [ |

crypto work
I £l client/server ] ]

interaction

Outsourced
Data

>l
<

A4

Server Storage

Sample DON'T
|

A
crypto work
data
client > Host CPU
“client proxy” u =
database server ] O
. Secure Co-
queries g Processor
” A [ | [ |
“client-server”
interaction D -
Outsourced
\ 4 Data
data Host CPU
client d ”|  Server Storage
database server
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* Process entire queries on SCPU (!)

e Dedicate (one) SCPU per query or equivalent
e e.g., limit TPS by SCPU TPS

» Synchronize CPU with SCPU
* e.g., block main CPU until SCPU completes

e Transfer >= O(n) on SCPU-CPU bus (!)

e Anything else un-smart
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Bouganim (VLDB 2002)

/bé\ ’c‘,ﬁ Administrator
\VAVE g
W R
Jpiion
- Encryption
conmammatons |:DBMS "] Encryptec
k - Decryption Database

Database Server

[ J———
Client Encrypt!on Secured IZ DBMS %Encrypted ‘
Decryption FH_communications k Database

Database Server
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Chip-Secured Data Access

Encrypted
database
 Client C1 ]‘ C-SDA v ——

Secured Operating
Environment

/Client C2

X X

(Client C1 |

[ Client C2 |

Smartcard: 32 bit RISC processor (» 40Mips),
limited communication bandwidth (10 t0100
Kbps), tiny RAM, writes in EEPROM very costly.
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Equi-predicate-only Queries

ﬁ
Select * from Customers ACCESS | | . Select * from Igskdgs
where City = ‘Hong Kong’ RIGHTS [ | RANSF where sdeef = "zarevgzd" RN
Encrypted
DIEL S Datz;/lfase
C-SDA
Id |namg City |Type sd | azd | sdeef | zze
22 | Jim Hong | good DECRYPT zszd| dedef | zarevgzd| Fffe
19 | Joe |Hdk@Ng | bad < tger | Sde | zarevgzd| zrzer

Kong
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General queries

Select sum(amount)
from orders where
Custld = 22

Sum
1200

ﬁ

ACCESS

TRANSF®

RIGHTS

C-SDA

Select ygefh from iuzgs
where Ipaszj ="euys" \[

COMPUTE

DECRYPT

ygefh

DBMS

h

retz

Encrypted
Database

=

kdleo
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Execute
gueries
Inside
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Conclusions

Practical maturity: in infancy, barely crawling.
Very hard problems remain to be tackled:
e operators with integrated assurances
e confidentiality
e privacy of access
e correctness
 scalable protocols for secure hardware
* massive data
» good utilization of host CPUs
e areas
e relational data
o file systems
e Streaming data
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/binfyes > /dev/lunchtime
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