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Security Level 1 Security Level 2 Secunity Level 3 Security Level 4
Cryptographic Specification of cryptographic module, eryptographic boundary, Approved algonthms, and Approved modes of operation. Description of
Module cryptegraphic module, meluding all hardware, sofrware, and fimiware components. Statement of module secunity policy.
Specification
Cryptographic Bequired and optional interfaces. Specification of all mterfaces Data parts for inprotected crifical secunty parameters logically
Module Ports and of all mput and output data paths. separated from other data ports.
and Interfaces
Roles, Services, | Logical separation of required | Fole-based or identity-based Identity-based operator authentication.
and and optional roles and services. | operator suthentication
Anthentication
Finite State Specification of finite state model. Fequired states and optional states. State transition diagram and specification of state transitions.
Model
Physical Production grade equipment. Locks or tamper evidence. Tamper detection and response | Tamper detection and response
Security for covers and deors. envelope. EFP or EFT.
Operational Single operator. Executable Feferenced PPs evaluated at Referenced FPs plus trusted Referenced PPs plus tusted path
Environment code. Approved mtegrity EAL2 with specified path evaluated at EALZ plus evaluatad at EATA
technigue. discretionary access control security policy modeling.
mechanizms and auditing.

Cryptographic
Key

Rey
key zercization.

management mechanisms: randem munber and key generation,

ke establishment. key distribution. key entry/output, key storage. and

Mn'nngemenl

Secrat and private keys established nsing manual methods may be
entered or output in plamtext form.

Secret and private keys established vsmg mamizl methods shall be
enterad or output encrypted or with split knowledge procedures.

EMIEMC

47 CFR.FCC Part 15. Subpart B, Class A (Business use).
Applicable FCC requirements (for radio).

47 CFR.FCC Part 15, Subpant B, Class B (Home use).

Self-Test=z

Power-up tests: crvptographic algonthm tests, software/finnware mtegnty tests, cntical fimetions tests. Conditional tests.

Dezign
Assurance

Cenfiguration management
(CM). Secure mstallztion and
generation. Design and policy
correspondence. Guidance
documents.

Chlsystem Secure
distnbution. Fimetional
specification.

High-level language
miplementation.

Formal model. Detailed
explanations (informal proofs).

Preconditions and postconditions.

Mitigation of
Other Attacks

Speafication of mitization of attacks for which no testable requirements are currently available.
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General Requirements
for all Embodiments

Single-Chip
Cryptographic Modules

Multiple-Chip Embedded
Cryptographic Modules

Multiple-Chip Standalone
Cryptographic Modules

Security
Level 1

Production-grade components
(with standard passivation).

No additional requirements.

If applicable, production-grade
enclosure or removable cover.

Production-grade enclosure,

Security
Level 2

Evidence of tampering (e.g.,
cover, enclosure, or seal).

Opaque tamper-evident coating
on chip or enclosure.

Opaque tamper-evident
encapsulating material or
enclosure with tamper-evident
seals or pick-resistant locks for
doors or removable covers.

Opague enclosure with tamper-
evident seals or pick-resistant
locks for doors or removable
COVers.

Security
Level 3

Automatic zeroization when
accessing the maintenance
access interface. Tamper
response and zeroization
circuitry. Protected vents.

Hard opacue tamper-evident
coating on chip or strong
removal-resistant and
penetration resistant enclosure.

Hard opaque potting material
encapsulation of nltiple chip
circuitry embodiment or
applicable Multiple-Chip
Standalone Security Level 3
Tequirements.

Hard opague potting material
encapsulation of multiple chip
circuitry embodiment or strong
enclosure with
removal/penetration attempts
causing serious damage.

Security
Level 4

EFP or EFT for temperature and
voltage.

Hard opaque removal-resistant
coating on chip.

Tamper detection envelope with
tamper response and zeroization
circuitry.

Tamper detection/ response
envelope with tamper response
and zeroization circuitry.
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Sporting an opportunity and
reaching out for it,..
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_ Platform Attestation
Non-Volatile . . Program
Configuration Identity
Storage : Code
Register (PCR) Key (AIK)

Communications

Random

SHA-1 Key RSA Exec
Number Optin
Enginell Generation§ Engine Engine

Generator
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