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Concurrent programs are well known for containing errors that are S. Ur
dif‘cult to detect, reproduce, and diagnose. Deadlock is a common L. Wang

concurrency error, which occurs when a set of threads are blocked,
due to each attempting to acquire a lock held by another. This paper
presents a collection of highly scalable static and dynamic techniques
for exposing potential deadlocks. The basis is a known algorithm,
which, when locks are acquired in a nested fashion, captures the
nesting order in a lock graph. A cycle in the graph indicates a
deadlock potential. We propose three extensions to this basi ication deadlock Itf th f1h
algorithm to eliminate, or label as low severity, false Warning§8f_nmumc_a_ lon deadioc s_resu romthe u;e 0 _
possible deadlocks (false positives). These false positives ma\PHE dijnitives. The algorithms presented in this
to cycles within one thread, cycles guarded by a gate lock address resource deadlocks, from now on referre
(an enclosing lock that prevents deadlocks), and cycles invold&ggdlocksillustrated by example programs written
several code fragments that cannot possibly execute in paraligljava.

We also present a technique that (_:ombines information from mipla|ocks can be analyzed using a variety of
concurrently access a shared variable, at least one of the h del checki . laorithms that
accesses is a write, and no mechanism is used to enforce such as model checking (using algorithms 1at ex
mutual exclusion. Data races can be avoided by proper use &/l Possible behaviors of a program), dynamic an
of locks. However, the use of locks introduces the potential (analyzing only one or just a few executions), and
for deadlocks. Two types of deadlocks, namedgource requires code instrumentation that results in a slo

deadlock&andcommunication deadlockare discussed inthe  of the analyzed program. This paper addresses tf
literature [1, 2]. In the case of resource deadlocks, a set of

threads are deadlocked if each thread in the set is waiting to

acquire a lock held by another thread in the set. In the case of

communication deadlocks, threads wait for messages or

signals that do not occur. In the Java** programming

language, resource deadlocks result from the use of

synchronized methods and synchronized statements.
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Input: An execution trace o
n: N=1; next available segment;
Cs : [T, — N] =[ ]; segmentation context
CL: [T, =P(Lsx N)] = ]; lock context
Gs : P(N x N) = J; segmentation graph
Gy : P(Ly x (N x T, x P(L,) x N) x L,) = J; lock graph
for(i=1..ld)do
case o[i] of
acquire(t,]) —
Gr = Gr U {(I'(s1,(t:)s52), D) |
@, s1) e C) A
g={I"l (I"s)e CL(t)} A
s2=Cs(0)}:
CL=Cp1[t— Cu®) v {(LCs(D)}];
release(t,]) —
CL=Cot[t— Cu@® - {L*)}];
start(t;,t,) —
Gs = Gs v {(Cs(tl),l’l), (Cs(tl),n+1)};
Cs:=Cs T [ti = n, tp = ntl];
n:=n+2;
join(ty,t;) —
Gs = Gs U {(Cs(t1),n), (Cs(t2),n)};
Cs:=Cs T [ti —n;
n:=n-+1;
end;
for each c in cyclesy(Gr) do
print (“deadlock potential:”,c);

Extended lock graph algorithm.

C.; 4) a segmentation gragbs; and 5) a lock grapk®, .
The segmentation conte®k : [T — N] maps each thread
to the segment in which it is currently executing. The
segmentation counterrepresents the next available
segment. The lock conte : [T — P(L x N)] maps
each thread to a set db¢k, segmeitpairs. In the basic
algorithm, it was a mapping from each thread to the set of
locks held by that thread at any point during the trace
traversal. Now, we add as information the segment in
which each lock was acquired. The segmentation graph
Gs: P(N x N) is the set of tupless;; ;) representing
the fact that segmest executes before segmesnt The
happens-beforeelation.=> _is the transitive closure @s.
Finally, the lock grapiG :P(L x (NxT xP(L )xN)xL )
de“nes the set of tuple$s; (si;t;9; s2); I2), representing an
edge from the lock; to the lockl, labeled(s;; t; 9; %),
and representing the fact that thréadquired the lock,,
while holding all the locks in the sgf including the
lock I1. In addition, the edge is labeled with the
segments; ands; in which the lockd; andl, were
acquired byt.

The body of the algorithm works as follows: Each lock
acquisition evenacquirgt; 1) results in the lock grap.
being augmented by an edge from every Id¢katt already
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holds tol, each such edge labelés;t; g;s,). The label is
to be interpreted as follows: Thretdlready holds all the
locks in the lock seg, includingl’, according to the lock
contextCy; I’ was acquired in segmest according toCi ;
andl is acquired in segmest according tcCs. Furthermore,
the lock contexCy is updated addingl; s;) to the set

of locks held byt. Each lock release evergleasét; )
(threadt releases locK) results in the lock contex@. being
updated by removing from the set of locks held by

A start evenstart(ts; to), representing that threadstarts
threadt,, Ballocate§ two new segments (for t; to continue
in) andn + 1 (for the newt;) and updates the segmentation
graph to record that the current segment; @fxecutes
beforen and beforen 4+ 1. The segmentation conte@t is
updated to re”ect in what segmerisandt, continue to
execute in. A join everjbin(ty; t2), representing that waits
for and joins the termination @f, causes the segmentation
graphGs to record that; starts in a new segmentand
thatt;s previous segment angs “nal segment execute
before that.

For a cycle to be valid, and hence regarded as a true
positive, the threads and guard sets occurring in labels of the
cycle must be valid as explained earlier (threads must differ
and guard sets must not overlap). In addition, the segments
in which locks are acquired must allow for a deadlock to
actually happen. For example, consider a cycle between two
threadst; andt, on two locksl; andl,. Assume further
thatt; acquired; in segment; and therl, in segmenix,,
wheread, acquires them in the opposite order, in segments
y1 andys, respectively. Then, it must be possible tfor
andt, to each acquire its “rst lock before the other
attempts to acquire its second lock for a deadlock to occur.
In other words, it should not be the case that eXher y;
or Yo == Xy.

The cycle validity checks mentioned above can be
formalized as follows: Let there be de“ned four functions
thread guards seg, andseg on edges such that, for any
edge' = (I3; (s1;t; 9; 82); I2) in the lock graphthread™) =t,
guardg") =g, seq(") = s1, andseg(") = s,. Then, for
any two edge$; and"; in the cycle, 1) the threads must
differ, i.e.,thread”;) # thread",); 2) guard sets must
not overlap, i.e.guardg"1) N guardg”,) = =; and
3) segments must not be ordered, i.e., u
~(seg("1) — sed("2)).

Let us illustrate the algorithm with our example. The
segmented and guarded lock graph and the segmentation
graph are shown ifrigures 5and 3, respectively. The
lock graph contains the same number of edges as the basic
graph in Figure 2, although now labeled with additional
information. As an example, edge 5 from Idckto L,
annotated with line numbers 4 and 5 is now additionally
labeled with the tupleB(2; (T1; {G;L1}); 2).[ The
interpretation is as follows: during program execution,
threadT; acquired lock_; in line 4, in code segment 2
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lock graph now represent lock groups rather than lock
objects; that is, the node affected by an acquire operation
acquirexl; t;Ipis LG%l . Gate locks are handled as before,
except that a gate lock is now represented by a lock group.
The identities of the lock objects (the third parameter of
acquire and release events in the traces) are ignored in
this pass. A single lock graph is created from the entire set

of traces.

Example

Consider the following number utility consisting of the

i two classes, given to clients as thread safe:
Lock grouping algorithm. public class MyFloat f
private float value ;
private final Object lock Yanew Objectok

lock identity. In Java, lock identity is the reference to the
lock object, which is typically the address of the object in public MyFloat &loat initvValue b f
memory and has no meaning outside the scope of a single value %initValue ;
JVM run. g
Our approach to identi“cation of locks across runs is
based on the observation that locks used in the same code public float get ob f
location are likely to be the same lock. This is a heuristic  CLL synchronized dock b f
motivated by taking the perspective of a programmer. return value ;
When a programmer formulates a lock discipline policy for g
the progran¥ in particular, the order in which nested locks g
should be acquiradit is normally expressed in terms of
the name of the lock variables, with possible aliasing; thisis  public void addint dJyint anint b f
usually equivalent to the set of locations where the lock CL2: synchronized dock b f

is used. value p ¥ anint :get 8k
9
Algorithm g
We enhance the traces described in the seBiiarexamplé g
with information about the code location of lock acquisition
and release events, i.agquirexl; t; IPandreleasécl;t; IR public class MyInt  f
wherecl is the code location. We make a “rst pass in which  private int value
the code locations of lock operations are grouped into private final Object lock Y2 new Objectop

equivalence classes callleatk groups
public MyiInt ant initValue b f

De“nition 1 (lock group) value %initValue ;
Code locationgl; andcl, of lock acquire operations are g
equivalent if the same lock is acquired at both locations in
some trace, i.e., if there exist a tracand a lock object | public int get opb f
such that contains the entriescquirexls;t;;IPand CL3: synchronized dock b f
acquirexly; tp; I1Pfor some threadt andt,. Each return value ;
equivalence class of this equivalence relation is called a g
lock group g
The algorithm inFigure 6 takes a set of traces as input
and computes a functidoG that maps each lock acquire public void setRound dMyFloat aFloat b f
operation (identi“ed by its code location) to its lock group. CL4: synchronized dock b f
The algorithm also computes an auxiliary functic® that value % dnt RaFloat :getok
maps each lock object to a lock group. g
A second pass is made over the traces, running the g

algorithm from the previous section, except that nodes in theg
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