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Abstract. A method for automated analysis of fault-tolerance of distributed sys-
tems is presented. It is based on a stream (or data-°o w) model of distributed
computation. Temporal (ordering) relationships between messagesreceived by a
component on di®erent channels are not captured by this model. This makes the
analysis more e±cient and forces the useof conservativ e approximations in analysis
of systemswhosebehavior depends on such inter-channel orderings. To further sup-
port e±cient analysis, our framework includes abstractions for the contents, number,
and ordering of messagessent on each channel. Analysis of a reliable broadcast
proto col illustrates the method.

1. In tro duction

As computers becomeintegrated into critical systems,there is a grow-
ing needfor techniques to establish that software systemssatisfy their
requirements. This paper describes a method and automated tool for
checking whether a distributed system satis¯es its requirements, with
a focus on fault-tolerance requirements.

The method usesa novel combination of stream-processing(or data-
°ow) models of networks of processes(Kahn, 1974; Broy, 1987; Broy,

y Some of the material contained herein previously appeared in (Stoller and
Schneider, 1998).

z Supported in part by NSF under Grant CCR-9876058and ONR under Grants
N00014-99-1-0358,N00014-01-1-0109,and N00014-02-1-0363.

x Supported in part by ARPA/RADC grant F30602-96-1-0317,AFOSR grant
F49620-00-1-0198,DefenseAdvanced Research Pro jects Agency (DARPA) and Air
Force Research Laboratory Air Force Material Command USAF under agreement
number F30602-99-1-0533,National ScienceFoundation Grant 9703470,and a grant
from Intel Corporation. The views and conclusions contained herein are those of
the authors and should not be interpreted as necessarily representing the o±cial
policies or endorsements, either expressedor implied, of these organizations or the
U.S. Government.

c° 2003 Kluwer Academic Publishers. Printe d in the Netherlands.

main.tex; 21/10/2003; 17:02; p.1
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1990) and abstract interpretation of programs (Cousot and Cousot,
1977; Jonesand Nielson, 1994). An important feature of our method
is its emphasison communication (rather than state), motivated by
the thesis that distributed systemsoften have natural descriptions in
terms of communication. This emphasisshapesboth the representation
of system behavior and the method usedto compute it.

In our framework, system behavior is represented by message°ow
graphs (MF Gs), which characterize the possible communication be-
haviors of the system. Each node of a MFG corresponds to a system
component, and each edgeis labeledwith a description of the sequence
of messagespossibly sent from its source to its target. For simplic-
it y, this paper considerssystems in which components interact only
by messagestransmitted along unbounded FIFO channels; non-FIFO
channelscould easily be accommodated, though.

Each systemcomponent is represented by one or more input-output
functions that describe its input/output behavior. An input-output
function that represents a component takes as arguments sequences
of messagesreceived from di®erent sourcesand returns the sequences
of messagessent to di®erent destinations by that component. Stream-
processingmodelsadmit compact representations for sequencesof mes-
sages,and those representations can be useddirectly in MFGs and as
inputs to input-output functions.

A failure scenario for a systemis an assignment of failures to a subset
of the system's components. A fault-tolerance requirement is a condi-
tion that the system's behavior should satisfy in speci¯ed failure sce-
narios. Our analysismethod is to compute, for each failure scenariofor
which the user speci¯ed a fault-tolerance requirement, an MFG repre-
senting the system'scommunication behaviors in that failure scenario.
Each MFG is then checked to determine whether the fault-tolerance re-
quirement for that failure scenariois satis¯ed. A more commonmethod
is to model failures as events that occur non-deterministically during
a computation; system behavior in all failure scenarios is analyzed
together. We separate the analyses for di®erent failure scenariosto
help keepthe MFGs small and simple.

To reduce the computational cost of computing MFGs, our frame-
work supports °exible and powerful abstractions(approximations). Tra-
ditionally , stream-processingmodels have been used as mathematical
semantics and contained no abstractions. We use only conservative
abstractions, sothe analysisnever falsely implies that a systemsatis¯es
its fault-tolerance requirement. Conservative abstractions do intro duce
the possibility of falsenegatives:an analysismight not establish that a
systemsatis¯es its fault-tolerance requirement, even though the system
does.
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Messagesequencecharts are a well-known notation for communi-
cation behavior (ITU-T, 1996). A messagesequencechart typically
represents one possible communication behavior or a set of similar
behaviors, while an MFG succinctly and perhapsapproximately repre-
sents all possiblecommunication behaviors of a system (in a speci¯ed
failure scenario).

Our analysis does not construct global states of systemsand does
not consider interleavings of messagessent by a component on dif-
ferent channels (to di®erent destinations) or interleavings of messages
received by a component on di®erent channels(from di®erent sources).
This sometimesforces the use of conservative approximations, but it
makes our analysis more e±cient than state-basedor message-based
analysesthat explicitly consider interleavings of behavior of di®erent
components, becausethe number of possible interleavings is typically
large. Section 3 illustrates this point with an example.

2. Comm unication-Based Analysis Framew ork

Section2.1 intro ducesthe running exampleusedto illustrate our frame-
work. Sections2.2{2.4 describe the abstractions usedin our framework
to succinctly represent setsof sequencesof messagesthat possibly °ow
alonga channel.The abstractions apply to values(the data transmitted
in messages),multiplicities (the number of times each value is sent), and
messageorderings(the order in which valuesare sent). Sections2.5 and
2.6 de¯ne input-output function and MFGs, which are the foundation
of our analysis method. Section 2.6 also describes how, given input-
output functions representing components, an MFG representing the
streamsof messagessent on each channel during execution is computed
asa ¯xed-p oint. A detailed formal presentation of our analysismethod
appears in (Stoller, 1997).

2.1. Reliable Br oadcast Example

In a reliable broadcast, components of the system correspond to pro-
cesses.Clients C 1; C2; : : : ; CN broadcastmessages,and serversS1; S2; : : : ;
SN deliver messagesto clients. Each client Ci communicates directly
only with a corresponding server Si . Following (Hadzilacosand Toueg,
1994,section3.1), we assumethat each messagebroadcastby a client is
unique. In an implementation, this assumption is normally discharged
by including the broadcaster'snameand a sequencenumber (or times-
tamp) in each message.The correctnessrequirements for reliable broad-
cast are (Hadzilacosand Toueg,1994):
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Validit y: If a client Ci broadcastsa messagem and correspond-
ing server Si is non-faulty, then Si eventually delivers m.

In tegrit y: For each messagem, every non-faulty server delivers
m at most onceand doessoonly if m waspreviously broadcastby
someclient.

Agreemen t: If a non-faulty server deliversa messagem, then all
non-faulty servers eventually deliver m.

Send-omissionfailures causea server to omit to send some(possibly
all) messagesthat it would normally send.The aboveValidit y, Integrit y,
and Agreement requirements must be satis¯ed in failure scenariosin
which some servers su®ersend-omissionfailures and the network re-
mains connected(i.e., between each pair of clients, there is a path in
the connectivity graph containing only non-faulty servers).

The reliable broadcast protocol in (Hadzilacos and Toueg, 1994,
section 6) servesas a running example.The protocol works as follows.
A client Ci broadcasts a messagem by sending m to its server Si .
When a server receives a message,it checks whether it has received
that messagebefore. If so, it ignores the message;if not, it relays the
messageto its neighboring servers and to its client.

2.2. Abstra ction f or Values

To analyze streams of messages,we need a notation to describe the
possibledata valuesin each message.As in abstract interpretation, we
intro duce a set AVal of abstract values. Each abstract value represents
a set of concrete values. For the reliable broadcast example, abstract
value Msg represents all messages,and MF (Ci ) (mnemonic for \mes-
sagefrom Ci ") represents messageswhoseheader indicates that they
were broadcast by Ci .

For our analysisgoals,theseabstract valuesalone capture too little
information about relationships betweenvalues.For example, to show
that Integrit y holds for a reliable broadcastprotocol, the analysismust
show that the messagesdeliveredby two non-faulty serversare equal. If
thosemessageswererepresented only by an abstract value likeMF (Ci ),
there would be no way to tell whether they are equal.

So,we intro ducea set SVal of symbolic values, which are expressions
composed of constants, variables, and a wildcard symbol. All occur-
rencesof a constant or variable in a single MFG represent the same
value. The wildcard symbol \ " is used when a value is not known to
have any interesting relationships to other values.Di®erent occurrences
of the wildcard in a MFG do not necessarilyrepresent the samevalue.
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A constant represents the samevalue in every executionof a system.
In the reliable broadcast example, the constant max represents the
\maxim um" function. A variablerepresents valuesthat may bedi®erent
in di®erent executions of a system. Variables are useful for modeling
outputs that are not completely determined by a component's inputs.
Such indeterminacy commonly stemsfrom intrinsic non-determinism of
the original system,non-determinism intro ducedin a model when some
aspects of the systemor its environment are not modeled explicitly , or
non-determinism from failures. Each variable is local to (i.e., is associ-
ated with) one component and corresponds to a concretevalue in that
component's outputs (Stoller, 1997).Associating each variable with one
component makes it possibleto check independently that each input-
output function faithfully represents the behavior of the corresponding
component.

A symbolic value and an abstract value together are often su±-
cient to characterize possible data values in a message,so we de¯ne
Val ¢= SVal £ AVal. We usually write a pair hs;ai in Val as s : a.
In the reliable broadcast example, X : MF (C1) denotes a value in
MF (C1) that is represented by symbolic value X . A straightforward
generalization, useful for analysis of some non-deterministic systems,
is to represent the possibledata values in a messageby a set of such
pairs, each representing someof the possiblevalues (Stoller, 1997). A
wildcard is similar in meaning to omission of a symbolic value, so we
usually elidewildcards. For example,h ; Msgi would bewritten asMsg.

2.3. Abstra ction f or Mul tiplicities

Werefer to the number of times a messageis sent asits multiplicity . Our
framework includes abstractions for multiplicities that allow compact
descriptionsof the possiblebehaviors of systemsin which messageshave
di®erent multiplicities in di®erent executions.Such variation in multi-
plicities commonly stems from the same sourcesof non-determinism
mentioned in Section 2.2. In the reliable broadcast example, a server
subject to send-omissionfailures might emit outputs with a multiplicit y
of zero or one. A component subject to Byzantine failures (Lamport
et al., 1982) might emit outputs with an arbitrary multiplicit y.

We think of multiplicities as natural numbers and therefore rep-
resent them in the sameway as data values. Thus, we de¯ne Mul ¢=
SVal £ AMul , wherethe set AMul of abstract multiplicities is a subsetof
AVal and contains abstract valuesthat represent subsetsof the natural
numbers.For the reliable broadcastexample,we assumeAMul contains
the following: 1, denoting f 1g, and ?, denoting f 0; 1g. The notational
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conventions for Val also apply to Mul . For example, h ; ?i 2 Mul may
be written as ?.

Symbolic values in multiplicities naturally expresscorrelations be-
tweenmultiplicities of di®erent events. In the reliable broadcast exam-
ple, the essenceof the Agreement requirement is that the multiplicities
with which any two non-faulty servers deliver a messageshould be
equal. Send-omissionfailures by a server may causethe abstract values
in those multiplicities to be ?. From that alone, we cannot determine
whether the multiplicities are equal,but if the multiplicities contain the
samenon-wildcard symbolic value, then they are equal.More generally,
symbolic multiplicities support e±cient analysisof systemswith atom-
icit y requirements of the form: \All non-faulty components perform
someaction, or none of them do."

2.4. Abstra ction f or Sequences of Messages

The set of sequencesof messagespossibly sent along a channel is rep-
resented by a partially ordered set (poset) hS; Ái , where S is a set,
and Á is an acyclic transitiv e binary relation on S. Each element of
S represents a set of messages,as detailed below. The meaning of the
partial order is: for x; y 2 S, if x Á y, then the messagesrepresented by
x are sent (and received, sincechannelsare FIFO) beforethe messages
represented by y. If the exact order in which the messagesare sent is
known during the analysis, then the poset is totally ordered, i.e., it is
a sequence.

Partial orders allow compact representation of the set of possible
sequencesof messageswhen orderings betweensomemessagesare un-
certain. For the reliable broadcastexample,considera scenarioin which
a server receivestwo messagesbroadcastby di®erent clients. If the order
in which the server receives those two messagesis undetermined, then
the order in which it relays them is alsoundetermined, and the server's
outputs are succinctly represented by a partially (not totally) ordered
set.

Each element of the poset represents a set of messages.We call
these elements ms-atoms (mnemonic for \message-setatoms") . Each
ms-atomusesan element of Val to characterizethe data in the messages
and an element of Mul to characterize the number of messagesin the
set. Thus, the signature of ms-atomsis MSA ¢= Val £ Mul . To promote
the resemblancebetweenms-atomsand regular expressions,wewrite an
ms-atomhval; mul i asvalmul , and if the multiplicit y mul is 1, weusually
elide it. For example, the ms-atom X : MF (C1)M :? represents a set
containing M messageswith data represented by the value X :MF (C1),
where the value of M is zero or one.
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A notation based on ¯nite automata, rather than regular expres-
sions, could be used to represent sets of sequencesof messages,as
in (Boigelot and Godefroid, 1999; Bouajjani and Habermehl, 1999).
Automata might provide a more e±cient basisfor the implementation,
but using them would probably make input-output functions harder to
write. This would not be an obstacleif automated support for generat-
ing input-output functions from state-baseddescriptionsof components
wereavailable. Developing such support is an interesting open problem.

2.5. Input-Output Functions

In our framework, inputs to a component are characterized by the
possiblesequencesof messagesreceived on its incoming channels.Out-
puts of a component are characterized by the possible sequencesof
messagessent on its outgoing channels. For simplicit y, we assumea
component has one incoming channel from (and hence one outgoing
channel to) each component. We assumea system comprisesa set of
named components, with namesfrom the set Name. Thus, inputs and
outputs of a component are both represented by functions with signa-
ture Name ! POSet(MSA), where POSet(MSA) is the set of (strict)
partial orders hS; Ái such that S µ MSA. We call such a function a
history and de¯ne Hist ¢= Name ! POSet(MSA).

When a history h is usedto represent the inputs to a component y,
h(x) represents the messagesfrom x to y. When a history h is usedto
represent the outputs of a component y, h(x) represents the messages
from y to x. The behavior of a component y is represented (possibly
with approximations) by an input-output function f y such that, for
every history h, f y(h)(x) represents the outputs of y to x for input
history h. If we temporarily ignore failures, the signature of input-
output functions is Hist ! Hist .

Recall from Section1 that we analyzedi®erent failure scenariossep-
arately. To achieve this separation, we parameterizeeach input-output
function by the possiblefailures of the corresponding component. Thus,
input-output functions are elements of IOF ¢= Fail * (Hist ! Hist ),
where Fail is the set of all possiblefailures, and one-hooked arrow *
indicates partial functions. For the reliable broadcast example, Fail
contains an element sendOm corresponding to send-omissionfailures.
For f 2 IOF , domain(f ) is the set of failures that the component
might su®er,and for each fail 2 domain(f ), f (fail ) characterizes the
component's behavior when failure fail occurs. By convention, Fail
contains an element OK that indicates absenceof failure. A failure
scenariois a function in FS ¢= Name ! Fail that mapseach component
to one of its possiblefailures (possibly OK ).
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The input-output function f for a server in the reliable broadcast
protocol works roughly as follows; details appear in (Stoller, 1997).
f (OK )(h) ¯rst collectsall the data valuesin ms-atomsin h. Each such
data value X corresponds to a broadcast messagepossibly received
by the server. For each such data value X , f (OK )(h) symbolically
computesthe maximum of the multiplicities of all ms-atoms in h that
contain X and then outputs X to all of its neighbors (i.e., its client and
neighboring servers) with the resulting multiplicit y M , becauseif the
server receivesX even once,it will relay X . A few straightforward rules
are usedto simplify M ; for example, if any ms-atom in h that contains
X has abstract multiplicit y 1 (and the other ms-atoms that contain
X have abstract multiplicit y ?), then M has abstract multiplicit y 1.
f (sendOm)(h) is similar except, for each of the server's neighbors y,
the multiplicit y with which the server sendsX to y is the symbolic
minimum of M (which is computed asabove) and a unique variable V .
Thus, V being equal to 0 or 1 corresponds to a send-omissionfailure
occurring or not occurring, respectively, when X is relayed to y. The
input-output function for server S usesthe following naming scheme
for theseunique variables: the value of M C;i

S;y indicates whether a send-
omissionfailure occurswhen server S tries to relay to component y the
i 'th messagebroadcast by client C. Some straightforward simpli¯ca-
tions are used;for example, the minimum of the multiplicities :1 and
V :? is simpli¯ed to V :?.

In our framework, one can associate with each system component
constraints on the values of the component's local variables. This is
useful in the reliable broadcast example to model the assumption that
each messagebroadcast by a client is unique. Speci¯cally, inclusion of
a sequencenumber (or timestamp) in each messagebroadcast by a
client is modeled by associating with each client the constraint that
variables used to represent messagesbroadcast by that client have
unique values.For example, if variables X and Y represent the data in
di®erent messagesbroadcast by client C1, then we have the constraint
X 6= Y .

2.6. Message Flo w Graphs and Faul t-Tolerance
Requirements

In our framework, system behavior is represented by message°ow
graphs(MF Gs). Each node of a MFG corresponds to a systemcompo-
nent, and each edgehx; yi is labeled with a description of the sequence
of messagespossibly sent from its sourcex to its target y. An MFG
is formulated as a function: for an MFG g and components x and y,
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S3

C3 C2

S2

C1

S1

X :MF (C1)1 X :MF (C1)1

X :MF (C1)1

X :MF (C1)1

X :MF (C
1 ) 1

X :MF (C1)1

X :M
F (C1)

1
X :M

F (C1)
1

X :MF (C1)1

X :MF (C
1 ) 1

Figure 1. Failure-free behavior of reliable broadcast proto col.

g(x; y) is the label on the edgefrom x to y. The signature of MFGs is
MFG ¢= (Name £ Name) ! POSet(MSA).

The MFG in Figure 1 represents the failure-free behavior of the
reliable broadcastprotocol in a systemwith three clients for executions
whereclient C1 broadcastsa singlemessage.Variable X represents the
data that is broadcast. We describe below how this MFG is computed.

A system is represented by a function nf 2 Name ! IOF , which
gives the input-output function for each component. The behavior
of a system nf in a failure scenario fs is computed using a function
stepnf ;fs 2 MFG ! MFG, de¯ned by

stepnf ;fs(g) ¢=
the MFG g0, where g0(x; y) =

let f = nf (x)( fs(x)) (¤ f is input-output function for x ¤)
and h(z) = g(z; x) (¤ h is input history of x ¤)
and h0 = f (h) (¤ h0 is output history of x ¤)
in h0(y) (¤ h0(y) represents messagesfrom x to y ¤)
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Informally , the MFG stepnf ;fs(g) represents the result of each compo-
nent processingits inputs in the possibly-incompleteexecutionsrepre-
sented by the MFG g and producing possibly-extendedoutputs. For
each failure scenariofs for which the userspeci¯ed a fault-tolerance re-
quirement, an MFG representing the behavior of a systemis computed
by starting from the empty MFG empty, de¯ned by empty(x; y) =
h;; ;i , and repeatedly applying stepnf ;fs until a ¯xed-p oint is reached.
Repeatedapplication of stepnf ;fs correspondsto continued executionof
the system being analyzed. This ¯xed-p oint calculation is essentially
the same as in other stream-processingframeworks, such as (Kahn,
1974;Broy, 1987;Broy, 1990).

To illustrate the ¯xed-p oint calculation, we consider the reliable
broadcast protocol in the same scenario as for Figure 1 except with
server S1 being faulty with possible send-omissionfailures. Let M S;y

abbreviate M C1 ;0
S;y . The ¯xed-p oint calculation proceedsas follows.

1. Client C1 initiates a broadcast by sending a message,represented
by X :MF (C1)1, to S1.

2. S1 would normally relay the messageto its neighbors. But a faulty
S1 might omit to do so. This is represented by S1 sending X :
MF (C1)M S1 ;x :? to each neighbor x 2 f C1; S2; S3g.

3. If S2 receives the message,then it relays the messageto its neigh-
bors. S3 doesthe same.The resulting MFG appearsin the top part
of Figure 2.

4. If S2 received the messagefrom either of its neighboring servers,
then it relays the messageto its neighbors; this is re°ected by the
useof maxin its outputs, asdescribed above. S3 doesthe same.The
resulting MFG, which is the ¯xed-p oint, appearsin the bottom part
of Figure 2.

For a systemwith arbitrary input-output functions, iterativ e calcu-
lation of the ¯xed-p oint is not guaranteed to terminate. The possibility
of non-termination is unavoidable|async hronous distributed systems
with unbounded channelsare in¯nite-state and veri¯cation for them is
(in general)undecidable.In practice, for analysisof systemswith ¯nite
executions,the ¯xed-p oint calculation terminates. Analysis of systems
with in¯nite executionsis discussedin Section 5.3.

A fault-tolerance requirement is expressedin our framework as a
predicate b on MFGs, together with a set of failure scenariosfor which
the system's behavior should satisfy the predicate. For the reliable
broadcast example, Agreement is expressedby the following predicate
on MFGs: for each data value X broadcast by any client, either all
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Figure 2. MFGs for reliable broadcast proto col when S1 is fault y. Top: the MFG
obtained after three applications of the step function. Bottom: the ¯xed-p oint.
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channels from non-faulty servers to their clients contain an ms-atom
with X as the data value and with abstract multiplicit y 1, or all of
those channelscontain an ms-atom with X as the data value and with
the same non-wildcard symbolic multiplicit y. The system's behavior
should satisfy this condition for failure scenariosin which someservers
su®ersend-omissionfailures and the network remains connected.

A system nf satis¯es a fault-tolerance requirement b for failure
scenario fs if the ¯xed-p oint of stepnf ;fs satis¯es b. For the reliable
broadcastexample,onecan seefrom the ¯nal MFG in Figure 2 that the
correctnessrequirements are satis¯ed in this failure scenario.Validit y
is vacuousin this scenario,becauseC1 is the only client that sendsa
messageand S1 is faulty. Integrit y holds becauseall the ms-atoms on
inedgesof clients have symbolic value X , which was broadcast by C1.
Agreement holds becausethe samenon-wildcard symbolic multiplicit y
appears in the ms-atoms with data value X on edgeshS2; C2i and
hS3; C3i .

3. Comparison to State-Space Exploration

It is instructiv e to compare the compactnessof MFGs and the e±-
ciencyof our analysisto state-spaceexploration optimized with partial-
order methods. For concreteness,we compare with Spin (Holzmann
and Peled,1995;Holzmann, 1997).Transitions of the sameprocessare
always dependent (Holzmann and Peled, 1995), due to control depen-
dencies,soSpin exploresall reachable interleavings of the inputs to each
component. In contrast, our method doesnot consider interleavings of
messagesreceivedby a component on di®erent channels.This di®erence
often causesthe sizeof the state spaceexplored by Spin (measuredby
the number of states) to besigni¯cantly larger than the sizeof the MFG
(measuredby the number of occurrencesof constants and variables in
ms-atoms).For the reliable broadcastexamplewith N servers in a fully
connectednetwork, the explored state spacewould be a factor of 2N ¡ 1

larger than the MFG for scenariosinvolving a single broadcast. Since
there are (N ¡ 1)! interleavings of the inputs to each server, generating
the state spacetakes ­(( N ¡ 1)!) time, whereasgenerating the MFG
takesO(N 2) time.

Symbolic multiplicities further improve the e±ciency of the analysis
for failure scenariosinvolving crash failures or send-omissionfailures,
becauseomissions of di®erent sets of messageslead (at least tem-
porarily) to di®erent states,while symbolic multiplicities avoid explicit
branching based on whether a messageis sent or omitted. For the
reliable broadcastprotocol examplewith N servers in a fully connected
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network, this di®erencecausesan exponential factor in the ratio of the
sizeof the exploredstate spaceto the sizeof the MFG, in addition to the
exponential factor described in the previous paragraph. The arithmetic
constraints in constrained queue-content decisiondiagrams (Bouajjani
and Habermehl, 1999)can expressrelationships betweenmultiplicities,
asour symbolic multiplicities do. The symbolic state-spaceexploration
algorithm in (Bouajjani and Habermehl, 1999) uses arithmetic con-
straints only to succinctly represent the e®ectsof repeatedexecutionof
cyclesin the control graph. For analysisof the reliable broadcastproto-
col, their algorithm doesnot provide the exponential savings achieved
by our method, mainly becausethe protocol contains no control cycle
that contains both sendoperationsand receiveoperations.Similar com-
ments apply to the symbolic state-spaceexploration algorithm based
on queue-content decisiondiagrams in (Boigelot and Godefroid, 1999),
which is a special caseof the algorithm in (Bouajjani and Habermehl,
1999).

We implemented the reliable broadcast example in Spin, using the
largest possibleatomic blocks and using a single input channel for each
process;both of these choices reduce the number of explored states.
For N = 3 with no failures, the MFG in Figure 1 hassize30 (note that
M x;y is a singleconstant), while Spin stores224states.For N = 4 with
S1 and S2 having send-omissionfailures, the MFG in (Stoller, 1997,
Figure 4.7), which is similar to the MFG on the bottom of Figure 2,
has size100, while Spin stores3778states.

4. An Implemen tation

We implemented our analysismethod in a protot ype tool using CAML
Light (Leroy, 1997). The graphical interface is implemented using the
Tk widget library (Ousterhout, 1994).The tool provides a collection of
CAML typesand functions usedto expressinput-output functions and
compute ¯xed-p oints, libraries of pre-de¯ned input-output functions,
and a graphical interfaceto facilitate entry of systemsand inspection of
analysisresults.Usersfamiliar with CAML cande¯ne newinput-output
functions by writing them directly in CAML.

5. Related W ork and Discussion
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5.1. Abstra ction

Our abstractionsare, in someways, similar to thoseproposedby Clarke,
Grumberg, and Long (Clarke et al., 1994) and to those proposed by
Kurshan (Kurshan, 1989;Kurshan, 1994).

Clarke et al. (Clarke et al., 1994) developed a method for using ab-
stractions to reduce the complexity of temporal-logic model-checking.
The class of abstractions they consider corresponds roughly to ab-
stract interpretation and to our abstract values. They also propose
so-calledsymbolic abstractions, which are convenient abbreviations for
¯nite families of abstractions. Our symbolic values are closer to the
technique they sketch at the conclusionof their paper for dealing with
in¯nite-state systemsthan to their \symbolic abstractions".

In Kurshan's automata-basedveri¯cation methodology, approxima-
tions are embodied in reductions between veri¯cation problems (Kur-
shan,1989;Kurshan, 1994).A typical reduction might collapsemultiple
states of an automaton to form a singlestate of somereducedautoma-
ton; this is analogous to intro ducing abstract values. Relationships
between concrete values can be captured using (implicitly) parame-
terized families of reductions, reminiscent of Clarke, Grumberg, and
Long's \symbolic abstractions".

For problems involving related values,the family of reductions must
intro ducean abstract value representing each of thesevalues.For exam-
ple, in our analysisof the Oral Messagesalgorithm for Byzantine Agree-
ment (Lamport et al., 1982),which usesmajorit y voting, related values
include X 1, X 2, X 3, and maj(X 1; X 2; X 3) (Stoller, 1997). In e®ect,all
relevant symbolic values must somehow be identi¯ed in advance, and
an abstract value must be intro duced for each of them. In contrast,
with our method, the user need only determine for each component
how constants and how its local variablesare usedto represent compu-
tations performed by that component. Symbolic valuesare constructed
dynamically by input-output functions aspart of the ¯xed-p oint calcu-
lation. Our notion of local variables supports modular intro duction of
symbolic values.In Clarke et al.'s and Kurshan's methods, the abstract
valuesthat correspond to our symbolic values|and in particular those
that correspond to expressions(such as maj(X 1; X 2; X 3)) that contain
variablesassociated with di®erent components|m ust all be intro duced
together in the de¯nition of the reduction (or the \abstraction", in the
terminology of (Clarke et al., 1994)). In contrast, our framework often
allows a user to intro ducean input-output function representing a pro-
cess(in other words, the input-output function is a reducedversion of
the processor an abstraction of the process)independently of the other
processesand input-output functions, though sometimesinformation
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provided by an invariant constraining the valuesof non-local variables
is needed.

An attractiv e feature of Clarke et al.'s work and Kurshan's work
is that abstractions (or reductions) are speci¯ed as homomorphisms
and applied to programs (or automata) automatically. Our framework
does not currently provide such a convenient method for specifying
abstractions; this is a direction for future work.

5.2. Inter-Channel Orderings

Our analysis doesnot construct global states or consider interleavings
of messagessent (or received) by a component on di®erent channels.
Indeed, such inter-channel orderings cannot be represented directly in
MFGs. In e®ect,our analysis su®ersfrom the mergeanomaly (Keller,
1978; Broy, 1988). Speci¯cally, an input-output function represent-
ing a component whose behavior depends on inter-channel orderings
amongits inputs cannot (in general) represent the component's behav-
ior exactly; generally, the input-output function must be a conservative
approximation. One way to remedy this would be to augment MFGs
with a partial ordering that can expressinter-channel orderings; this is
reminiscent of Brock and Ackermann'sscenarios(Brock and Ackerman,
1981;Brock, 1983) and Pratt's model of processes(Pratt, 1982).

Many distributed systemscanbeanalyzedpreciselywith our current
framework. Examples include the three leader election algorithms for
rings in (Lynch, 1996,section15.1), two-phasecommit and three-phase
commit (Bernstein et al., 1987), the Timewheel atomic broadcast and
group membership protocols (Mishra et al., 1997;Mishra et al., 1998)
(real-time aspects can be modeled by intro ducing messagesthat rep-
resent passageof time, as in (Broy and Dendorfer, 1992)), the Oral
Messagesand Signed Messagesalgorithms for Byzantine agreement
(Lamport et al., 1982),and someprotocols for Byzantine-fault-toleran t
moving agents (Schneider, 1997). Details of our analysesof the Oral
Messagesalgorithm and a protocol for Byzantine-fault-toleran t moving
agents appear in (Stoller, 1997).

Systems that cannot be analyzed precisely, becausethey depend
on inter-channel orderings, include typical distributed spanning-tree
algorithms and distributed mutual-exclusion algorithms.

5.3. Infinite Executions

Our framework is not suitable for analyzing systemswith in¯nite be-
haviors, such asreliable communication protocolsthat may re-transmit
a messagein¯nitely often (note that our framework doesnot currently
include fairness assumptions). Multiplicities are de¯ned to represent
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subsetsof the natural numbers, so they can represent unbounded but
not in¯nite sequences.One approach to analyzing systemswith in¯nite
executions is to generalizemultiplicities along the lines of ! -regular-
expressions.However, with this approach, termination of the analysis
for most interesting systemswill require approximations too coarsefor
checking whether the fault-tolerance requirement is satis¯ed.

Another approach is basedon \factoring" of systembehavior into ¯-
nite subcomputations. Many fault-tolerant distributed systemsperform
(potentially in¯nite) sequencesof independent or mostly independent
¯nite subcomputations. For example, the reliable broadcast protocol
described Section 2.1 can perform an arbitrary number of broadcasts,
and each broadcast is handled independently . For such systems, it is
su±cient to analyzecomputations containing only one(or a small num-
ber) of such subcomputations. This technique is common:it canbeseen
in the analysisof the arithmetic pipeline in (Clarke et al., 1994)and in
the analysis of the queue in (Kurshan, 1994, Appendix D), as well as
in our analysis of reliable broadcast, where we consider computations
involving a single broadcast.

Many fault-tolerant systemshavestatically-determined periodic sched-
ules, so it is natural to factor (decompose) the executionsinto periods
and analyze one period. An approach along these lines to veri¯cation
of aircraft control systemsis described in (Di Vito et al., 1991;Rushby,
1993).Although that work usesa theorem prover, the sameideascould
be used in our framework to verify whether a control system tolerates
a speci¯ed rate of failures.
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