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“As soon as we started programming, we found 
to our surprise that it wasn't as easy to get 
programs right as we had thought. Debugging 
had to be discovered. I can remember the exact 
instant when I realized that a large part of my 
life from then on was going to be spent in 
finding mistakes in my own programs.”
— Maurice Wilkes, designer of EDSAC, on 
programming, 1949

"If builders built buildings the way programmers 
write programs, then the first woodpecker that 
came along would destroy civilization."
— Weinberg's Second Law.
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The Mariner I space probe was launched from Cape 
Canaveral on 28 July 1962 towards Venus.  After 
13 minutes' flight a booster engine would give 
acceleration up to 25,820 mph; after 44 minutes 
9,800 solar cells would unfold; after 80 days a 
computer would calculate the final course 
corrections and after 100 days the craft would 
circle the unknown planet, scanning the mysterious 
cloud in which it is bathed.  

However, with an efficiency that is truly heartening, 
Mariner I plunged into the Atlantic Ocean only four 
minutes after takeoff.

Inquiries later revealed that a minus sign had been 
omitted from the instructions fed into the computer.  
"It was human error", a launch spokesman said.

This minus sign cost £4,280,000.

— Stephen Pile, "The Book of Heroic Failures"
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Outline of Topics

• Test-First Development

• Debugging Strategies

• Formal Methods

“In every non-trivial program there is at least one bug.” 
— Unix fortune
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Testing
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Why Should I Test?

• According to the U.S. National Institute of 
Standards & Technology, software bugs cost 
the U.S. economy about $59.5 billion/year

• The longer bugs remain in a program, the more 
costly it is to remove them

• In industry, testing/QA consumes 50% of 
development time/effort

• Good strategies for testing and debugging 
will reduce your overall workload and 
improve your programming efficiency
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Basic Terminology

• Bug — An error in a program

• Testing — the process of analyzing and 
executing a program to determine whether it 
has bugs

• Debugging — the process of locating a bug 
and removing it

• Good strategies for testing and debugging 
will reduce your overall workload and 
improve your programming efficiency
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Types of Bugs

• “Bohr-bugs”

• Easy to reproduce

• Therefore, easy to fix

• “Heisenbugs”

• Difficult to reproduce

• Ex. race conditions

• Harder to locate and fix
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Programming Vs. Testing

• Different goals:

• Programming: “Make it work”

• Testing: “Make it fail”

• Testing is designed to uncover flaws in a 
program before it is released

• Testing is a systematic attempt to find faults

• This is NOT the same as ensuring that faults 
are not present!

Lubarsky’s Law of Cybernetic Entomology: There’s always another bug.

9



Creating Better Software

• Fault avoidance tries to prevent the 
insertion of defects into the system before it 
is released

• Fault detection conducts experiments to 
identify defects before system release

• This is where testing fits in

• Fault tolerance deals with system failures by 
recovering from them at runtime

• e.g., exception-handling
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Different Types of Tests

• Unit tests — Make sure a single element 
(method/object) of the system works correctly

• Functional tests — Make sure the system offers 
a given feature

• Parallel tests — prove that the new system 
works exactly like the old system

• Stress tests — simulate the worst possible 
workload

• Monkey tests — Check system response in the 
face of nonsensical input
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New Development Style

• The Old Way

• Edit

• Compile

• Execute

• Test

• Focus: Write code, 
then test to see if it 
works (and fix it if 
necessary)

• The New Way

• Design Tests

• Write Code

• Compile and Execute

• Focus: Create tests 
first, then write 
code to pass the 
tests
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Detailed Test-First 
Development Process

1.Select a bit of code to implement

2.Write a test based on the problem statement

3.Run the test; your code should fail at first

4.Write some code to pass the test

5.Run the test again

6.Repeat (4) and (5) until the test is passed

7.Move on to the next piece of functionality
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The Art of Testing

• It’s much easier to pass a test if you already 
know the answer!

• A test case has four basic parts: A name, a 
set of input, an expected output (the oracle), 
and the actual output (the log)

• If the log matches the oracle, the test passes

• A test suite is a collection of test cases
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Test Suite Example

Name Input
Expected 
Result

Actual 
Result

testZeroInput

testPositiveInput

testNegativeInput

0 0 0

2 2 2

-4 4 -4

15



Testing Styles

1.Exhaustive Testing

• Test all possible input values

2.Blackbox Testing

• Choose input based on functional specification

• Use equivalence classes to reduce testing scope

3.“Glass Box” Testing

• Choose test inputs based on how the underlying 
code is implemented
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Testing Guidelines

• Test each method as it is completed 

• this may not always be feasible; several 
methods may interact in such a way that 
testing them together is more appropriate

• Always specify (document) what the method is 
supposed to do before the method header 

• explain why the method exists

• explain exactly what it is supposed to do
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Testing Coupled Methods

• If method A uses method B, there are two 
approaches:

1.Bottom up: test method B fully, then test A

2.Top down: test method A and use a stub for B

• A stub is a method that stands in for the 
final version and does little actual work

• It usually does something trivial, like printing 
a message or returning a fixed value
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Principles of Testing

1.Test early and often (test as you go)

2.Test only one thing at a time

3.Test 0, 1, & many inputs

4.Test null, beginning, middle, & end of range 
of input

5.Verify the documentation

6.Develop test cases that provide complete 
code coverage
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Code Comments

• Comments are notes to the reader of your 
program (which includes you as the author)

• “Embedded documentation”

• Java ignores comments when processing code

• Comments come in three forms:

• Everything from // until the end of the line

• Everything between /* and */ tags

• Everything between /** and */ tags (Javadoc)
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Good Commenting Style

• Comments should explain WHY, not HOW

• “HOW” is obvious from the code itself

• Every method should have a comment block:

• Method name and purpose

• List of parameters and return value

• If possible, sample calls with expected results
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Javadoc

• Javadoc is a tool that automatically creates 
HTML-formatted documentation from comments 
in your source code

• The online Java API uses this format

• To use Javadoc, use the “javadoc” command:

javadoc *.java

• By default, Javadoc only shows public and 
protected classes and fields; to show private 
data, add the “-private” command-line option
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Javadoc Tags

• A Javadoc comment is surrounded by /** and */

• Any test inside these markers is copied as-is

• Use these tags to emphasize special info:

• @author author-information

• @param parameter-name description

• @return description-text
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Javadoc Example

/**
 *  Raises an integer value to a user-specified power
 *
 * @author Michael S. Tashbook
 * @param base The number to be multiplied
 * @param power The number of times to multiply the base
 * @returns An integer equal to base^power
 */
public int raiseToPower (int base, int power)
{ ... }
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Debugging
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Debugging

• Finding the precise line of code where the 
error first occurred is half the battle

• Tracking down a bug:

• Place print statements at the beginning and 
end of the method

• Glean info from each test case

• Check the values of variables using print 
statements (later we’ll use debugging tools 
like those in Eclipse)
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Avoiding Print Overload

• it’s tempting to print everything when debugging

• This produces a flood of (generally useless) 
information to sift through

• Try to print only when a test case fails

• Beyond that, use a “halving” (binary search) 
approach to printing:

• print at the start, end, and middle of the code

• Repeatedly cut the range of lines in half
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Assertions

• Use an assert statement to guarantee that a 
certain condition is true

• If the condition is true, nothing will happen

• If it isn’t, Java will terminate your program 
with an error message

• Usage:

assert boolean-expression : output-if-false ;

• ex. assert x % 2 == 1 : “x is “ + x ;
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Formal Methods
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Formal Methods

• In software development, formal methods 
provide techniques for describing a software 
artifact (e.g. specifications, designs, source 
code) such that formal proofs are possible, 
in principle, about properties of the artifact 
so expressed.

• Mathematically proves code will work

• This may be overall correctness, or it may just 
guarantee that certain properties are true
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Validation vs. Verification

• Validation: “Did we build the right thing?”

• Determines whether the product matches what 
the customer really wanted

• Verification: “Did we build the thing right?”

• Determines whether the product implements 
the specification correctly

• It is entirely possible to have a verified 
product that is invalid (doesn’t do what the 
customer wants)
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Pre- and Postconditions

! ! // PRECONDITION

! ! PROGRAM CODE

! ! // POSTCONDITION

• A PRECONDITION (P) is the condition that is 
true before the code executes.

• A POSTCONDITION (Q) is the condition that is 
true if the precondition is true and the code 
executes completely. 
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Examples

// Pre: x < 0

y = x * -2;

// Post: (x < 0) /\ (y > 0) /\ (y = -2x)

// Pre: x >= 0

x = x % 5;

// Post: (x' >= 0) /\ (x' <= 4)
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The Assignment Rule

• The assignment rule reasons backward from a 
goal to the required starting conditions.

• Given:

! ! // P          P is the precondition
! ! x = E;      x is a variable, e is an expression
! ! // Q          Q is the postcondition

• Derive P by replacing all occurrences of x in Q 
with E.

• NOTE: x might be represented as x' in Q.
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The Assignment Rule (example)
What is the precondition of the following 
assignment statement?

// P = ?

a = b + 5;

// Q = { (a > 0) ∧ (b > 0) ∧ (a = b + 5) }

ANSWER Using the assignment rule, take Q and 
replace a with b + 5 to get P:

P = { (b + 5 > 0) ∧ (b > 0) ∧ (b + 5 = b + 5) }

  = { (b > -5) ∧ (b > 0) ∧ TRUE }

  = { (b > -5) ∧ (b > 0) }

  = { (b > 0) }
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Another Example

• What is the precondition of the following 
assignment statement?

// P = ?

a = b - a;

// Q = { (a’ > 0) ∧ (b > 0) ∧ (a’ = b - a) }

• Note here that a’ denotes the new value of a 
after the statement is executed

36



Solution to Example

P = { (b - a > 0) ∧ (b > 0) ∧ (b - a = b - a) }

   = { (b > a) ∧ (b > 0) ∧ TRUE }

   = { (b > a) ∧ (b > 0) }
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Proof Example

• Prove that this assignment statement is correct:

// P = { (m < 0) ∧ (n > 0) }
m = n – m;
// Q = { (m’ > n) ∧ (n > 0) }

• ANSWER: Start with Q and derive P:

! Q!= { (n - m > n) ∧ (n > 0) }
! ! = { (-m > 0) ∧ (n > 0) }
! ! = { (m < 0) ∧ (n > 0) } = P
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Extended Sequences

• Derive a precondition to the following 
sequence of statements

! ! // P = ?

! ! temp = a;

! ! a = b;

! ! b = temp;

! ! // Q = { (b’ = a) ∧ (a’ = b) }
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Extended Sequences

• The problem can be restated as follows:

! ! // P = ?
! ! temp = a;
! ! // P’ = ?
! ! a = b;
! ! // P’’ = ?
! ! b = temp;
! ! // Q = { (b’ = a) ∧ (a’ = b) }
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Solution

• Use the assignment rule 3 times to get:

! ! P’’!= { (temp = a) ∧ (a’ = b) }
! ! P’ = { (temp = a) ∧ (b = b) }
! ! ! = { (temp = a) ∧ TRUE }
! ! ! = { (temp = a) }
! ! P! = { (a = a) }
! ! ! = { TRUE }
! ! ! = { }

• {} represents the universal condition, which is 
always TRUE. Thus, there are no preconditions.
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Loop Invariants

• An INVARIANT is a condition that is true before 
and after a statement executes.

• A loop invariant I is true in four locations:

// I 
while (C) 
{ !
! // I 
! loop body 
! // I 
} 
// I 

42


